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1. Introduction

1.1 Background

Under the oversight of the HLCM, and supported by the CEB Secretariat, in November 2018 a cross
functional task force was formed to develop a maturity model and guidelines concerning aspects of risk
management.

The Reference Maturity Model (RMM) for Risk Management was the output of considerable inter-
agency collaboration involving around 20 UN organisations. The summary matrix of the RMM (the first
page) was endorsed by the HLCM at their 37t session in April 2019. The taskforce then finalised
evidence checklists, explained further in this document, and piloted the model across eight UN
organisations.

This explanatory note has been developed to assist organisations to use the model.

1.2 Purpose of the Reference Maturity Model

From the outset, the model was conceived to be a management improvement initiative, to be non-
prescriptive, scalable, and applicable to all UN entities. It was recognised that the model should present
indicative characteristics and be applicable to a broad range of operating environments and mandates,
including HQ-based organisations, as well as organisations with multiple field / country office structures.

The model is not intended to be a compliance initiative, and nor is it designed for the comparison of risk
management maturity between organisations.

The purpose of the RMM is to:
e allow an organisation to perform a self-assessment of its risk management maturity;
e to identify those aspects that may benefit from strengthening, in order to bring
alignment to the various dimensions; and
e to ascertain the target maturity level, considering the organisation’s mandate, operating
structure and size.

1.3 Tailoring the Reference Maturity Model

It is anticipated that entities will, in practice, adapt the RMM to suit their mission and mandate. The
RMM has been developed to be scalable and can be used to assess the maturity of, for example, an
entire organisation, a certain region or a field office. In order to reduce ambiguity or interpretation, an
organisation may choose to make certain criteria more explicit. An organisation may simplify the model
if it better suits their communication needs.

Whatever the case, organisations are free to adapt the RMM to suit their needs.

1.4 Resources to undertake a self-assessment

The amount and type of resources required directly relates to how the organisation chooses to
undertake the self-assessment. Some organisations decide to bring in external expert assistance,
should there be many locations to assess. Other HQ-based organisations have reported that an
informed risk management specialist could undertake an overall maturity assessment in a matter of
hours.

A rough guide could be one work day per location.
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2. The structure of the model

Five maturity levels

v

2.1 The summary matrix

The summary matrix is illustrated in Figure
1. It shows a table with five maturity levels,

from 1-Initial to 5-Leading on the horizontal

axis, as described in section 2.3. For each

maturity level, the criteria for achieving that

level is expressed on the vertical axis, in

terms of six dimensions, as described in

section 2.4. Each dimension is, in turn,

articulated in between two and five sub-

dimensions.

Six dimensions

Figure 1: The Summary Matrix
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Figure 2 - the evidence questionnaire
Each dimension’s information from the Summary Matrix is repeated on the evidence checklists in the
first rows. Below that, a series of questions and related responses are used to establish the maturity
level. The last rows correspond to tangible documents or other evidence, used to support the overall
assessment.

[Over 759 organisation covers [Organisation 1005 covered
T [es Yes
Yes [Ves

Fragmented, imited
No

No.

[Under development 0 |ves Ves

2.3 RMM maturity levels

The RMM maturity levels are defined as follows:

0) Initial: Unstructured, managed informally/ inconsistently, ad hoc, reactive.

(i) Developing: Structured implementation, basic architecture, some reporting and repeatable
management processes.

(iii) Established: Defined/documented and standardised processes, good organisational
coverage, some evidence of use and embedding. Regular reporting and escalation,
information used in operational decision making.
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Advanced: Well structured, strong evidence of embedding. Standardised reporting and
thresholds for escalation and management action. Information used in strategic decision
making.

Leading: Fully embedded risk management processes; escalation mechanisms well
understood and used at all levels of the organisation. Innovative/creative approach delivers
continuous improvement and can adapt as the organisation changes.

2.4 RMM dimensions

The RMM substantive dimensions are defined as follows:

(i)

(ii)

(iii)

(iv)

(v)

(vi)

Enterprise Risk Management (ERM) Framework and Policy: are the collection of policies,
procedures and other documents that together describe how the organisation undertakes its
risk management. Sub-dimensions: Framework implementation and appetite; Framework
components and coverage.

Governance and Organisational Structure: sets out the internal risk governance structure,
the appropriate delegated authority, roles and responsibilities, and organisational entities to
assure the effective management of risk. Sub-dimensions: Governance structure; Delegation
of authority; Function

Process and Integration: “Process” ensures that risks and opportunities that may affect the
delivery of organisational results are effectively identified, assessed, responded to,
communicated and monitored as per the ERM framework. “Integration” ensures that the
interaction / interlinkages with related risk sub-processes or other organisational processes
are clearly established. Sub-dimensions: Process; Integration with internal controls;
Integration with planning.

Systems and Tools: are the IT components used to record, analyse, integrate and
communicate/report on risk information. Sub-dimensions: Platforms, systems and tools; Links
to other systems.

Risk Capabilities: are the skills, ability, knowledge and capacity that an organisation must
effectively manage risks to deliver its results. Sub-dimensions: Competencies; Capacity;
Reporting.

Risk Culture: is evidenced by the shared values, beliefs, and behaviours of the staff and
senior management, together with the organisation’s demonstrated attitude to risk. Sub-
dimensions: Tone at the top; Transparency; Lessons learnt; Risk informed decision making;
Application of accountabilities and ownership.

3. Undertaking a self-assessment

3.1 Preparing for the self-assessment

It is recommended to begin by assembling the risk related documents that the assessor knows already
exist. This may include risk policies, manuals, registers and organisational charts. The assessor should
also have access to specialists who can respond to the questions and requests for documentation. It
should be agreed what the scope of the assessment is, and whether a separate assessment will be
made for certain areas of the organisation.
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3.2 Starting the self-assessment

This section will explain how to undertake a self-assessment. Dimension Il will be used as an example
to demonstrate the steps. The dimensions may be assessed in any order.

i)

1]

Start with the Evidence Checklist. One can work electronically on the spreadsheet or on a printed
version. Only a part of the model is shown in figure 3.

II. Governance and Organisational Structure

Governance structure

Delegation of authority

Function

Governance structure

How would you describe the governance structure that oversees the
ERM framework?

INITIAL

The organisation has in place a fragmented,
informal risk governance structure.

Accountabilities for managing risk are
informal.

Certain staff member perform risk
management functions without being
formally designated this responsibility

Fragmented, informal

DEVELOPING

The organisation has developed and put in|
place some elements of a risk governancq

ESTABLISHED

The organisation has established a risk
governance structure (TLOD or similar) to

structure, in accordance with a three linesof ~ oversee the ERM framework and to ensure

defence (TLOD) structure or similar, to
oversee the ERM framework.

that the risks the organisation faces are
managed.

Delegation of authority may exist as part of

Elements of an organisational risk-based

an initiative to implement risk mar

ion of authority empi risk

Some staff accountabilities for managing
risk are formally defined but limited to
specific functions of the organisation.

The risk management support role may exig
as part of another function, such as progras

management, performance management ol
an initiative to implement risk mar

(An entity/unit is established within the

) (e.9. ERMC
management and/or other staff. Staff
accountabilities for managing risk are
generally defined across the organisation.

N

organisation responsible to ensure that the
ERM framework is implemented in the

Some elements in place in accordance with
Three Lines of Defence

kprogram, project).

context of pi oject it
The organisation operationalises its risk
function at all levels (including HQ, field,

J

Established in accordance with Three Lines of
Defence

authority and risk committees' structure with authority for sound and
balanced decision making, in compliance with three Lines of Defence
(or similar) and ERM framework?

0
Does your organisation have an independent RM function,

implemented with clear role and responsibility for RMin the
organisation?

No independent function exists but some staff
members perform risk management roles
without formally having responsibility for risk
management

2|Coverage of the risk governance structure that oversees the ERM Limited Limited HQ or certain locations )
framework
Delegation o 0

3|Does your organisation have a governance structure assigning ERM  [No Some staff accountabilities for managing risk [lsued guidelines, policies, procedures &
Framework roles and responsibilities to governing body (e.g. board, are formally defined but limited to specific implemented key related processes
management), management and other personnel? functions of the organisation

4|Does your organisation have an effective risk-based delegation of No Delegation of authority may exist as part of an [Elements of a risk-based delegation of

initiative to implement RM

uthority empower risk committee(s) (or an
quivalent senior management committee that:

1as responsibility for risks) management
ind/or other staff

The RM support role may exist as part of
another function, or an initiative to implement
RM

Yes, is implemented in the context of
programme/project management at all levels

DO ATIO D O VER ATUR
1|Clearly documented risk roles & responsibilities/accountabilities No Partial - responsibilities/accountabilities artial - responsibilities/accountabilities
included in job descriptions, and selection criteria for staff. assigned for RM are reflected in a limited signed for RM are reflected in all risk-related
number of job descriptions (e.g. bb descriptions and most policies as
directors/executives) and some policies ppropriate
2[|RM function charter or equivalent established No No Partial
3[ToRs of Risk Committees established No No May exist as part of another function, or an

initiative to implement RM

Figure 3 - Sample assessment

i) Start by looking at the questions (see ‘start here’ on figure 3). Answer the questions and circle
the response that corresponds best.

iii) Use the questions, together with the evidence lines to estimate the best fit for the maturity.
It is normal that maturity falls between two levels, in this case, between 2-Developing and 3-

Established.

iv) Assessment by dimension level. Repeat the process above for all dimensions. If the maturity
falls between two levels, one may choose to express as the best fit, or report both levels if need
be. These levels can be copied through to the Summary Matrix as shown in figure 4. In the
example below, the red lines show the assessed maturity, and the highlighted boxes show how
the organisation decided to consider their maturity. That is (in this example), dimension | —
Developing; dimensions Il, Ill and IV — Established; dimension V — Advanced; dimension VI —

Developing.
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Figure 4 - RMM Assessment

v) Overall Maturity. Some organisations may wish to express an overall maturity. This can be
taken as a range. In this example, the organisation might say that they are between Developing
and Established overall.

4. Taking the findings forward

4.1 Target state

The organisation may choose to express its target risk management maturity state at any time.
However, most organisations decide after getting a sense of the current maturity. While different
organisations have different target states, some organisations have suggested that ‘Established’
should be a minimum target, however, this remains at the organisation’s discretion.

4.2 Developing an implementation roadmap

Depending how distant the target state is from the current assessment, the roadmap may be more, or
less complex. The model proposes that the maturity across the dimensions should be somewhat
aligned. For example, there is little value to having Leading level ‘Systems and Tools’, if the Risk
Culture remains, for example, Developing or Established. Thus, to turn the model into a roadmap, an
organisation may wish to focus on moving each sub-dimension to the right of the RMM, one cell at a
time, to align with other levels. The hypothetical organisation in figure 4 may wish to work on
strengthening the sub-dimensions that fall short of Established, i.e. some of those within dimensions I,
I, IV and VI.





