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FINAL REPORT
INTRODUCTION

The Inter-Agency Security Management Network (IASMMnet at the
Headquarters of the International Civil Aviationg@nization (ICAQ) in Montreal
from 10 to 13 September 2013. A list of particigaist attached as Annex A. The
agenda and list of documents considered by IASMNnbess is attached as
Annex B. This was the 19session of the IASMN since its first meeting irekha
in 2000.

. The conference was chaired by the Assistant Segr&aneral (ASG) for Safety

and Security, Ms. Mbaranga Gasarabwe, with Ms. Mdgahdry, Field Security
Coordinator of UNESCO'’s Bureau of Field Coordinaterving as Co-Chair. Ms.
Anne Marie Pinou, Chief of UNDSS’ Policy, Plannirgpd Coordination Unit,
served as Secretary.

The ASG began the meeting by expressing gratitodeCAO for hosting the

meeting and for all the support provided. Gratituekes specifically extended to
Mr. Raymond Benjamin, Secretary General of ICAQ, dddressing participants
at the start of the meeting, with the ASG highligbtthe fact that aviation risk
management was on the IASMN'’s agenda.

The Secretary-General of ICAO thanked IASMN membUerstheir collective
efforts in setting up strategies and tactics t@ ledprove the safety and security
of UN staff at the international, regional, anddbéevels. The SG stressed that
greater vigilance, determination, and ingenuity waguired on the part of
security officials given rising global instabilignd the threat posed by terrorists
around the globe. He emphasized the need for isedeaawareness and
application of the latest security procedures arel éstablishment of effective
security policies needed to keep UN staff seclilge present situation in Syria is
a good example where these policies are at workvemere well-planned and
well-executed cooperation and coordination betwegencies has delivered
dependable and effective protection for officiafgermating in the most high-risk
environments, based on the understanding that tecadhnot simply withdraw
from such environments. The SG cited the advigedates, and guidance
provided to UN staff during the recent presidengiaictions in Senegal as another
example of how UN security approaches have improwader DSS and the
UNSMS more generally. He also thanked IASMN merstfer their work in
both Cairo and Dakar, two cities where ICAO maimgaregional offices. More
generally, the SG noted the movement to createaisadtie security solutions
while urging increased data sharing among UN agsrned that security risks can
be tackled in a less obtrusive and more targetathareover the coming years.



The ASG noted that the IASMN is currently facing Itiple challenges to the

question of how best to protect UN staff. Thetfalsallenge is determining what
more can be done to protect national staff, with ohthe staff federations having
recently sent a letter to the Secretary-Generdhisiregard. The ASG recalled
that the UN had been criticized in the past forcenading international staff from a
country as soon as its security situation deteigokaleaving national staff

stranded in an unstable environment. The ASGs#kethat the UN’s mandate is
to protect lives, including during times of crisds. light of such a mandate, there
is a need to do more to protect national staff.

The second challenge is determining the extenthiziwthe UN will continue to

operate in a chemical weapons environment, paatiugjiven the recent situation
in Syria. The ASG noted that various UN systemaaigations continue to
operate in Syria and thus there is a need to speatne security family with

regard to the circumstances under which the UN @v@ohtinue to operate in a
chemical weapons environment.

At the same time, the ASG urged the IASMN not taéd other crises around the
world, including the ongoing conflicts in the Dematic Republic of the Congo
and the Central African Republic. The ASG emphakitee need to strengthen
communication, leadership, and management at tlelduarter and country
levels and empower security officials on the groundrder to ensure that the UN
is prepared to protect its staff as well as thbgilde family members across all
duty stations.

CONCLUSIONS AND RECOMMENDATIONS OF THE MEETING

A. Security Risk Management Working Group (CRP 3 (b))

The Chair of the Security Risk Management (SRM)ronpment Working Group

provided the IASMN with an update on the Workingo@®p's progress. The
update focused on the results of the field testihthe new SRM concepts and
tool, as well as the issues identified during thkeddftesting and drafting of the
SRM Manual. These issues included the roll-outhef new SRM process and
tool, changes in some key terms, integration ofSbeurity Level System (SLS),
and differentiation between security and safetyhiwithe SRM model.

The IASMN was requested to take note of the pragodthe SRM Improvement
Working Group and support the drafting of the SRMridal. The IASMN was

also requested to discuss and identify the intereg modalities that will support
the roll-out of the new concepts and tool, ensuthrag all security professionals
and other security managers (i.e. Security Cellssighated Officials (DOs) and
Security Management Team (SMT) members) are compéteusing the new

system.

10. At the beginning of the discussion, one member exsizled the amount of work it

takes to create a manual that genuinely explainsonty the overview of the
concept of SRM, but also the methodology of hous itarried out in a manner
that can be understood by anyone involved in thé1SRocess. The member
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stated that if the Manual is going to become trasbir all future work on SRM,
then it must be the best it can be and the IASMdukhaddress how it is going to
ensure that is the case. Otherwise, the trainimd) rall-out of the new SRM
process and tool will be unsuccessful and theré lveilconfusion in the system
again.

Another member sought clarification regarding avimes recommendation that
had been made to the IASMN to abolish the aggregeaterity level because of
the confusion it caused. The member noted thaadigeegate security level seems
to have been retained, but that individual threé¢gories also seem to have been
re-emphasized. In this regard, the member questiboe the SRM Improvement
Working Group intends to avoid similar confusionemhan aggregate security
risk level is determined under the new SRM toolpa&ately, the member
wondered whether the SRM Improvement Working Grimtpnded to remove
hazards from the overall SRM model given the maddifferentiation between
security and safety. Overall, support was expae$sethe idea that the Manual
must be the best it can be and for committing nessufrom his organization to
complete the Manual, if necessary.

Another member questioned whether the role of valmiéty had been minimized
within the SRM model. Separately, the member exgg@sconcern that, by
building a professional and systemized tool, theMSRodel may be leading
security professionals to believe that conductingexurity Risk Assessment
(SRA) is an inherently lengthy and structured pssceSuch a belief may lead a
security official to forego an SRA in an emergessadyation, believing that there
simply isn't enough time to complete one. The memiEnfirmed that such a
scenario had been reported in Syria. The membess&d that such a belief
ignores the fact that an SRA is merely a concept tlan be applied under any
circumstances. For example, an SRA may be carngdioas little as thirty-
seconds in a case where a security official mustddewhether to run into a
burning building. More broadly, the member stressieel need to encourage
mental agility among security officials while avinid the creation of bureaucratic
tools. Finally, the member supported the differatitn between security and
safety within the SRM model according to whethemanis “deliberate” or “non-
deliberate”.

Another member urged the IASMN to retain an aggeegacurity level in some
form because this proved to be useful in briefingnMber States who are unaware
that multiple security level areas exist within @uotry. Member States tend to
view a country as a whole and do not have the tm@sgurces, or inclination to
appreciate that multiple security level areas maystewithin a country.
Separately, the member suggested that any attemgifferentiate security and
safety within the SRM model should not be baseeélgadn whether the act is
“deliberate” or “non-deliberate,” but also whethe act is also malicious. The
member noted that a deliberate, non-malicious edf. (driving a vehicle with
unsafe tires, which results in an accident) migitit jastify a safety assessment,
rather than a security assessment.

Other members inquired about the flexibility of tB&M process and tool in
particular. One member asked whether the SRM wauich is designed primarily



for security professionals, is also capable of poly an executive summary for
the DO/SMT. Another member asked if the SRM tamild be used for special
(e.g. VIP) or short (e.g. three-day) missions ®field across multiple countries.
Finally, one of the staff federations asked if 8fM tool could incorporate local
staff affiliations (e.qg. political, tribal).

15.The Chair of the SRM Improvement Working Group pded feedback on the
points raised by the various members. With regardhe concern over any
confusion that may result from the use of an aggeegisk level as produced by
the SRM model, the Chair stated that any risk moaast be able to produce an
“aggregate” risk level in order to make acceptaisdk decisions, ie, balancing a
risk with programme criticality. For example, amyssion to the field will likely
face multiple threats with various risk levels aoke needs to determine the
“aggregate” risk facing the mission in order to malecisions related to
acceptable risk. The Chair stated that, afterystigdhow best to determine the
“aggregate” risk level, the only plausible solutiwas to use the highest risk level.
Therefore, the highest risk level serves as thésldas acceptable risk decisions
by having something to balance with programme cziiiy. The Chair then
explained that reliance on the highest risk levedans that, technically, an
aggregate is not actually calculated. Moreover, Ghair clarified that the term
“aggregate” has never been used by the SRM Impremeivorking Group and it
would be inaccurate for anyone to do so; instefael,t¢rm “weighted” should be
used when referring to the Security Level.

16. With regard to the question of whether hazardssalldncorporated into an SRA,
the Chair confirmed that hazards are still parthef general threat assessment,
even though the SRM Manual differentiates betwesuisty and safety and that
technically, any mention of “hazard” within “sedyfiis not correct. The Chair
noted that leaving hazards as part of the gendredat assessment isn't
particularly harmful at the moment given its lowiglg. With that said, the Chair
stressed that hazards should be removed from ar@érteeat Assessment (what
is now termed the Structured Threat Assessmenh®f3LS) for the sake of
conceptual clarity. Once the hazards categoremsorved, there may be some
minor work required to reassign the weights of td@aining four categories for
the purpose of calculating the Security Level.

17.With regard to the concern that the role of vulbdity has been minimized in the
security risk process, the Chair of the SRM Improgat Working Group stated
that the role of vulnerability has not been miniedzrather, vulnerability remains
the crucial step of the security risk process anidiund within the likelihood and
impact assessments. Every little change in vubika automatically changes
the security risk within the model, whether in thentext of prevention or
mitigation.

18.In responding to the concern that the SRM model rhaye the unintended
consequence of creating a bureaucratic tool toetttent that security officials
may actually forego its use in emergency situatigdhe Chair of the SRM
Improvement Working Group responded by stating tiv model serves an
important function by putting the elements of SRMtle proper order and that,



19.

20.

21.

22.

over time, security officials could conduct an SRA&hout even having to use the
e-tool.

The Chair of the SRM Improvement Working Group tleeluressed the broader
issue of the SRM model's distinction between safatgl security. The Chair

emphasized that certain aspects of safety (i.ad,raviation and fire) remain part
of the UNSMS and should not be given to anyone. elBee distinction between

safety and security exists solely in the contexthef SRM model, whereby safety
is not part of the present development of the “88¢WRisk Management tool.

The Chair of the SRM Improvement Working Group thaarified that, with
regard to an aggregate — or, more accurately, ghted — security level, such a
level usually exists for a security level area witla country, rather than the
country as a whole. The only exception is whereatire country is viewed as
one security level area (e.g. The Gambia, Franddhwever, with regard to
peacekeeping areas (e.g. UNDOF), such an excejies not exist.

Finally, in responding to questions related to file&ibility of the SRM process
and tool in particular, the Chair of the SRM Impeavent Working Group
confirmed that the SRM e-tool will be capable af\ypding an executive summary
to the DO/SMT who may not have time to tackle th@’s technical aspects. The
Chair noted that the Working Group is working ortedmining what such a
summary will contain and how it can best be vizeddi The Chair also
confirmed that the tool can be used for speciahart missions to the field across
multiple countries. The Chair also revealed th& 8RM tool can incorporate
staff affiliations and other identifiers and thdtet Working Group was first
working on incorporating gender identifiers int@ t8RM tool before working on
others. The Chair added that such identifiers mmgdt serve as independent
variables as they may be too complex to capturetiay can at least be factored
into the assessment.

Several members urged that the on-going developmietite SRM process and
tool be made a priority. One member stated tr@&RM model is a way forward
as to how security risks are to be managed witiendNSMS. The same member
called for the dedication of additional resouraeptit together the SRM process
and tool in a more rapid fashion and that failareld so may be seen as negligent
in the long-run. The member stated that he himsadf penned a letter from his
USG to the USG, DSS in this regard. The member cdtat if additional
resources would be beneficial, then details shbalgut forward in this regard so
that funding may be allocated accordingly. Anotimeember reiterated that
completion of the SRM process and tool should lpgiarity given that SRM is
vital to humanitarian operations, among others. $&a®me member stated that his
USG would be keen to search for additional resaurc®eparately, it was
emphasized that there is a need to ensure thaetimnology developed in the
SRM and SSIRS working groups be aligned in ordemisure consistency.

23.DSS stressed that the necessary time, effort, @wlrces must be dedicated to

completing the SRM process and tool properly. $oaxpressed hope that other
agencies and WFP in particular would be willingassist going forward while
echoing other members by stating that its contindedelopment should be a



priority. DSS also noted that, at least from a O%fSspective, any additional
resources would likely come from FSS, whether foitvgare development or

training. However, while a discussion on the némdadditional resources was
welcomed, members were reminded that the developafdraining programmes

and manuals is a “natural process,” whereby angldewment, testing, re-testing,
writing, editing, and publishing will take time,gardless of the amount of people
assigned to the tasks; dedicating additional maepanay make the process go
faster, but not too much faster.

24.The IASMN endorsed the SRM methodology that had beedeveloped and
agreed that this should be rolled-out as a priority In so doing, the IASMN
also agreed to the changes in some key terms, thdferentiation between
security and safety, i.e. the SRM methodology wouldnly apply to security,
and to integrating the SLS into the SRM process. nl order to support the
roll-out, the IASMN requested that DSS examine whainternal resources
may be devoted to finalizing the SRM Manual, trainng in the new process
and to developing an e-tool. At the same time, thpossibility of IASMN
members providing additional resources for the roHout should also be
explored.

B. Update on Programme Ciriticality (CRP 7)

25.The Chair of the Programme Criticality Coordinatibeam (PCCT), (which is
currently held by UNICEF), provided an update oe tbll-out of Programme
Criticality (PC) and lessons learned to date andheninter-agency process and
engagement with Member States. In accordance with recommendations
endorsed by the HLCM in October 2011, a guidedaatl of PC to UN teams in
the field has been in place since January 2012d&aie, PC assessments following
this methodology have been conducted in Afghanjstamian, Mali, Mauritania,
Yemen, Syria, Central African Republic, Niger, Ra&n and Somalia. Further
support is envisaged, based on demand from UN teantise field. A letter,
which emphasizes the importance of PC, was serfietd presences in 27
countries. The letter was co-signed by the UNDGiCHhe Emergency Relief
Coordinator, and the USGs for DSS, DPKO, DFS and,Ddhd sent in January
2013. As requested by the HLCM, based on the ingtigoerience and lessons
learned in the roll-out, a revised PC Framework degeloped and approved by
the HLCM in March 2013. The revised PC framewoldrities several aspects
concerning the approach and conduct of PC assetsnraniuding accountability,
the links between PC and the SRM, as well as a detmiled updates to the
methodology.

26.The Chair of PCCT emphasized the need for programameagers to distinguish
between risk and threat with regard to PC. TheirGeainded IASMN members
that the underlying objective is to manage risk dmat there is no benefit to
accepting “unacceptable” risk. Programme managdisuld only accept
“residual” risk when their respective programmesaaigh such risk. Since risk
can never be truly eliminated, it is the duty obgnamme managers to determine
what level of residual risk is acceptable.



27.The discussion began with IASMN members expressingng support for the
work done on PC, with one member noting that thieotst phase appears to have
been completed and that it was perhaps time toemeht the process. However,
another member questioned the extent to which @& Pategory has been
properly defined and cautioned against adoptingid definition. It was noted
that while some activities may not be technicalljfe*saving,” they may
nonetheless be vital to the mandate of an orgaoizand thus warrant a PC1
label. The member expressed support for a pe@wegwocess in this regard and
recommended that an organization’s Executive Heatldpprove the labelling of
any activities, particularly “reputational” acties. Another member echoed such
a sentiment, cautioning that an overly restrictiedinition of PC1 activities may
limit an organization’s critical work. For examplen organization may need to
have an envoy located on the ground, but he onshenot always be “providing
water” or other technically life-saving activitie§he member also noted that PC
remains a framework, not a policy and that it wapartant when explaining PC
assessments to Member States that it be madethkgathis does not impact on
established mandates. She added that it is impgdxdadetermine what activities
are truly vital. Yet another member suggested thatlause be added to the
definition of PC1 activities to incorporate vital eeputational activities that are
not technically “life-saving”.

28.0n the other end of the discussion, one memberdnibi@ organizations often
have a “knee-jerk” reaction in identifying theirtatties as PC1, while stressing
that the category should be used more sparinghynoting the need to clearly
define PC1, among other categories, the membesquaihe Syria Team for
identifying four layers of activities — communiaati leadership, support of
national staff, and life-saving activities — thas aelevant to the work of the UN in
Syria. Another member echoed such a sentimenteveading that one needs to
distinguish between all risks, and security rigkgarticular, and that the focus
should be only on security risks.

29.The Chair provided feedback on many of the poiatsed by IASMN members.
With regard to the suggestion that the roll-outgghhas been completed, it was
clarified that there is still a need to “build umetprocess”. In this regard, it was
noted that some field offices still dismiss thenfework and that USG-level
support may be required on this front as it canmetviewed as only being
applicable at the headquarter level. Additionalgoess needs to be made with
regard to providing baseline guidance and trainmgrogramme managers and
security professionals across AFPOs in the abseihdedicated budgets. Thus, it
is too early to say that the process has been imeémsed. The Chair stated that
the goal is to conclude all independent assessmantading with regard to how
the framework is perceived and used in the fiejdJime 2014. This would mark
the end of the roll-out phase. The overarching gealto ensure that PC
assessments do not stay on the shelf. Finally, negard to the issue of how best
to define the PC1 category, the Chair supportedoaemestrictive approach,
whereby PC1 activities should not be linked to im@ace or priority within an
organization but should rather be a very rare cecge.



30.The IASMN:

a. took note of the update on Programme Criticalityand expressed its
appreciation for UNICEF's role in leading the Programme Ciriticality
Coordination team (PCCT);

b. noting the concerns expressed regarding the defimin of PC1 activities
and its uneven application in programme criticality assessments, request
that the PCCT look carefully at how PC1 activitiesare defined;

Uy

c. emphasized the need for security risk assessmentsdgorogramme
criticality assessments to be undertaken in a mom®bust manner and

d. noting the concerns about the way in which proggmme criticality is
perceived by Member States, requests that further ark be done to
explicitly clarify that programme criticality assessments are not
guestioning legislative mandates.

C. Critical Incident Stress Management (CRP 8)

31.DSS (FSS) introduced an update on the global depoy of critical incident
stress counselors across the UN system (approXyntd® from multiple funding
sources and multiple AFPOS).

32.DSS noted that there was a request at the last MA$dpresent a policy on
critical incident stress management, but that smckquest could not be met at
this time due to human resources constraints wili#$’ Critical Incident Stress
Management Unit (CISMU).

33.DSS reminded IASMN members that CISMU coordinates global response
with regard to the deployment of stress counsetord that one of CISMU’s
challenges is that the vast majority of stress selors deployed outside of
headquarter duty stations are cost-shared. Furtirernthe perceived need of
stress counselors by an SMT tends to be approxiyrfaier months after a critical
incident, after which an SMT no longer wishes todustress counselors. If
another critical incident takes place soon theesathiowever, respective SMTs
begin demanding that stress counselors join theiomgesponding to the critical
incident, which places substantial strain on thetesy.

34.Therefore, DSS requested the IASMN to support sbated counselors at the
highest-risk duty stations that are locally funtiydhe SMT. DSS noted that it is
ambivalent as to whether such counselors are miermally or locally-recruited,
noting that some issues exist with regard to Igeadtruited counselors,
particularly in countries with strong ethnic divideDSS subsequently highlighted
the areas where CISMU believes there should bessbors. For example, DSS
noted that there is no UN counselor in North Afrigslso, there is no cost-shared
counselor in Syria, although a unilaterally-fundemlinselor exists, courtesy of
UNFPA. Overall, the IASMN was requested to takéenaf this update on the
inventory of CISMU field stress counselors and emsider taking further action
in addressing remaining gaps.



35.0ne member began the discussion by suggesting ahatore coordinated
approach should be adopted with regard to the plane of staff welfare
counselors. The member noted that staff welfatenselors exist in countries
such as India, Indonesia, and Sri Lanka, yet aerdbin countries such as
Myanmar and minimally present in countries suclswsa. In this regard, a more
coordinated approach needs to be adopted by resperganizations based on
priority.

36.Several members, in addition to the representatifvéhe Medical Directors
Working Group (MDWG) and one of the staff federatipstressed the need for
predictability within the system, particularly wittegard to the funding and
availability of stress counselors in high-risk dtyations. The representative of
the MDWG emphasized that mental health care shaoldbe perceived as a
luxury item that can readily be cut amid the omddiudget shortfalls, adding that
a lack of mental health care decreases productaity efficiency among UN
staff. Furthermore, it was suggested that mentalineare should not be provided
solely in the aftermath of acute events, but ratihrea more consistent basis to
combat the chronic stress that often results freemsngly routine activities over
the long-term. Another member echoed the needdwige stress counselors to
staff working in both catastrophic and long-ternviesnments, while pointing out
that it will remain difficult to do so if the ovelvelming majority of stress
counselors remain cost-shared at the country-lexet.another member added
that the current ad-hoc, cost-shared structuretesean incentive for staff
counselors to leave rather than stay on assignn@titer members called for the
development of formal career paths for stress acelars within DSS or, as
suggested by one member, within a larger body inmgl human resources
professionals.

37.There was a consensus among IASMN members thaahtesdlth is vital to the
health of UN staff members. One of the staff fatlens stated that mental health
can sometimes be even more important than phylseath while noting that the
UN has become a target over the years and willylikemain a target over the
foreseeable future. Therefore, the need for aiiditi mental health professionals
will likely only grow over time. With that saidjhe member pointed out that the
UNSMS is responsible for critical incident stresamagement, but that in some
cases it was also engaging in regular stress mar@aygeat high-risk duty stations,
even in the absence of a critical incident. The imemcalled on the Human
Resources Network and the MDWG to become more weblif such
management is to be sustainable over the longSuch involvement becomes
even more pressing when one considers the merdthheeeds of national staff,
many of whom are placed in even greater danger ititamational staff. In this
regard, one member stated that UN staff workin@yna should be regarded as
working in a critical incident environment and trsi®uld fall under the umbrella
of the UNSMS with regard to critical incident sge@sanagement.

38.DSS (FSS) agreed that a more coordinated apprdachlds be adopted with
regard to the placement of stress counselors. W&#d see to it that CISMU
organize and supervise routine conferences forsmlars to boost preparedness.
However, it was acknowledged that internationadlgruited stress counselors



were burnt out, with one member noting the involeamof stress counselors in
ongoing, months-long hostage negotiations in SyAa.a result, DSS must often
recommend the services of local stress counsetort/N staff, if available.
However, it was pointed out that sometimes natiwtaff members decline to
seek the assistance of local counselors, partlgufastrong divisions exist within
the local community. Although another member sutggeshat a formal peer-
helper system be developed among staff as an afieen DSS noted that such a
system would require trained professionals.

39.

The IASMN took note of the update on the inventoryof CISMU field stress
counsellors and:

a. affirmed that the UN system’s ability to continie to operate safely and
securely is also dependent on the health and welfaof its staff. In this
regard, the IASMN recognized the necessity and vaduof stress
counselling, in both critical and non-critical situations and also on a long-
term basis;

b. supported that the provision of stress counsetig, including critical
incident stress counselling, requires predictablerad sustainable funding
and

c. noted that this is an issue warranting further onsideration by the
Human Resources Network and the Medical DirectorsiVorking
Group, with a view to preparing a joint statement br submission to the
High Level Committee on Management (HLCM) to suppot the case
for predictable and sustainable funding.

40.

41.

D. United Nations Personnel Air Travel Policy (CRP 5)

DSS’ FSS presented a progress report on efforits Bwiation Risk Management
Office (ARMO) to finalize a formal air travel polidfor the UNSMS. In 2006 the
IASMN endorsed the ‘Commercial Passenger Air Tr&eidelines,” whichjnter
alia, suggested all AFPOs use FlightSafe as a methogsé&arch and, using a UN
definedscoring system, categorize relative safety amoogstmercial scheduled
airlines. In 2011, ARMO was established and the fitstction of that office was
to evaluate both the ‘Commercial Passenger Air draGuidelines’ and
FlightSafe. In so doing, errors were found in Figafe and it was learned that
manymembers of the UNSMS had adopted and treated tidelBies as policy.

Incorporating suggested comments from the IASMN Piavel Working Group
and the IASMN Steering Group Meeting in May 2013New York, the ARMO
completed a draft UNSMS policy entitled “United Mais Personnel Air Travel”.
In order to address existing internal constraistec as legal, operational, and
insurance) within individual UNSMS members, theeirtton behind the policy is
to have each member develop their own internal @yerational Guidelines’ in
which to apply their own respective requiremeniBhe draft policy addresses
topic areas, including requirements for UNSMS menrsibair charter agreements
and travellers, use of donated flights, trainind aampliance.

10



42.The ARMO has worked collaboratively and directlyttwbther entities dealing
with aviation issues within the UN. This includgarticipation in the Aviation
Technical Advisory GroupATAG) and joining aviation professionals from DFS
and WFP Air Transport Sections to participate ia finist UN Joint Evaluation
(JE) Inspector Training Programme in July 20Fllowing agreements with
ICAO and in consultation with OLA, ARMO will relyroICAO to provide risk
categorizations (Acceptable, Questionable, Do Ne¢)Uor the assessment of air
operators. In cooperation with ICAO, the ARMO wglovide supplemental
information for those air operators with a lessathacceptable ranking (i.e.
additional details to provide supportive advice a0 travel focal points and
security professionals). This will be referred te ®SS’ Aviation Risk
Management Assessment Programme (ARMAP) and wéllauseria comparable
to methodologies currently accepted/in use by ATrA@nbers.

43.Should the need exist, DSS will identify a recogudizaudit organization (the
Flight Safety Foundation is currently being consid to conduct a ground
assessment to gather further data. This is adsttehsough the UN Commercial
Airline AssessmenEramework (UNCAAF). It is the intention that theopesses
set out in the UNCAAF will support ARMO advice. émder to link to other DSS
safety and security processes, the use of aviaskrdata is to be fully integrated
into TRIP and potentially into travel systems. efated data would be used to
maximize the efficiency of resources and the cdpialsi of DSS as a whole.

44 Moreover, the UN and the International Civil Aviati Organization (ICAO)
signed a Cooperation Agreement that establishedM DSS ARMO Analysis
Unit” within ICAO. Discussions are underway as to whetties agreement
should be extended or replaced with a new Memonmandti Understanding to
better reflect the evolution of the ICAO/UN DSS tparship. The IASMN was
requested to endorse the UNSMS policy on UnitedaNatPersonnel Air Travel,
including Terms of Reference for Air Travel Focabifls (ATFP), the Air
Operational Guidelines cover letter and the AirvBtaOperational Guidelines
Template. Pending completion of a new MOU andenevby OLA, the IASMN
is requested to endorse the move from providingcadiased on FlightSafe to
providing advice based on the methodology develdpedCAO. The IASMN
was also requested to take note of the progresstréom the Aviation Risk
Management Office and endorse its proposed ARMAPWNCAAF. Finally, the
IASMN was requested to take note of ICAQ’s report.

45.The discussion began with one member asking howiskecategorizations fit
into the SRM decision-making process. For examaléquestionable” rating
likely required analysis of further information wkby the SRM decision-making
process may be useful. This is particularly trieig the fact that approximately
one-third of air operators are currently deemedstioeable. Moreover, the
member claimed that the Do-Not-Use category implied an unacceptable risk
exists and that it could be very likely that maasualties will result. The member
guestioned whether such an implication is accurate. short, the member
recommended that, instead, DSS rename the thrde adgegories from
Acceptable, Questionable and Do-Not-Use to Unmsuli Conditional, and
Restricted.  Similarly, another member questiomdtether the Do-Not-Use
category went so far as to imply that there wowddab'banned list” and whether
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such a categorization would be accurate. In #gsrd, DSS confirmed that the
“Do-Not-Use” category would not amount to produciag“banned list,” but
agreed to consider the recommendation that thgaasés be renamed.

46.Another member called attention to specific poiotstained within the draft
policy, namely the definition of “official traveland the requirement to request
approval from DSS for military/police flights 72 ins in advance contained
within the draft. With regard to the definition dbfficial travel,” it was
recognized that this needed to be clearly definetie policy. With regard to the
72 requirement for certain flights, the member ddtet its application is unclear,
particularly its reference to “on-the-spot decisimaking” given the absence of a
mechanism for on-the-spot decision-making. The bemnecommended that the
policy be clarified, perhaps in consultation witie tUN’s Office of Legal Affairs
(OLA).

47.Another member asked for clarification as to thée rplayed by ICAO in its
collaboration with DSS, urging that any air operatountry sheets be based on
technical criteria established by ICAO that is ggpuaed as the technical expert in
this regard. DSS responded by confirming that ICi&Qin fact, the technical
expert in this regard and that any questions aaiowperators would be answered
in coordination with ICAO. DSS also reiteratedttf@AO will formulate a list of
every commercial airline operating in a given coynéand categorize these
appropriately according to the three risk categopeeviously referenced, with
ICAO maintaining ownership over such a list. HoeewDSS noted that ICAO
will not be involved in the daily decision-makingogess.

48.DSS then took the opportunity to clarify the pupad ARMAP, which is to
serve as a backup to a DSS desk review by creatirfigedback system for
evaluation by ICAO. No recommendation would be enad the part of DSS;
instead, information would simply be fed back tA[& for consideration, thereby
allowing for updates to existing annotations ongsgie@able airlines. Meanwhile,
DSS will be responsible for carrying out flight rews of commercial and donated
aircraft. With that said, DSS emphasized that H&AO and DSS have been
asked to do something that has never been doneebeWith regard to a follow-
up question by the same member as to whether ATAG dny comments
concerning this new policy, DSS stated that ATAG @ further comment and
appeared satisfied with the new policy.

49.0ne member asked whether there is a policy as ¥o hany individuals are
permitted on one aircraft. DSS responded by gjatiat different organizations
have different policies and should be driven by ifess continuity needs.
Moreover, there are different insurance policieselohon one’s destination,
airline, number of staff, and existing personalumasice. Another member
suggested that guidelines should be drafted thetifsgs how many individuals
should be permitted on a given aircraft, instead ledving it up to the
organizations to decide. Such guidelines couldagt recommend an appropriate
percentage of staff permitted on any one aircratft.

50. Another member pointed out the ambiguity over wdaatstitutes a “donor” flight,
particularly when a basic charge is incurred farhsa flight. DSS responded by
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51.

52.

stating that the definition of a commercial fligist found in the draft policy,
whereby any flight that is open to the general jouisl considered a commercial
flight and all others are deemed “donor” flightSimilarly, another member
inquired about the nature of “charter” flights astthrtering agreements, including
in the context of an NGO offering a flight on a eiree basis. The member also
asked about the extent to which charter flightsumeginternational regulation,
particularly those operating within the United 8tator the Caribbean region,
which already heavily regulate charter flights witltheir respective territories.
DSS responded by acknowledging that a large amounbnfusion exists as to
how best to define a “charter” flight, particulanyhen some charter flights,
including in the Caribbean region, can still beghased by the general public
with a scheduled departure time. DSS also notatl tthe term “charter” was
inserted into the new policy at the request of AT A®&hile simultaneously
clarifying that any chartering is organized throu@PKO/DFS or WFP.
Separately, the same member asked what added esilsts in having the USG
approve government/military flights, rather thaa IXO/SMT. DSS responded by
clarifying that the USG has the authority to revidwse flights; however, the
USG will sometimes delegate such authority to tH@/SMT. Normally, if the
DO/SMT requests a specific flight, the review ikt be routed to the USG and
the DO informed by the respective regional deskn other cases, if an
organization requests a flight review directly, tegiew will be addressed to that
organization and the regional desk will simply bpied

Referring specifically to TRIP, DSS confirmed tlaatist of who is travelling at
what time is incorporated into the profile in th&IP clearance process. It had
been decided to include such information in ordebetter integrate flight safety
information within the TRIP software, which will ssequently be able to verify
whether an individual has selected a “questionaldlieline, the requirements
needed for a particular flight, in addition to aftative flights. DSS highlighted
the significance of integrating such flight safebformation by recalling an
incident whereby a fire broke out at Nairobi’'s aifpand DSS had difficulty
determining whether individuals who were supposedbé in Nairobi were
actually in Nairobi and at what airport they hatuadly arrived.

DSS reiterated its request that the IASMN endolse riew air travel policy,
which would replace FlightSafe, and endorse thecepnof ARMAP and UN
CAAF, in conjunction with ICAO. Moreover, DSS rezpied that the IASMN
take note of the partnership between ICAO and OB&,ntegration of ICAO’s
aviation technical expertise and DSS’ security nmaknagement expertise, in
addition to the contributions of ICAO. While membeappeared ready to make
such endorsements, one member suggested the adafi@oproviso regarding the
extent to which it would be possible to refund ICaA@d how such a refund would
sit with current obligations. The suggestion wappsuted by several IASMN
members. DSS responded by stating that the neiwypwoill be implemented
within existing resources and without increasing bludget.
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53.

4.

55.

56.

The IASMN expressed its appreciation and support tdSS’ FSS, including
ARMO, as well as to ICAO for all the work undertaken so far.

The IASMN endorsed the UNSMS policy on United Natios Personnel Air
Travel, including Terms of Reference for Air Travel Focal Points (ATFP),
the Air Operational Guidelines cover letter and theAir Travel Operational
Guidelines Template, subject to the amendments sugsted and to further
legal review for consistency before submission tolHLM for its endorsement.

The IASMN took note of the partnership between ICAOand DSS to be
formalized in a new MOU, which provides for a provsion by DSS and ICAO
of a methodology to replace Flightsafe.

The IASMN endorsed the concept of ARMAP and UNCAAF. The IASMN
made special note that ICAO’s methodology and the RMAP and UNCAAF
concept should be responsive and client oriented imeeting the needs of the
organizations within reasonable time limits and wihin existing budgetary
resources. The IASMN also added that they did notvant to lose any
functionality (in response time and services) thais currently provided by the
ARMO.

174

57.

E. Saving Lives Together (CRP 4)

DSS’ Policy, Planning, and Coordination Unit (PCQlpdated the IASMN with
regard to the draft UNSMS policy on Saving Liveg&ther. Over the past years,
there has been a critical requirement for humaaitaorganizations operating in
complex threat environments to establish a morasoénd integrated approach to
address common security concerns. Since 2001|ABE has examined best
practices for security collaboration between the ENd international non-
governmental organizations, which are UN implementpartners. Those best
practices have formed the basis for Saving Livegetlwer, a framework that
outlines the areas of collaboration on securityessbetween the UN and its non-
governmental organization implementing partners.

58. Although the Saving Lives Together framework waediin General Assembly

resolutions and endorsed by the IASMN, HLCM, andBCthe framework has yet
to be articulated as a UNSMS policy on collaboratitween the UN and its
implementing partners. However, the IASMN has madegress on the
development of this policy, as well as on the openal aspects in carrying out
the Saving Lives Together framework. The IASMN waxzommended to
approve the draft UNSMS policy on Saving Lives Tihge that was endorsed by
the IASMN Steering Group at its session in May 2@H@l to take note of the
update on the operational aspect of the SavingsLagether framework.

59.Noting that the policy highlights the IASMN’s comtmient to the SLT

framework, the policy was endorsed by the IASMNthvdome amendments, and
at the same time, it was noted that operationatiedimes would need to be
developed to provide clear guidance to the fieldtlo& implementation of the

policy.
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60.The IASMN endorsed the draft UNSMS policy on Savind.ives Together for
inclusion in the Security Policy Manual, with someamendments, noting that
an additional footnote specifying SLT operational gidelines will be added to
paragraph 7 of the policy once the guidelines arerfalized.

61.The IASMN took note of the update on the implementdon of the Saving
Lives Together Framework.

F. Minimum Operating Residential Security Standards (MORSS)
Technical Working Group (TWG) (CRP 10)

62.DSS’ Policy, Planning, and Coordination Unit (PCQupdated the IASMN with
regard to the progress of the Minimum Operatingidagial Security Standards
(MORSS) Technical Working Group. In order to enseféicient and cost-
effective MORSS arrangements, DSS, in collaboratidth OHRM, UNDP,
UNHCR, UNICEF, and WFP agreed to undertake a revoéwurrent MORSS
arrangements and policy, including relevant segumtainagement policies and
procedures related to MORSS.

63.1n this regard, DSS established a small Technicaltkig Group on MORSS,
under the chairmanship of the USG to consider th#i+fiaceted issues related to
the implementation of MORSS. The Technical Work@®pup aims to address
the following key issues: 1) MORSS principle, pwsep and criteria; 2) high
MORSS expenditures in certain countries; 3) thednie streamline MORSS
coverage for international staff and improve owgrsiand accountability for
MORSS implementation; and 4) MORSS implicationsrfational staff.

64.The outcome of the TWG’s deliberations and reconaagans will be considered
by senior officials of the UN and may later contitiy, through the established
inter-agency mechanisms, including the IASMN ane& tHuman Resources
Network, to the revision of relevant policies. TIA&SMN was requested to take
note of this update on the work of the Technicakkifg Group on MORSS.

65.The discussion began with the recollection that Al done a lot of work on
the issue of residential security and that a piekmy working group consisting of
ADB, UNICEF, UNFPA, DSS, ITU, UNEP/UNON, and CCISURad been
established during the $&ession of the IASMN in Rome to examine MORSS
measures. It was clarified that this initial, imfal working group had been
superseded by the TWG.

66.0ne member suggested that MORSS measures shoalabbshed. The member
stated that the concept behind MORSS was sound,thait the subsequent
“procurement” approach had failed and that MORS&sures were now viewed
as ‘entitlements’ not necessarily aimed at the gotidn of life. The member
noted that MORSS measures have been implement@detinam at times when
staff members were on leave. MORSS measures liswdeaen implemented in
Cambodia in areas where criminal activity was lond aMORSS was not
supported by an SRA. Some had even requested MORZSures, including
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armed guards, because they feared mobs would ¢hrélaém given the fact that
the UN did not take part in a country’s electiongess. Meanwhile, there have
been reports of break-ins simply caused by a faitarlock one’s doors; in such
incidents, MORSS measures would not have serveddeterrent. The member
cited one example where $435,000 was spent ontlgligiore than one hundred

staff members, amounting to $4,000 on MORSS measpee staff member.

Moreover, the member added that the DSS desk offesponsible for approving

MORSS measures is often stuck between a “rock ahdrd place” to support

staff in the field and to defer to the DO/SMT witegard to assessing their
respective security situations. Meanwhile stafimbers in the field are often not
properly trained as to why MORSS measures exigte member stressed that
MORSS should focus on education (i.e. how one tay safe inside his or her
residence) and not on procurement. Attacks ordeeses can and do still take
place even with bars, guards, and alarms in pldoeresponse, another member
supported that perhaps the Technical Working Grshpuld consider more

“radical” approaches to MORSS, including the abotient of the current

MORSS scheme.

67.Another member asked whether a timeline has beefosehen the Technical
Working Group will conclude its work. DSS respondby stating that the
Technical Working Group aims to have its work coetedl by the next IASMN
session.

68.The IASMN took note of the update on the work of tle Technical Working
Group on MORSS and requested that it be kept apprisd of developments
The IASMN further encourages the TWG to think beyord the box in its
deliberations in considering alternatives to MORSS.

Budgetary Issues
G. Update: Budgetary Issues (CRP 2 (a))

69.DSS provided the IASMN with an update on budgetastters. DSS noted that
the proposed programme budget for 2014-2015 has fresented to the General
Assembly andhas recently been reviewed by its Advisory Comnaitter
Administrative and Budgetai@Questions (ACABQ). As presented to the Steering
Group at its meeting in New York in M&013, the proposals are at maintenance
level with zero real growth in staff and non-stefists. Also as presented to the
Steering Group in May, in spite of maintaining zesal growth in stafind non-
staff costs for 2014-2015, the total JFA costsexgected to increase to $235.9
million when factoring in the realistic vacancy rate of%.mand 7.2% for
international and local fieldstaff, respectively, the estimated inflation and
exchange rate fluctuations for 2014-2015, eadsions to staff compensatiom
order to absorb the impact of these increaseseirfabe of the AFPOs making it
clear that a global expenditure ceiling of US$21@&iBion for thebiennium 2014-
2015 cannot be exceeded, DSS highlighted severakumes put in placélhe
IASMN was requested to review and take note of D§fsfate.

70.0ne member began the discussion by noting that, thee past few years, the
IASMN has come a long way in terms of its attengpbteak down costs. In this
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regard, the member referred to MORSS spending ‘@asdaherring” and added
that the focus should be on support costs. Thebrestated that there are some
items that have been agreed upon in this regatdydue yet to be delivered. The
member also expressed disappointment that a 14%negcate is initially set for
staff members in the field, noting that it creagé#sunequal playing field at the
outset. The member argued that the paper on Buggelatters failed to address
whether the Comptroller will continue with this rhetl of budgeting over the
coming years. In this regard, DSS clarified thag @omptroller is currently
seeking to maintain only a 7% vacancy rate forf st&dmbers in the field, with
any additional posts to be funded by AFPOs.

71.With respect to the reporting of locally cost-shiateudgets, another member
noted improvements in the UNSMIN portal and itsligbto deliver timely data.
However, the member regretted that, even afteripeiltASMN discussions on
this subject, challenges remain. More specificaliy. member pointed out that
the latest data noted a discrepancy of more th@nnfillion in various financial
accounts (e.qg. Iraq, Israel, and Liberia). The mme&mmoted that DSS desk officers
had visited these places and examined the delilesrand questioned why, after
four years, the IASMN'’s instructions have not béelfowed. There is a need to
strengthen accountability and to tailor DSS’ sessito outcomes. The member
noted that he had shared the missing links witHASMN, which he hoped could
be shared on UNSMIN. The member concluded by hggtihg the fact that a
$34 million shortfall exists in 2013. DSS respothdy stating that the last time a
desk officer brought up the issue, the figures wgrvdated on UNSMIN. DSS
added that many countries do not have cost-sharégelts and, in any case, only
that which is above the threshold of $150,000, éguired to trigger an
examination. It was stressed that DSS does noe lithe capacity to force
everyone to present their local cost-shared budgelsSS’ Executive Office and
that the $150,000 threshold for examination is @aable. Another member
responded that Iraq, Israel, Jordan, and Palektiwe yet to submit their 2012-
2013 budget cots, thus making it difficult to fullgsess current gaps.

72.Another member raised the issue of extra-budgdtargling, specifically asking
what countries are the primary recipients of sustding. DSS identified Algeria,
Ethiopia, Kenya, Mali, Somalia, Sudan (Darfur), 8adKhartoum) via USAID
Saving Lives Together), Syria, and Yemen as thdpimus, with Somalia
receiving the “lion’s share”. That member highlighted the fact that Kenya and
Somalia have international staff on cost-sharedybtgj which should not happen
given the fact that extra-budgetary funding haschied approximately $11
million. It was noted that organizations are ofteo quick to write off extra
budgetary funding as an unreliable source of fupdbut stressed that it can be
reliable and can even be relied upon over multyglars. Many entities are keen
to fund security, not simply shelter and educatand IASMN members have not
fully exhausted this option. Finally, the membeted that it is willing to help in
this regard and continues to offer donor relatitnasning, Central Emergency
Revolving Fund (CERF) and Consolidated Appeal (CA®B)ning, and related
briefings. IASMN members were urged to collaborateorder to elect persons
with the right skills to secure additional, extradigetary funding.
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73.Another member stated that, in indicating cost regsji DSS seemed to be
emphasizing limited travel, high vacancies, and eliable extra-budgetary
funding. In the member’s opinion, such emphasigo@ed in an “old business
model,” whereby more funding was sought amid cdestsexpansion. However,
the member stated that the IASMN has been arguirg the past few years,
through a strategic review, that such a model shobbnge. More specifically,
the member noted that if one reviews the JFA clos®tions to implement cost-
saving measures appear to exist with regard to th@wbudget is spentDSS
responded by reminding IASMN members that thetlest DSS had a substantial
increase in staff was in 2010-2011. Since thaetiBSS has not put in a request
for a new position, with the exception of one positin the Aviation Risk
Management Office (ARMO). No new security advisarsiions have been
requested and no non-post requests (e.g. travalpregnt) have been made.
However, DSS noted that it cannot control certdements within the budget,
particularly inflation and currency exchange rawebkjch contribute to a steady
increase in the budget year after year.

74. Another member expressed frustration with the ithea little can be done to curb
additional increases in the budget year after ydde member urged the IASMN
to reshape the way it conducts business and sti¢lsseneed to understand both
operational and strategic positions. More spedificahe member urged that a
strategic review be used to make budget cuts. Asmothember proposed that,
without prejudice to a strategic review, a simplyvio cut costs is to reduce the
number of international staff and increase the remd$ national staff positions,
including for some DSS security officers.

75.Another member emphasized that it was impossibldidouss budgetary issues
without discussing the JFA paper (CRP 2 (b)), whgtée strategy for the budget
is laid out. The member expressed frustration whth initial argument that it is
sufficient to merely stabilize the budget, onlysttbsequently be told that budgets
cuts are needed. It is quite difficult to deterenimhat post should or should not
remain by simply examining a basic spread shedinmg existing posts and no
organization wants to be micromanaged. The memb®n texpressed
disappointment over the progress made up to thig.pdhe member recalled that
a discussion was first held and many ideas werbamged and recorded during
the meeting of the JFA working group, but that siddlas did not constitute a
strategy. Subsequently, DSS moved the IASMN forwénbugh the JFA
document (CRP 2 (b)), which helped outline standietiverables. However, the
member stated that he would like to see DSS idertifsting priorities and key
deliverables. The member added that DSS cannlectioely keep using Somalia
and Syria, among other conflicts, as an excuse ftomg so; DSS needed to start
factoring in the unexpected.

76.Two members then sought to clarify specific pocasicerning the budget. One
member asked how a $6 million shortfall can exisemwmore than $11 million in
extra-budgetary funds also exists. DSS respondestdiing that the $11 million
in extra-budgetary funds is earmarked for spedifieding to avoid using DSS’
general funds; therefore, a shortage would stiehexisted, as DSS is not free to
allocate such funds as it sees fit. Such fundg @ike away the need for a surge
or supplement in funding. Another member asked hdretextra-budgetary
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funding is ever allocated for non-staff costs toicRhDSS responded that such
funding can and often is diverted to cover nonfstasts.

77.0ne member expressed concern that a previous ftetguesp at $219 million had
not been followed and that now a substantially igrebudget of more than $235
million is headed to the GA. The member stated thiastwas unacceptable as no
one wishes to revert back to micromanaging theesiistem or face heavy staff
cuts. The member recalled when regional secufiigess, rather than country
officers, existed under UNSECOORD and added thabm® wishes to return to
such a time. In this regard, the member endorseg@riviously mentioned idea of
replacing some international staff with nationaffst Another member agreed
that no one wishes to return to the days of UNSERDOwhereby a regional
security officer was responsible for covering figesix countries, stating that it
would be a “complete disaster”. The member recalledecent incident in
Kazakhstan whereby the country’s security offieesponded in a timely manner
after the member’s office in Astana was threateanadi the son of a diplomat was
attacked, adding that such a timely response wdékédy not have occurred
absent a security officer at the country level.e Thair added that the reliance on
regional security officers was particularly probktin in Europe and Latin
America and that, today, DSS’ remains committedhdging security officers at
the country level, relying on UNDP to administee tfelevant contracts given
their extensive presence across more than 112 reesintHowever, the plan is to
move towards a more integrated system, althoughl Eecurity assistants would
remain under UNDP.

78.0ne member sought to clarify the dilemma that mganization and perhaps
others were encountering. The member acknowledget the value of the
budget is approximately $235 million (“fully re-ded and adjusted”) according
to the Comptroller, with “politics having come infday” by the end of the
biennium.  With that said, the member stressed &@POs do not have a
“political budgeting system” and it was previouglgreed that the budget would
be capped at $218 million. The Finance and Budgstirk (FBN) can and, in
fact, decided to push through with a cap of $21fionifor 2014-2015, and DSS
reviewed how it can operate in that environmentth& same time, DSS has to
“elastically” work with the Comptroller’s figure @235 million.

79.Another member understood that the $218 million wes for all costs. The
member recalled that a similar dilemma arose 022111 and it was very clear
there were no options available at that time. Todggin, while IASMN members
are being “guaranteed” a cap (i.e. $218 milliomnaern was expressed that six
months later, DSS will state that expenditures eded the cap (i.e. $235
million). DSS responded by stating that it fullgkaowledges the $218 million
cap and that the structure of the budget is predewith adherence to the cap.
However, DSS also explained that it is subsequemityin a position to navigate
the ceiling target. If the IASMN wishes to accodmt the Comptroller’s figure,
then DSS will have to re-adjust its figures accogty.

80. Another member stated that, leaving the cap asidejssue is that the strategic

review is still missing from the equation and thithe cap serves simply as a
control measure; the strategic review may indibatihner changes are required.
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81. Another member took issue with the practice of gghre budget of a given year
as a baseline for future budgets as costs naturalfgase over time. Frustration
was expressed that the budget had been re-costadrinthan $235 million and
he questioned the purpose of the strategic revieengthe fact that the $218
million cap agreed upon in the strategic review wasmaintained.

82. Another member suggested that, procedurally, tf@MN should try to correct
why the budget is presented to the Finance and &udgtwork and the IASMN
at different times. It was suggested that the tgrof these processes, including
the necessity for the IASMN to have sufficient tinmeexamine the deliverables
sought, be changed in order that a single auth@rizas not sought at two
different times. It was added that perhaps thectahce of the IASMN to endorse
the budget was not foreseen by DSS. He reiteratedrequest to see the
deliverables for 2014-2015, even if the budget ocanpe altered. Another
member echoed the same sentiment, stating that whele process is
“backwards”, i.e. a figure is given to IASMN membeand then the IASMN
needs to decide what they are going to do with figate and how it will fit into
their operations. He noted that the role of th&NM is to strategically review
operations, including their costs, against anydeeable financial and operational
changes. If the role of the IASMN is to remain #ane, then a strategic review
is needed for the 2016/2017 biennium by the endhef next budget cycle;
otherwise, IASMN members will have no choice butémtinue determining what
they can do with the funds allocated to them a®seg to determining how much
funding should be allocated to them in the firgtigel. With that said, the member
acknowledged that the $235 million figure was prtf by Member States, who
seemingly recognize that IASMN members require miueding than $218
million. Looking ahead, DSS stated that an initiatiget proposal for 2016-2017
will likely be put forward in September 2014. Téfare, a strategic review would
need to be carried out before September 2014 ierom give the IASMN
sufficient time to determine whether it will enderghe 2016/2017 budget
proposal.

83.Finally, one member stated that although the corscesised by FAO during the
18" session of the IASMN were addressed in the updaaper provided for this
session, he would like to see the FAQO’s concermmpgnly considered by the
Steering Group at its next session, with a viewrdporting on actions taken
against the recommendations at the next)(86ssion of the IASMN.

84.The IASMN took note of the update on JFA and locail cost shared budget
issues that was provided by DSS. The IASMN reitetad that greater use of
national staff and the review of the current distrbution of field staff should
also be taken into account when examining ways toptimize the existing
jointly-financed resources of DSS and that furtherefforts should be made in
mobilizing extra-budgetary resources.

85.The IASMN recalled that it had never had the opportinity to endorse the
2014-2015 programme of work related to the JFA fothe 2014-15 biennium
and expressed its dissatisfaction with the timing ral coordination of the
consultative processes between the various interigcy networks (Finance
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and Budget Network (FBN) and IASMN), as well as whin the UN
secretariat. Furthermore, the IASMN, while reaffirming the cap of US
dollars 218.6 million for the 2014-2015 biennium, lao reaffirmed that this
cap had been established without a thorough examitian of DSS
deliverables. As such, the IASMN agreed to examirghis cap for the 2016-
2017 biennium strictly contingent on a strategic reiew of the activities of
DSS to identify the needs, priorities and options of 2016-2017, to be
completed no later than 31 December 2013.

86.Further, the IASMN reiterated that all locally cost shared budgets be
uploaded on UNSMIN in a timely manner and adhere tahe already agreed
upon timelines for submission, in accordance withhe guidance that had
already been issued by DSS in this regard.

H. Budgetary Matters: Jointly Financed Account (JFA) CRP 2 (b))

87.DSS’ Acting Head of Department, USG Kevin Kennejyned the IASMN via
video teleconference for the discussion on thetljoFinanced Activities (JFA)
budget. Many of DSS’ security programmes and operatin the field and
headquarters are budgeted on a cost-shared basiBiBWS organizations under
the JFA. The JFA Budget is structured to reflee three components of DSS
programmes and operations, including the DivisibrRegional Operations, the
Field Support Service and Field Security Operations

88.The USG began the discussion by expressing appmeciar the efforts put forth
by the JFA Working Group and hoped that its contitns were noted in the
paper presented to the IASMN, also noting thathstailaboration only serve to
strengthen security management.

89.The USG noted that the UN continues to face adhiveats around the globe. Of
course, the UN has sadly already dealt with suchats in the recent past,
whether in Abuja, Algiers, or Baghdad. This trewmdl be with us for the
foreseeable future and the UN must adjust its pteghand strategy amid an ever-
increasing demand for security and the adoptioa nfore sophisticated security
approach. It was noted that today, having a sgcanalyst is an expectation,
whereas it was once viewed as a luxury. Stressssdlors have become part and
parcel of the critical response and security inftagure. The addition of such
sophisticated and comprehensive services has cthdmoye the UN operates from
a security perspective.

90.With regard to day-to-day operations, the USG imfed the IASMN of the
approval of an armoured bus for the purpose oteting those at Camp Ashraf to
Camp Liberty in Baghdad. Their movement was prilyarsecurity issue and the
local government had reached out to the UN forstesce in this regard. With
regard to Syria, the USG noted that a whole newdaf discussions had recently
been held as to how best to address the on-goiegichl weapons threat while
attempting to continue with the UN’s political andmanitarian efforts. The USG
stated that one must wait to see what the Sec@atyncil will decide on the issue
and stressed that DSS hopes to be involved in shagy discussion, as it will
undoubtedly involve demands on security.
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91.More broadly, the USG noted that there has beeegaed of recognition among
UN system organizations that there exists an urgiital imperative to deliver
assistance, whether political, human rights, or #&mitarian, even when the
security risk is high. The USG recalled when thH telocated its staff to
Islamabad for six months after cruise missiles weesl on Khost, Afghanistan,
stating that it would be hard to envision a simi@action by the UN today, i.e.
that the UN would decide to relocate its entirdfsiat of a given country.

92.The USG addressed the issue of national staff plaaing that historically, there
has been patronizing talk directed towards natistadf. Although some measures
have been provided to national staff in an effortréverse the view that they
operate as a so called ‘B team’, much more needsetdone on their behalf,
including in the context of security. He notedtthaenty staff members have
been killed in recent violence around the globeetden of whom were national
staff.

93.Addressing current budgetary arrangements, the U&8@d that there exists a
very convoluted financial arrangement, split betavdee JFA and the UN regular
budget. This arrangement creates different dymafoichow people are deployed
and how security works. The USG noted that theitdBlf does not understand
how much is spent on security annually. When onesiders MORSS, locally
cost-shared budgets, and the budgets of AFPOdpthkcost likely approaches
the $500 million mark and may be even higher. @&igech costs, it is important
for the GA to understand more about UNSMS actisjtigith the USG noting that
he hoped to make progress on this front over thargp year.

94.The USG also noted that UN security across theeglstramatically better than
what it was ten years ago, especially given thetfat the UN continues to work
in a number of dangerous countries. The SRM systespraised, noting that it
continues to be improved upon in light of lessogered in the field; the SRM
tool should continue to be enhanced in order toarialas flexible as possible.
Additional training for security professionals astdff at large is required from the
ground-up. Regarding DSS’ CISMU, the USG noteduhi’s proven ability to
leverage its network, with dozens of stress colmsekcattered throughout the
UN system. The USG also praised the work of thetatge Incident Management
(HIM) system, including the HIM courses, and notisdcontributions to what has
become the longest-running hostage case. The Uenised the Framework
of Accountability, which requires further refinenteiRecalling a meeting with
officials of one member state to study best prastia security in the wake of the
Benghazi attack, IASMN members were informed that ¢fficials were highly
impressed by the UN’s approach to security, inclgdhe SRM system, the extent
to which senior security officials are involvedthre decision-making process and
particularly with the Framework of AccountabilityAs a result, the officials may
be likely to adopt similar measures. The USG alsaispd and cited the
importance of DSS’ Policy Unit in capturing the rarlation of vital security
policies in a clear and coherent manner, partigulgiven the large number of
players within the IASMN and the complexity of tissues at hand. In this
regard, the USG stressed the importance of formmglaaind promulgating a
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common approach. He also noted the significanceoaimunication, including
the communication of sophisticated data in a tinaelgl secure manner.

95.With regard to formulating an outlook for the fuguthe USG emphasized that
strengthening the security of national staff wi#quire fresh thinking and
innovative approaches, coupled with the need toapide approaches as to what
cannot be done. The USG noted that the MORSS TealhWorking Group was
currently discussing the issue of national staff #re need to do more with regard
to their security. The discussion has opened ther dor considering more
generous measures aimed at ensuring the secuntiohal staff. The USG also
highlighted the lack of an organized approach tgspal security in the UN
system, noting that even 12 years after the 11eB8dmr 2001 attacks, physical
security professionals remain scattered throughbat UN system in a non-
systemic way. The USG recalled how he recenthkspuith the UN secretariat’s
Chef de Cabinet and ESCWA about the physical sicofithe ESCWA building
in Beirut and how the office has had to go outslt® UN system and contact a
consulting firm on the matter. Also, questions asked as to why blast
engineering expertise is not sufficiently preseiihin the UN system. The USG
envisioned the creation of a physical security nekwsimilar to CISMU in this
regard.

96.The USG pointed to the need to further professinedDSS and the UNSMS. It
was emphasized that, while on a recent trip to Sianfaigh praise was expressed
for DSS’ work and professional skill sets. Howewrere is a need to improve
upon how DSS interacts with UN country teams areeist in order to quickly
gain acceptance on the ground, with a particuledrte respect the work of UN
country teams. There are also certain skill & need improvement, including
how to write appeals in the CAP and participateCEERF. Overall, a more
professionalized and integrated approach to sgcshibuld be adopted. As an
example, he noted that DPKO/DFS has at least 1&00risy officers and yet not
all are fully integrated within the system. Thegkould also be a focus on
standardizing the qualifications of security offe@nd local security assistants in
the field, to the extent possible.

97.With regard to the efficiency and effectivenes€D&S, the USG noted that the
TORs of security advisors are out of date and riedae updated to reflect the
current skill sets required as well as the curexpectations of DSS officers.
There is also concern about field business prosesgth DSS officers required to
submit thirty-one separate reports. He informedmimers that DSS’ Acting
Executive Officer will be heading to the field taa@nine business practices at
DSS offices. The USG also noted his concern abarger development within
the security sector, having recently discussedsbige with the ASG for Human
Resources Management at the UN Secretariat. Theegls to be greater
communication with those in the field about possibareer paths. Moreover,
gaps in contractual arrangements, including trasdbetween DSS and AFPOs,
need to be addressed. The USG concluded his lyrisfating that DSS continues
to be hobbled by the archaic employment systemetkiats within the Secretariat,
with little flexibility available for those on Sestariat contracts and that such a
system is in need of reform.
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98.The discussion began with one member thanking tis Uor outlining a

strategic, operational plan going forward, inclgdavision for the coming years
and key priorities, which the member stated waseseinat missing in the JFA
paper that was presented to the IASMN. The membtedithe USG’s comments
regarding the need to do more for national stafpting a systemized approach
to physical security, increasing professionalizatiamong security officers,
boosting training, and improving communication witkhe broader system. With
that said, the member brought up the issue of R8MN members have been
asked to approve the 2014/2015 budget, yet houcdiffit is to do so with just a
detailed spread sheet. The member urged the IASdMNonduct proper due
diligence in this regard so that a sound decisamlze made. Updating the TORs
of security advisors would be a good place to starthat organizations can show
their respective principals how their money is lgegpent. The member noted
that, even in this constrained budgetary envirortmerhile he is currently
winning the battle for more funding, the strategision outlined by the USG
should be concretely placed in a proposal, in amtjon with smart objectives
and a commitment to hold DSS accountable in twasyeaven while taking into
account spending in places such as Syria and San¥dlie USG responded by
stating that while some information was includedhia JFA paper, more probably
could have been added. Moving forward, however,cbefirmed that such
activities would be financed through core funds and through JFA funds. The
USG noted his desire for the establishment of glsisource of funding as called
for in the 2008 Brahimi report recommendations.

99.DPKO/DFS expressed its agreement with the USG ithaeeds to bring its

approximately 2,500 security personnel closer t&Dfoting that its personnel
are already included in the selection process. DB@S urged that staff at the
Field Service (FS) level also be accommodated faréy even if it may not be
possible at the moment because AFPOs do not maietaiivalent staff grades for
this category of staff. Moreover, DPKO/DFS stresde need to make better use
of national professional officers, rather than gahseervice staff, who are almost
never used in a security context. The need foitiaddl training was also
stressed and in this regard, it was pointed outah®PKO missions had already
been requested to put forth a comprehensive sgreatisdentifying to what
extent staff are not properly trained to performaitiduties. DPKO/DFS noted
that its personnel are not trained in an equitéméion when compared to their
DSS colleagues and that there is a need to pro@emurity Certification
Programme (SCP), Security Analysis Process andi®eg&SAPP), Local Security
Assistant (LSA), and HIM (Hostage Incident Managatj#rained personnel in
the next two to three years. There is also a neegbtk closely with DSS’ FSS to
help close this gap as quickly as possible. Findli?KO/DFS informed the
IASMN that it had worked with the UN secretaria@81RM to create two new
sub-families, with career paths for analysts anclpational safety officers. The
USG praised the collaboration that had been demairstwith respect to training
and added that a recent agreement with OHRM gav@ d¥&ater flexibility with
regard to educational requirements for securitycefs. In particular, work
experience would be considered in lieu of an adednmiversity degree, which
will open the door to a substantial number of ségwfficers. The USG agreed
that national professional officers are not uttizenough with regard to security
and that the pay grade for such officers needhémge. The USG recalled an
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incident in Afghanistan, where one local securiggistant funded by the local
cost-shared budget remained at the same pay goaddelven years, which was
patently unfair and demoralizing. Such incidentsusth never occur and a far
more robust budget is required to ensure thatnii®nger happens.

100. Another member commented on the need to improve“sb& skills” of
security officers. Moreover, the member soughtléwify an issue related to field
security operations. The member pointed to papdg&8 of the paper, whereby
CSAs and SAs are identified as the strategy advimr country operations, yet
without an operational arm. In other words, CSAd 8As appear responsible for
giving advice on how to do things (e.g. running \aays, PSD teams, campsite
visits), but not what to do. The member questioihétis was the role envisioned
for CSAs and SAs and, if so, whether AFPOs willdné take a more active role
in “operationalizing” the security of their own apéons.

101. The USG agreed that CSAs and SAs are often toodabdgwn in providing
strategic advice relative to running actual seguoperations, thereby leaving
DSS far too back in headquarters and not far akeadgh in the field. For this
reason, it is imperative that DSS review the TORslbsecurity officers. The
USG added that, as an example, he expects thaidifwvdhen a convoy leaves
Damascus, it may be a WFP convoy and it may be griiynescorted by WFP
security officers, but a DSS SA should be expetddchow how to operationalize
such an event. The USG added that coverage fronD&FRN be very spotty and
that a team effort is envisioned.

102. Another member stated that other areas may alsoamtacloser scrutiny,
including self-imposed restrictions by DSS. Forample, with regard to
compliance, it may not be necessary to invest séweeeks to determine what
kind of compliance is required when compliancelisay in place, particularly
when SAs are already on the ground. Even thougB’ @®mpliance Unit is
funded from the regular budget, it was suggested ferhaps funds can be
diverted elsewhere in such an instance. Separdtedymember stated that it is
disappointing when IASMN recommendations are natrafionalized, whether
via DRO or the EO. As an example, the member hihidid existing
discrepancies in the figures available on UNSMINinally, the member urged
DSS and AFPOs to complement each other in the &alil expressed hope that
DSS desk officers would share their experienceb e IASMN in this regard.
The USG responded by stating that, in generaleti®eroom for improvement
with regard to DSS operations and noted that thex@iance Unit must keep up
with measures being implemented or withdrawn aadl itiore discussion needs to
be held with regard to the operationalization aestlpractices in particular, with
support from the IASMN. Regarding the e JFA verthes regular budget, the
USG stated that it is important to remember thaKDPDFS also sometimes
supplements funds as well (e.g. $5 million in Syri@hereby such supplements
need to be taken into consideration.

103. Another member cautioned that while advocating @weater mobility,
training, and inter-operability, one should be @araot to create processes where
SAs are doing largely administrative work, ratheart their primary function in
the field. With that said, there should be a pigstraining and inter-operability
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in particular, whether for national professionaficgrs or professional level
officers. Concern was expressed regarding HR atiguls that impede one’s
movement from headquarters to the field because gfacareer development
comes from gaining substantive exposure in thel fiebt merely being sent to a
single location for two weeks. The USG reiterathdt DSS is hobbled by
Secretariat rules when compared to organizatioos as UNHCR, UNICEF, and
WFP and called for greater rotation between heatepsaand the field among
staff.

104. Another member questioned why there are so manyriggofficers in OECD
countries, with roughly the same number as in dgirg countries (e.g. Sri
Lanka), noting that some countries such as Syrialdvbenefit from additional
security officers. More broadly, the member askbdut DSS’ strategic review
with regard to posts in the field. It was clanfi¢hat, with regard to Latin
America, while such a statement may be true, ongt numember that Chile only
just became an OECD country and security supperetis not JFA-funded, but
rather funded by the UN'’s regular budget. The ott®untry with a notable
concentration of security officers is Mexico, bubshwould likely agree that such
a concentration is justified. In Europe, it wasrifled that there are no
professional security officers that are JFA-fundleény OECD countries. With
regard to Russia, it was noted that it is not al€OEountry and, in any case, the
number of professional security officers has beemwrdyraded significantly,
although a mission in the North Caucasus stilltexigherein a security advisor is
required. Finally, it was explained that Israes lmofessional security officers,
but it only became an OECD country in 2010.

105. Another member agreed with the USG’s earlier statenthat, overall, UN
security has been significantly strengthened dverpast decade, particularly with
regard to effectiveness and timeliness in respoiere importantly, the policies
needed to carry out one’s duties and responsdsliiow exist, even though
further adjustments may be necessary. With thdt #ae key point is that there
must be an improvement with regard to operatioatibn. Effective emergency
response has a disproportionate effect on liveaeied and also on the UN'’s
reputation; the UN must respond more quickly arféatifvely to emergencies.
The USG noted that Libya is one place where he evagree with such a
statement and expressed his frustration with cakese one officer who has been
repeatedly cited for bad behaviour in one courdrgimply transferred to another
country as a reprimand, stressing that such casss e addressed. Nonetheless,
the USG expressed confidence that the UN was orighepath in this regard.

106. One of the staff federations recalled the USG'’diezapoint concerning the
need for stronger career development for secufityess and noted that the ICSC
was looking at the total compensation package tsuren that adequate
compensation was being provided in a timely manmbile adding that the
HLCM and the HR Network may also examine similauiss. In this regard, one
of the staff federations asked the USG if he fdier¢ was sufficient
communication with those bodies and whether any@spcould be improved.
The USG responded by stating that he was alwaydyréa meet with staff
federations and discuss any pressing issue, evendfjreement can be reached. It
was difficult to comment on the extent to whichgldodies coordinate on certain
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issues and in this regard, the USG noted at sughestion was probably best
addressed to those organizations directly. In emse, he added that he was
pleased to see flexibility on certain issues, paldrly the educational
requirements for security officers.

107. Another member suggested that perhaps a senianaatofficer should be
invited to IASMN meetings whenever the IASMN dissess national staff issues
(e.g. relocation of national staff within a countmovement of national staff
outside a country). The member also suggested peabhaps one or two
Designated Officials (e.g. one from a large countnye from a small country)
should also be invited to IASMN meetings wheneVver FASMN discusses how
to do “more with less,” including the possibility thationalizing” international
staff (i.e. leaving only one international secuuf§icer post in the country). The
USG responded that it is worth looking into thegibisity of hiring more national
staff and even replacing international staff witational staff, though it was
acknowledged that some designated officials rekating national security
officers. The USG also provided clarification onearlier point, i.e. that roughly
80-85% of JFA monies are used to support stafthin field, but that physical
security requires both JFA monies, as well as fugpdrom the UN'’s regular
budget.

108. Finally, one member asked about the format of ti#gbt as found on page 25
in the annex of the report presented to the IASMINe member noted that the
budget was now broken down country-by-country, el as the number of posts,
and the amount of funding proportionally given tcle country. The member
noted that in the last IASMN meeting in Februaryi20such a breakdown had
been provided in a table that also showed a bremkdaf locally cost-shared
budgets and the number of locally-funded posts.wals proposed therefore that
the table used at the IASMN meeting in February320d used as the standard for
the IASMN going forward as it provides a full pictuof the budgetary issues at
hand. The USG agreed with the member in this degar

109. The IASMN took note of the report on the Jointly Fnanced Account
(JFA) and agreed that DSS moves forward with operabnalizing its strategic
vision, improving efficiency on the ground and sedkg ways by which its
Headquarters could add more value to better servehe field, including the
key priorities set out by the Acting Head of DSS,.&. devising innovative
approaches to enhance the safety and security of tienal staff, putting in
place a systemized approach to improving physical esurity, further
professionalizing security officers and more effeotely addressing surge
requirements.

I.  Security Training and Development (CRP 9)

110. DSS’ Training and Development Section (TDS) presérthe IASMN with
feedback on the issues cited by the IASMN Secdnisgning Working Group that
were brought to the attention of the IASMN at astlmeeting in February 2013,
providing an update on training activities conddcby TDS from July 2012 to
July 2013. The IASMN was requested to take nottneffeedback provided. The
IASMN was also requested to take note of the oesvwf support the UNSMS

27



receives from DSS’ Security and Safety ServicesS{S8 Headquarter locations
and to consider the use of JFA travel funds to fymdfessional staff from
DSS/SSS to attend SCP/Intermediate Training Proges(ITP)/CSA /HIM, and
other security training courses, as well as to Empent Close Protection Officers
Course (CPOC) expenses. Lastly, the IASMN wasesiga to take note of the
Emergency Trauma Bag First Responder Course discupaper that had been
prepared to facilitate discussions between the Wdibal Services and DSS.

111. One member began the discussion by emphasizing ttgatEmergency
Trauma Bag First Responder Course is importantinstandardization is vital
for procurement purposes and for rolling it outdcal security assistants (LSAS).
The member also noted that interest in the secafftger training course exists,
but that his organization did not have the capaitgommit people to it at the
moment given their primary job responsibilitiesciountries such as Afghanistan
and Syria. The member also suggested that songethimetween the Emergency
Trauma Bag First Responder Course and the FirstChidrse is needed because
staff members are not kept up-to-date on the rategaues and yet are still liable
for this training. Finally, the member questionthé extent to which training
courses can be offered online rather than facede-f

112. Another member welcomed the TDS training initiasivand stated that while
his organization was sad to note the departureeofdrmer head of training, it is
looking forward to working with the new Chief. Witlegard to the ‘Train the
Trainer’ course, the member stated that his orgaioiz had a staff member who
was well suited for the course, but that his orgainon had received late notice of
the course’s offering. The member noted that himmization also received late
notice for SMT training. In this regard, the memkerdly requested that the new
Chief works towards providing a clear scheduleraining in advance. Finally,
with regard to the SSAFE programme, the memberdntitat his organization’s
director and executive for the region asked whydterse was required for Iraq,
but not for countries such as Afghanistan or Sytavas later understood that the
training was put in place in the aftermath of theteil Canal bombing and thus
was a “legacy training;” the training has been sgpently “watered down” from
five days to two days to two hours. Nonethelgss,mhember questioned whether
persons travelling to a high-risk duty station dHdoe required to undergo five
days of training. The member also questioned wheathstaff member who has
completed SSAFE training in one location must réfiea programme if deployed
elsewhere.

113. Another member asked what effect a change in thesT@ CSAs would have
on competency-based training. The member also wggodne able to undergo the
next security officer training course to do so aadommended that DSS/TDS
send out the schedule as early as possible. iCaitfn was sought regarding the
future of HIM training, both with respect to theopess and the training capacity
available. The concern over having a common ambréa SSAFE training was
echoed. Regarding the Emergency Trauma Bag Fiespéhder Course, the
member stated that two to three days of generaliniga may be more feasible
than five days. Regarding JFA funding, it was astedvhat extent funding is
spent on joint learning programmes. The membeecddthat staff members of
AFPOs must pay for their own courses while, ondtier hand, security officers
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take part in JFA functions. The member statedithatly be useful to quantify to
what extent JFA-funded positions have acted inreg# funds capacity. In short,
it may not be fair that AFPOs must fund their fumes in this regard.

114. Another member recommended that, with regard taioiolg translations for
training courses, priority be given to Arabic, Feknand Spanish. The member
welcomed flexibility with regard to developing SMi&ining for security advisors
and echoed the previous concerns over HIM trairgagacity in light of the
departure of the former Chief of training. Moreqvéte member supported the
expansion of the Emergency Trauma Bag First Resgro@durse and welcomed
the input of the UN Medical Services in helpingatatine how best to save lives
while minimizing costs. The representative of MBWG responded by stating
that it has the technical and medical expertisehis regard and would be
interested in exploring both face-to-face and anlkbourse options, with a focus
on interpreting and learning from incident dataep&ately, another member
called for all UN staff members to undergo a basiarse in first aid (i.e. 1-2
days).

115. DSS sought to provide feedback to the questiorsedaby members to the
extent possible. TDS confirmed that discussionsehaegun to standardize the
Emergency Trauma Bag First Responder Course. D#&med IASMN
members that it offers very few online courses tuad, in general, online courses
serve as a precursor to face-to-face roll-outs. él@n, while face-to-face courses
are preferred, online courses continue to be censttas a way to cut down on
costs. With regard to SMT training, DSS stated thiattrying to move away from
offering such training as it is best provided & tountry level. DSS stated that,
in general, face-to-face training is conducted b$SD DRO, but recalled an
“egregious” case where SMT training was given ® 8MT in the Niger Delta,
although only four of nineteen SMT members attended only two hours of
instruction was provided. With regard to the stdization of SSAFE training,
DSS noted that Iraq now has a hybrid SAIT programaitbough DSS maintains
no visibility or oversight over the programme. résponse to a concern over the
future of competency-based training, DSS notedithaill likely remain, but will
continue to evolve. In noting departure of thenfer Chief of Training, DSS
confirmed that the concern was not over the HIMcpes, but rather HIM training
capacity. Finally, with regard to concern over Jiefading, DSS made it clear
that it was not requesting any additional fundinghis regard and would make
use of funds already allocated to it. In this regddSS’ TDS thanked IASMN
members for their flexibility in allowing DSS to eisuch funds as it believes it
best serves the UNSMS.

116. The IASMN took note of the feedback provided on thaessues cited by the
IASMN Security Training Working Group (STWG) as detailed in CRP 9.

117. The IASMN took note of the overview of support theUNSMS receives
from UNDSS’ Security and Safety Services at Headquer locations and
agreed that DSS could exercise flexibility in allcating any existing funds
already earmarked for training [travel] from the JFA to fund the cross
sectoral training of security staff within the UNSMS, as well as to supplemen
CPOC expenses.

—
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118. The IASMN further took note of the Emergency Trauma Bag First
Responder Course discussion paper that had been mared to facilitate
discussions between the UN Medical Services and DSS

J. Update: Compliance, Evaluation and Monitoring Activities (CRP 14)

119. The Compliance, Evaluation and Monitoring Unit (CBM provided an
overview of the activities it has undertaken anduanmary of the substantive
results from the evaluation of the Security Progreesince the last submission to
the IASMN. Throughout the reporting period (20002013), CEMU completed
50 compliance assignments, 43 of which were of em@@ance Evaluation nature
and evaluated the status of the Security Programnmie874 out of 2,496 UN
Organizations and MOU Partner locations. The SgcuUProgramme was
assessed overall as “Very Good” in 11 duty statiavsle 21 resulted in a rating
of “Good” and in 11 countries “Needs for Minor Inoqgements” were indicated.
Regarding the results of the MOSS Compliance Assest 14 duty stations
overall operate in compliance with the requiremesgtablished in their country
specific MOSS, while the vast majority present tations in complying with
those requirements. Of the 43 Duty Stations evetjall required minor
improvements overall, while in just one duty statiahe need for minor
improvements was identified in one or more comptseof the security
programme. The review of 379 findings recordedirdurthe Compliance
Evaluation Missions completed between 2010 and 2@di2ates that the Security
Management Structure accounts for the largest nurabehe findings (32%),
followed by Security Plans and Arrangements (278gcurity Training (23%)
and Security Procedures (18%). The Compliance Bvalu process resulted in
the issuance of 618 recommendations at the pohdyremn-policy levels, 523 of
which were reported as implemented while 95 (15%¢ @ither being
implemented or the implementation remains overdue.

120. One member began the discussion by asking whettyemacro-analysis had
been performed with regard to the data provided ther purpose of making
system-wide improvements. Moreover, the membeedidiow often AFPOs
participate in CEMU missions and how CEMU was peex in the field,
whether as inspectors, managers, or support sGEMU responded that, during
compliance evaluation missions, CEMU teams meeatesgmtatives and security
professionals from all AFPOs present in the duayiah, collectively as part of the
SMT and also individually at each agency locatioAs far as how CEMU is
perceived in the field, CEMU noted that any initiaisperception or expectations
are clarified during the opening meetings with 8MT.

121. Another member inquired whether CEMU provides anydgnce to its
counterparts in the field when an emergency andgesreby new measures must
be implemented. CEMU clarified that its teams ¢stnsf staff from compliance
and the desk officer for the country who conduet évaluation in an integrated
and balanced manner. While CEMU staff provides @lan how to improve the
compliance status, operational guidance rest igttesk Officer
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122. Two other members noted that the most pressingtignewith regard to

compliance is not whether checks are being camwigd but rather whether the
checklist makes sense in the first place. For @@nthe member questioned
whether MOSS compliance checks are carried out s@tfurity risk management
in mind. In response, CEMU noted that the evatumatools for the assessment of
MOSS reflect the mandatory and country specifian@gnents identified for the
duty station as supported by the SRA. On the dtlhed, evaluation surveys for
the Security Programme are updated every time a pelicy is issued.
Separately, one member noted that his organizatemmies out semi-annual,
internal reviews of MOSS and revealed that the arimreason for non-
compliance is simply the amount of time it takeseav office to comply (i.e. 12-
18 months). Once transition time is excluded fribra equation, only a small
group of laggards is left behind. The other mendueted that there is likely some
role for compliance on a routine basis, perhaph vagard to checking MOSS or
SRAs, while simultaneously stressing the need ttifyjnsecurity focal points
when compliance information is updated on UNSMIN.

123. Finally, another member brought up the issue ofdatory self-assessments,

which are to be done whenever SRAs are changedafileast once a year). The
member noted how his organization was only 12% di@amipin this regard and
that it did not have the resources to maintain sgcadvisors to address the
situation. The member stated that perhaps hisrtestuld be addressed by DSS
in general as a 12% compliance rate seems unabteptén response, CEMU
expressed its willingness to support DRO in addngsthe situation.

124. The IASMN took note of the information provided on the activities of

DSS’ Compliance, Evaluation and Monitoring Unit (CEMU) and requested
that a report on lessons learned be provided by 1 ahuary 2014.
Furthermore, the IASMN requests the operational impementation of the
Mandatory Self Assessments in line with previous ISMN decisions and
guidance already sent to the field.

K. ITU's Experience Concerning Cyber Threat/Attacks at an
International Conference (CRP 11)

125. Mr. Anders Norsker, Chief of ITU's Information Séres Department,

delivered a presentation to the IASMN regarding 'Bléxperience in battling

cyber threats and attacks. The presentation sttélseneed for better cooperation
and coordination between physical safety and sgcam the one hand and
information security groups on the other, basedement examples of direct and
indirect threats that the ITU experienced while aging an international Member
State event in Dubai, United Arab Emirates in 20IRis event was subject to
unprecedented destabilization campaigns launct@d &ocial media platforms

and cyber-attacks by groups such as Anonymous. eMeat was attacked via
interruptions in proceedings, threats to delegates$ individual staff members.
Finally, there was a concerted effort to manageustated disinformation

campaign to influence media and create an overwhglmand hysterical

atmosphere on the Internet. The IASMN was requedtedconsider the

information put forth by ITU in the CRP and the gatation.
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126. The presentation focused on how ITU has built tbetingency plans; in a
worst-case scenario to allow the service continatipuld a major cyber threat
happen. ITU presented how they built a temporacydent management team to
respond quickly to any incidents and to activagedbntingency plans. ITU noted
that physical security is dealing also with inciemnagement and contingency
planning and therefore, there is an opportunityotn the efforts by integrating
cyber security. ITU stressed how the “securityirpeter” has changed and is no
longer confined to the physical sense. In thigréglTU emphasized the need to
avoid creating multi-layer security levels that che individually exploited.
Instead, one extensive security level should bel@yed, beginning with the use
of a single identification (identity management)daaccess card, containing
“biometric data on the card”, for UN system orgai@ans. The same smartcard
would provide access to premises and organizatik@iblservices. The use of a
single smartcard would lead to enhanced security. @uress functions, proper
identification), increased efficiency and cost sge, while facilitating a wide-
range of activities, ranging from fast-tracking @€ to conferences to managing
cash distributions in the field. ITU noted thag tbost of producing such a card
would be relatively inexpensive and more importgnit would require no
network access to verify biometric data as theyld/mot be stored centrally but
only stored locally on the smartcard. However, legaues surrounding the
management of biometric data would need to be densd.

127. One member agreed that a single card containingdtiic data would be very
helpful. The member recalled a recent incidentreby an individual used a fake
identification card, identifying himself as a memioé ECOWAS, to gain access
to a conference at UN Headquarters; the memberdnibtat the individual’'s
photograph was properly affixed to his identificaticard, thus granting him
access to the conference and that such a scenawid wot have likely occurred if
biometric data had been required for entry. Anothember also agreed that a
single card containing biometric data would be h#)moting that its own Chief
Information Officer had been pushing the idea withine organization. The
member also noted that such a card would be helpfiudlentifying refugees,
tracking food rations delivered to refugees, amothgr actions in the field. On a
separate note, the same member questioned thd éxtethich data found on an
organization’s network as well as data communicdtgd-mail or telephone is
secure.

128. With regard to one member’s recollection of a siégurreach at a recent
conference held at UN Headquarters, ITU notedshah a breach likely resulted
from a breakdown in protocol (the first level oéidity management) and agreed
that reliance on biometric data, such as an indadig iris or fingerprint, would
have likely staved off the breach. With regarcatmther member's question as
whether data found on an organization’s networkywal as data communicated
by e-mail or telephone, is secure, ITU noted thatecords more than 20,000
attempts to infiltrate its network each month. Witlkegard to e-mail
communications in particular, ITU stated that sumbmmunications operate
according to a “store-and-forward” protocol and andikely to be secure as they
bounce across different countries. Seemingly cleerdices such as “Drop box”
are also unlikely to be sufficiently secure anddeguately protect the United
Nations Immunities and privileges. The Legal Nekwvecommended recently,
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that cloud services not be used for sensitive dafBU noted that some UN
organizations seem to return to use of the diplampouch if they need to
communicate strictly confidential information. Os#y ITU stressed that UN
system organizations need the technology to rezegabnormal or dangerous
information contained within data that they norma#iceive as there is simply too
much data to sift through manually. ITU noted tlegfal issues surrounding the
movement of data to “the clouds” remain and shdiddaddressed, including the
extent to which jurisdiction can be exercised ime“tloud.”

129. Other members brought up various concerns relatedyber threats and

attacks. One member noted his concern over threstsiff via e-mail, telephone,
or Internet postings. The member questioned wined®S security officers
should serve as intermediaries between the indVidiaff member and local law
enforcement authorities in this regard, including groviding close protection
services. Another member cited the need to pratietins and other witnesses
testifying before international courts by video.heTsame member also cited
concerns over internal threats and attacks by windlgd staff members, such as
the deletion of internal data. Moreover, the samemiver questioned what
measures can be taken when a Member State shutsatatherwise impedes or,
alternatively, infiltrates electronic or cyber commnncations. A third member
expressed concern over the reliability of back-epmorks, noting that an urgent
e-mail from DSS headquarters to the field was odeiyed by four hours
because the back-up network in New Jersey had slegrdown as the result of a
storm.

130. With regard to future coordination between physieaturity personnel and

information technology personnel charged with infation security, one member
noted that the decision to coordinate is a managendexision. Another member
asked about the extent to which there has beestaase to such coordination and
what can be done about it. A third member questiofihe amount of resources
that would be required to coordinate informatioaus#y activities. In responding
to this particular concern, ITU noted that, at eerdg conference in Mexico, it
employed over one hundred local ICT staff to cowatk ICT support and
information security-related activities. ITU urgglSMN members to play a pro-
active role in fostering coordination by contactittgeir information security
officers and asking them how best to coordinater thetivities. More broadly,
ITU urged IASMN members to work with the ICT Netwdo promote awareness
of cyber threats and attacks and clarify governaacel reporting lines.
Subsequently, it may be possible to report joitalyghe HLCM and CEB on such
issues. A fourth member, recalling that informatisecurity standards have
already begun to be developed, asked if the tinte dweme to draft a common
information security policy.

131. The IASMN thanked ITU for the very informative presentation on cyber

threat/attacks. Noting the multi-faceted aspects ofyber security, the IASMN
recognized that there is a need for increasing awaness on this issue, as well
as clarifying governance and reporting lines within the respective
organizations. The IASMN supported that there be ynergy between the ICT
Network and the IASMN on this issue and that this B communicated to the
Chair of the ICT network.
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L. Update: Security Incident Reporting Working Group (CRP 3 (a))

132. The Chair of the Security Incident Reporting Wotkiroup (SIRWG)
presented an update with regard to its progresngaip to the IASMN meeting.
The SIRWG aims to ensure that an incidesgorting system suits the incident
reporting needs of all UNSMS stakeholders, inclgdine specific objectives of
individual UNSMS entitiesSince its inception in October 2012, the SIRWG has
made several notable changes to secuiitgident reporting, including
distinguishing between Safety Incidents and Segcimitidents; security incidents
are thosdahat have malicious intent, and safety incidentsxdbhave a malicious
component and argassified as accidents, hazards or occupatiorietysavents
Moreover, the name of the system has been chamgedtfhieSgnificant Security
Incident Reporting System to tiafety and Security Incident Reporting System to
better reflect the requirements of thestem and to fortify the distinction between
Safety incidents and Security incident&nally, the SIRWG has developed a new
taxonomy of incidents that better reflects incidethiat occur and taccommodate
the specific needs of individual UNSMS stakeholdé€Pategories of incidents,
intended to specify urgency and appropriate regpans also being considered by
the WorkingGroup. While focusing on the universal goals of a globadident
reporting system, the SIRW@ccommodated the needs of individual UNSMS
stakeholders by providing mechanisms for e@actontinue to adhere to their own
reporting processedhe new taxonomy was field-tested by the SIRWG gisin
real-world incidents to ensure it isomprehensive and can be consistently
interpreted and applied. The IASMN was requesteddi® the progress of the
Security Incident Reporting Working Group. It wdscarequested to endorse the
new SSIRS taxonomand take note of the costs associated with propcisadges
to SSIRS.

133. The discussion began with multiple members endgrsive taxonomy put
forth by the SIRWG. One member stressed the impoetaf having taxonomy
that would be properly interpreted and applied Hystaff. Another member
guestioned if dual systems will be required, witte aecording UN incidents and
the other recording non-UN data. The SIRWG respdnig stating that the
system will record only incidents against the UdhJing it up to the country to
“flesh out” any incidents not directly impactingetkUN.

134. Another member sought clarification about paragrdft) of the paper in
particular, whereby it is implied that the sourcales for the system may not be
immediately available, but will be in time. Anoth@ember then asked about the
system’s ability to share its source codes givenfalet that AFPOs will be able to
enter incidents directly. A third member then urgbdt, assuming the source
codes will not be immediately available, the taxogyoshould not remain static,
but rather evolve according to needs.

135. The representative of the Medical Directors’ Wogki@roup (MDWG) stated
that, from a safety aspect, the UN system has nsist@nt data collection method
concerning safety events other than through thishaism. She stated her desire
to see the system be able to “siphon off” safetyes and feed them to others who
may benefit (e.g. those dealing with occupatioreltn). It was then noted that
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there has been a decision to exclude some nateshsl and added that most
reporting systems do not rely on the reporter ttertieine whether a death is
“natural,” but rather rely on medical personnehtake such a determination. The
Chair of the SIRWG responded by stating that massues with regard to
occupational health exist that still need to beufhd to the attention of UN
Medical Services and that the SIRWG, and DPKO miqaar, is in contact with
the UN Medical Services in this regard.

136. Some members then debated whether suicides sheulkdorded by the
system. Several members, in addition to the reptasee of the MDWG and
staff federations, stated that the cause of deaihld not be recorded, but rather
that a death occurred, with medical personnel teuiEsequently responsible for
determining the cause of death. A second membeedghat, at the very least,
the death should be recorded, which would allow $igetem to serve as a
repository for that information if ever neededlie future. A third member argued
that a suicide and other “natural’” deaths do neoistitute a security incident and
thus should not be recorded in the system. A foanember added that, in
general, there needs to be an improvement in haeklgudeaths are reported
within the system.

137. Another member pointed out that entering data theosystem will require a
lot of work on the part of security officers in tfield and it is important to be
mindful of how well security officers will be ablk® balance this responsibility
with their already long list of duties. The memistressed that the analytical
purpose of the system needs to be balanced witartiteunt of data that will be
entered into the system, with another member stiggeshat the data entry
platform used in other systems be used by thiscpdat system as well.

138. The IASMN noted the progress of the Security Incidet Reporting
Working Group and endorsed the new SSIRS taxonomy,on the
understanding that this must be viewed as a livingdocument, able to
accommodate evolving needs. The IASMN also tookote of the costs
associated with proposed changes in SSIRS and thect that this would be
absorbed within existing resources.

M. Crisis Management (CRP 12)

139. DSS’ Policy, Planning, and Coordination Unit (PPGipvided the IASMN
with an update regarding the possibility of develgpUNSMS guidelines for
field-level crisis management. DSS noted thatl&®MN Steering Group, at its
last meeting in May 2013, considered a previousmanendation to develop a
draft UNSMS policy on field-level crisis managemantd the need to harmonize
this policy with existing frameworks, policies amiocedures related to crisis
management. The Steering Group also consideredettenmendation on the
need for DSS, in consultation with Secretariat dipants and all IASMN
members, to ensure the cohesiveness of UNSMS pglicjance on field-level
crisis management. Following extensive discusdioa,IASMN Steering Group
recommended that DSS (PPCU) develop UNSMS guidglinestead of a
UNSMS policy on crisis management at the field-lewdeanwhile, DSS (PPCU)
continued to coordinate with DPKO/DFS and DPA tswee the cohesiveness of
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policy guidance on field-level crisis management peacekeeping or special
political missions. DSS has engaged in DPKO/DFgent effort in reviewing
and developing policies and guidelines on crisinaggment for DPKO/DFS and
DPA led missions. In view of the above-mentionedommendation of the
IASMN and that of the Steering Group, the IASMN waguested to endorse the
recommendation to develop UNSMS guidelines fodfielel crisis management.

140. One member began the discussion by stating th&akeno objection to the
recommendation and will look carefully at existimgdelines. The member noted
that while it is stated that these guidelines Ww#l field-specific, there is a very
strong relationship between what exists at headgnsaand what exists in the
field. For example, in Syria, the UN’s Departmeh®olitical Affairs (DPA) and
DSS have both convened meetings with the same rglayée DO in Syria is
overwhelmed with political and security issues (elgemical weapons) and yet is
expected to attend multiple meetings whereby haulgect to being pulled “left,
right, and centre”. Therefore, it is importantctmame up with practical guidelines
that do not overstretch those in the field.

141. Another member stated that one of the problemsyisg to define a “crisis”.
At the moment, a DPA/DPKO/DSS Working Group existsd the group is
finding that many elements are coming together watfard to crisis management,
many of which are not directly related to secufitie member stated that perhaps
it is not for the IASMN to produce policies on hdlae UN manages a “crisis”
because it encompasses so many fields. Howeverm#maber expressed his
support for the development of consolidated guidafar the security family.
Nonetheless, one must still define a “crisis” irder to draft guidelines on the
issue.

142. Another member echoed such a sentiment, statingthieaword “crisis” is
used excessively and in a multitude of contextse Térm really refers to any
situation whereby the management system in placeneable to cope with
developments. The member then asked if the gaelshould address “day-to-
day” crises or, alternatively, emergencies that eexlc existing capacity.
Moreover, the member emphasized that any guidaaoeat be solely for the
field because the field and headquarters are linkéth control exercised by
headquarters. In any case, any guidelines shoald ttom best practices in the
field, whereby crisis response and emergency respquians already exist.
Separately, another member expressed similar sent&nadding that he would
have preferred to have seen a simple draft of & practices in the field that
could or should be operationalized.

143. Another member stated that “crisis management” medfierent things to
different people, but the point is to ensure thpt@ess or management structure
exists to deal with a crisis. The member noted a@hdistinction should be drawn
between crisis management and critical incident agament (e.g. mass
casualties). The member also stressed that guedeiere needed, not a formal
policy. Separately, another member sought tofglavhether the previous paper
called for guidelines related to security or guiges tied to crisis management in
partnership with other crisis management bodiesghitd member echoed the
desire for clarification, adding that any guideraeveloped should only focus on
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best practices based on the last 18 months okanainagement in the field. The
member added that crisis management is, in fact, gfathe larger process of
“organizational resilience” that exists within to&l Secretariat.

144. DSS responded by stating that, as multiple IASMNniers have pointed out,
no specific guidelines for the DO/SMT currently sixiand that is why the
possibility of developing “crisis management” gdides is coming up before the
IASMN. DSS agreed that any guidelines ultimatedyeloped should reflect best
practices from the field as such practices are qustently being applied by
everyone in the field. Any guidelines would foarsthe role of the DO/SMT and
other high-level security professionals in thedieln this regard, however, some
members responded by asking how such guidelineddwdiffer from those
already being discussed by the DPA/DPKO/DSS WorkiBgoup. Other
members reiterated the fact that “crisis managemeobrporates too many non-
security elements and thus it may be too diffidoltharrow the scope of any
guidelines ultimately developed.

145. In noting that DSS’ DRO already has an SOP in placess most of its
offices, with headquarters dedicated to supporsimch offices, it was suggested
that guidelines could be developed based on bestipes in the field. Another
member, however, suggested that DSS should puthige matrix for crisis
management based on best practices in the fieldsangly do away with the
development of guidelines.

146. The IASMN did not agree on the need to develop comon UNSMS
guidelines or a policy on field-level crisis manageent. The IASMN agreed
however on the need to consolidate best practicesichlessons learned on
crisis management at the field level, noting the m& to link existing
Headquarters-level policies and guidelines with fid-level guidelines.

N. United Nations Security Management System (UNSMS) diicy on
Operations in Nuclear, Biological and Chemical Affeted Areas
(CRP 15)

147. The USG addressed the IASMN via VTC concerning WiNSMS’ need to
devise a policy as to whether and, if so, to wiétr the UN operates in nuclear,
chemical and biological contaminated environmemistual or potential nuclear,
biological and chemical (NBC) emergencies are serieecurity concerns. In
recent years, nuclear, biological and chemicaltedlaincidents resulting in
contamination and hazardous conditions have poselieages for the protection
of UN personnel and assets.

148. In its meeting in May 2012, the IASMN Steering Gpaliscussed the existing
policy on operations in nuclear, biological and roieal affected areas and
decided to abolish Annex T of thgeld Security Handbook (FSH). While the
IASMN agreed on the abolishment of Annex T, theiChad certain members of
the IASMN expressed the view that it could be bmmEfto have a UNSMS
policy concerning operations in contaminated araeasieflected in the report of
the Steering Group meeting held in May 2012.
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149. At its 17th session in June 2012, the IASMN disedsthe above-mentioned
policy. One member reminded the IASMN that in 2008t before the Iraq
conflict began no one had thought of the need fpolecy on operating in NBC
environments. He underlined that it had turnedtbat there was a need for such
a policy. A representative of the staff federatigngestioned whether a policy was
needed in view of threats involving NBC materiabtiNg the Steering Group’s
view, the IASMN, however, agreed not to retain Axiie “Policy with regard to
Operations in a Nuclear, Biological or Chemical Warfare Environment” in the
Security Policy Manual.

150. In view of the current reality of chemical, biologl and nuclear
contamination and emergencies affecting the prioteaf UN personnel, it was
considered timely for the UNSMS to devise a poktgting that the UN should
not operate in areas determined to be NBC affestezbntaminated areas. The
NBC emergencies imply severe disruption, which tlyeaxceeds the coping
capacity of the affected communities and host guwents to mitigate the
potential impact, including mass casualties resglfrom these emergencies. As
such, NBC contamination should mark one of the stioéds for which the
UNSMS indicates clearly that UN personnel shoultdoperate in known affected
areas, regardless of the cause of the contaminalibe exception, as cited in the
FSH's previous Annex T, should be only for those p&tsonnel of specialized
agencies mandated to operate in these affected. area

151. As the UNSMS has no expertise in risks associaiéd MBC contamination,
a UNSMS policy on this issue should not be linked the security risk
management framework and tool. Instead, the paiwyuld simply make clear
that UN personnel are not to operate in determgwdaminated areas. This is
the rationale that prompted the development ofdifzdt policy submitted to the
IASMN at this session, which aims to protect UN goemel from exposure to
NBC contamination.

152. In essence, the attached draft policy reaffirms phieciple of the FSH’s
former Annex T that the UN should not operate ieaardetermined to be NBC
affected areas. The draft policy underlines themscerns for the protection of
UN personnel while recognizing that it is not witithe remit of the UNSMS to
determine the level of risks or impact of NBC ire tareas where there are UN
operations. In light of the above, the IASMN wasjuested to reconsider the
need for a UNSMS policy on operations in NBC aféecareas and to consider the
attached draft policy.

153. The discussion began with the USG noting that ithi very topical subject.
The UN has already faced this threat in Syria, wlaremical weapons have been
used to some extent. The USG noted that the UNirieictly awaiting a report
from the chemical weapons team in Syria, with fssitbm its investigation into
alleged chemical weapons use expected in the codagyg. The USG reminded
the IASMN that a former UNSMS policy barring opéoas in a chemical
weapons environment was abolished. With that $hedlJSG emphasized that the
UN is currently not operating in any areas insigeié&Swhere chemical weapons
have been allegedly used. The USG then welcomgdirgut on the matter,
urging the IASMN to engage in an open discussiotherissue.
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154. One member noted the need to define an “NBC enwisont” and questioned
whether simply having chemical agents used in anttguneans the UN must
leave the country as a whole. “Environment” mayetepbon geography, history
of use, presence of chemical weapons in a coustandard of government of
controls, transparency of government stockpiles, afschemical weapons, types
of delivery systems, types of agents at play, orassessment of who is most
likely to use them. An assessment may be requissdguall of these points to
determine the risk in a given “environment”.

155. Another member stated that it was clear that gradstwould exist in a
general policy regarding whether the UN operatesnimNBC environment and, if
so, to what extent. The UN would benefit from a coon approach on this matter
as a dilemma arises when different agencies respordifferent ways, often
based on different information. The member addat ks organization is willing
to forgo some autonomy on the matter for the sakdoming a common
approach.

156. Another member echoed such sentiments, but notgdiie UN has already
gone beyond a general policy of not operating iBQ\Nenvironments” in general
with regard to Syria, even if the UN is currentlgtroperating in areas where
chemical weapons have allegedly been used. A peetdths been set in this
regard, whereby organizations have relied on th# $Rocess to steer clear of
such areas. The member noted that a Technical Wpr&roup composed of
ICRC, OPCW, and WFP have been working to developesdise in crisis
management in NBC environments. More generallg, rtiember stressed the
need to link policy with security risk management stated his approval on how
the current situation in Syria has been managedhaould serve as a blueprint
for a future policy.

157. Another member concurred with previous memberstiquaarly with regard
to developing a common approach and linking anyicpowith security risk
management. The member noted that the issue wiasakcfrom a reputational
point of view and the UN cannot afford to have eliéint approaches among
AFPOs. More generally, there must be a value plametiuman lives and staff
must be adequately informed of any policy formaatiwith the understanding
that any policy may not cover every eventualitep&ately, the member asked a
technical question with regard to how the use ofncical weapons will be
detected and by whom.

158. Another member noted that any policy would extemalt entities that serve
as principal advisors to the USG. The member ocaeti against potentially
giving staff a false impression of the environmienivhich we they are operating
as the capacity to detect the use of chemical weapmy be severely limited or
entirely unavailable (e.g. equipment may be blockieithe border).

159. Another member cautioned against use of the wordiifenment” in any

policy, favouring use of “area” and reliance on wsé@y risk management.
Moreover, the member cautioned that there appdae taultiple groups with self-
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professed expertise in chemical weapons and m®itant to determine who are
the true experts and advisors on this issue whesniies to formulating a policy.

160. Another member stated that, from a field perspectite problem with the old
policy was that the definition of environment wasoted in a threat-based
concept. However, any policy should be rootedeausity risk management. In
this regard, scientific feedback is crucial to depeng such a policy.

161. One of the staff federations asked what measurfesany, are being
implemented to keep staff safe. The deploymentrofegtive equipment may
cause confusion among staff or, alternatively, keeal false sense of security.

162. Another member noted that the primary responsjbitit protect UN staff lies
with the host government, but asked what does austatement in the context of
chemical weapons serve and whether the UN is irtacbrwith host country
authorities in this regard. Separately, a secoathber asked where one should
draw the line when host country authorities stat & decision on whether to
allow equipment into the country is still pending.

163. Another member suggested that “NBC” should be chdnp “NBCR” in
order to incorporate radiological weapons threas ase, noting that the same
issue arose with regard to Irag.

164. The representative of the Medical Directors’ Wogki@roup (MDWG) noted
that few people in the world can validly claim expse with regard to chemical
weapons used on a mass scale against a civilianlggagm. Thus, one should
exercise caution in labelling one or more individuar entities as experts given
the responsibility to protect staff. Moreover, tiepresentative stressed that one
should not only seek out technical expertise, kg biomedical and psychosocial
expertise. More generally, the representativeedtdlhat complex issues are at
play and thus gave support to putting forth a @htesition in order to stem rising
anxiety among staff members. More specificallg tepresentative noted that her
organization supported the intent of paragraph &efdraft policy as proposed
and stressed that the MDWG'’s position has unambigijyaemained that if one is
at the point of handing out protective suits anukeotprotective equipment, then
one has reached the point of needing to withdra# at their lives are genuinely
at risk. Separately, a member noted that there measommon approach on
equipment that should be distributed in an NBC emment. The same member
also noted the need to clarify the extent of coyerfor staff members under the
Malicious Acts Insurance Policy (MAIP).

165. The USG, in responding to the comments put forthviayious IASMN
members, emphasized the need to de-link a geneligy pwith events in one
country, despite the fact that extensive overlaptexThe USG stressed that any
policy must consider the various types of chemwehpons agents that exist, in
addition to nuclear and biological agents, all diickh have different effects when
used. The point is to draft a policy on which g@ese can agree. In drafting a
policy, one should rely on experts to the extergsgae, noting OPCW and WHO
are viewed as possessing the greatest expertis®@rweapons. As an example,
the USG noted that the two organizations have b&erking on providing
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guidance in English and Arabic to those on the gdom Syria. The USG agreed
with the principle that staff members should behdiawn if they are about to be
exposed to NBC weapons. With regard to the deploymaf protective
equipment, in Syria in particular, the USG notedttla standard has been
established for how and what equipment will be umadl it is generally followed.

166. The USG clarified that OPCW and WHO should, in fdm¢ viewed as the
technical experts when it comes to chemical weamots that an OPCW and
WHO-led working group should take the lead witharebto providing technical
advice needed to formulate an NBC policy. The regpnéative of the MDWG
added that it has someone with experience thanitrmominate to also contribute
to this.

167. The IASMN agreed that the draft UNSMS policy on Opeating in NBC
Environments requires further review by an expert working group (to be
further clarified).

O. Discussion Paper: Strategic Issues within the UniteNations Security
Management System (UNSMS) (CRP 13)

168. In the meeting of the IASMN Steering Group, heldMiay 2013, the Chair
underscored the need to “"encourage discussionstrategic issues within the
UNSMS. These issues include UNSMS’ strengths, wesdées or gaps, ways
forward, and other key priority issues that the MY should focus upon. As a
result, DSS’ PPCU requested members of the IASM&¢18tg Group to provide
inputs on the above issues and suggest major ptontse incorporated in a
"discussion paper" for the 1%ession of the IASMN. The IASMN was requested
to discuss the above-mentioned four strategic ssidentify priority issues, and
agree on a plan of action to address identifiecc&bpssues.

169. The USG began the discussion by opening up the fls@omments for those
with particular concerns. Two members echoed tB€d previous statement
made earlier in the session, whereby the primacpdoareas for the UNSMS
should be determining what more can be done folomalt staff, adopting a
systemized approach to physical security, increagirofessionalization among
security officers, boosting training, and improviegmmunication within the
system. One of the two members added that theses fareas should be
concretized in the form of objectives so that tloeyn be operationalized. The
member also urged the IASMN to adjust dates acoghgiwith regard to the
strategic review in order to maximize its impacttba budget in the future.

170. Two other members stated that the current discnsseeds more form or
structure to it as a discussion of the issues atl kannot be properly completed
within the time allotted. One of the two membedsled that the template for the
JFA paper could be applied to this paper as wéll.third member echoed a
similar sentiment, noting that the larger discusgiaking place is focused upon
the deliverables with respect to the JFA. The mamalnlded that the question is
how one can facilitate movement on these issu@s &@olicy perspective.
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171. Another member stated that the UNSMS discussionempapas all
encompassing, and suggested that it might be ugefldreak it down into
components, perhaps between operational and strageges.

172. On a somewhat separate note, another member eagrasdesire to bring
fresh thought into the discussion, perhaps moviegphd a ‘New York centric’
focus. The member noted there were hundreds oflpeogphe field who could
perhaps inject new creative ideas and solutiors tim discussion, even though
the larger AFPOs should continue to play the dgwiole in the discussion, given
not only the size of their budgets, but also thiemtxto which they are affected by
the decisions made.

173. The USG agreed that the paper covered a lot ofngr@nd that it was very
detailed, but also very philosophical in its apgioaThe USG said that he would
like to remain focused on the priorities outlineatler in the session and is not
keen on undertaking more strategic reviews untd fally appreciates the issues
that have been recently discussed and the decisi@ishave been taken to
address these issues. The USG stressed that vieile ts always so much
capacity to follow-up, events usually overtake sacheffort and, often times,
unrealistically high expectations are created nedato what can actually be
achieved. With that said, the USG stated thabalyh his primary reporting line
is to the Secretary-General, he very much valuesrtput provided by IASMN
members. In this regard, the USG echoed a prewtaisment whereby he urged
smaller members to boost their involvement in wagkgroups. Perhaps just as
importantly, the USG urged the IASMN to adopt a enstructured approach to
determining membership within such groups, perhlagpsed on a formula, as
current membership appears to be decided on aom@abdsis. Finally, the USG
noted that the IASMN should decide exactly how mames per year it should
meet and in what capacity.

174. The IASMN took note of the discussion paper and regested that the
strategic issues identified in the paper, while adéssed in part by the JFA
report submitted as Annex | of CRP 3 (b), should alo feed into the wider
strategic review to be undertaken by DSS for submsson to the IASMN no
later than 31 December 2013.

P. Report on the 2% session of the High Level Committee on
Management (HLCM) (CRP 6)

175. The Secretary of the IASMN presented participarth & summary report on
the 25 Session of the High Level Committee on ManagemEhiCM), which
was held at the Headquarters of the InternationahdF for Agricultural
Development (IFAD) in Rome of March 2013. The imf@tion contained in the
paper had been provided to the IASMN Steering Gauips last meeting in May
2013 whereby, given the HLCM’s reformed work pramss clarification was
sought on what the IASMN would need to bring to HieCM for approval and
what could move forward without explicit approvdk was explained that while
the IASMN would still be expected to keep the HLCigprised of all of its
policies, the determination of what policies woulded to be brought to the
HLCM for approval would be made on a case-by-cassisb Essentially, this
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aspect did not differ from past practice. The afigéhce lay in the process,
whereby policies could now be virtually approvedheut having to formally
present such polices before the HLCM. It was ndted the USG would still be
able to address the HLCM although perhaps not thighsame frequency, unless
circumstances dictated otherwise.

176. In the context of the discussions about the reforwerk processes of the
HLCM, the suggestion was made that the IASMN exantime frequency and
timing of both its steering group and regular sassiwhich is currently linked to
the HLCM meeting schedule. The IASMN was also ested to take note of the
update on the 2&session of HLCM that was held in March 2013.

177. Addressing the frequency of IASMN regular and stepgroup sessions, one
member stated that the one issue the IASMN musilatiety revert back to the
HLCM on is the budget. Therefore, noting that tHeON1 meets in full session in
the fall and that any document needs to be sahetélLCM at least thirty days in
advance, the member suggested that a meetingusedao later than June of the
same year.

178. With regard to IASMN regular sessions in generadstrmembers supported
maintaining two meetings per year. Two membergyssigd that one session
should be shorter and focus solely on budget anadgegiic issues while a second,
longer session should focus on other specific ssA@other member, while in
support of maintaining two meetings per year, urgieel IASMN to choose
locations beyond the primary hubs (e.g. New Yorkn&va), i.e. particularly in
countries or regions where there is a large conggon of staff members working
in the field.

179. Another member stated his preference for holdingditexhal steering group
meetings to allow the IASMN to focus on two or #hitems of significance. The
member suggested that additional meetings could pd&ce via VTC. Multiple
members echoed the view that the option of holdegsions, whether regular or
steering group sessions via VTC should be expléuettier, particularly in light
of the Secretary General’s recent ST/Al on travel.

180. Although a minority overall, multiple members sthttheir preference for
having only one IASMN regular session per year. ld/eome members cited the
Secretary General's ST/Al on travel as well asrtlosvn travel budgets as the
reason for their preference, others recalled thiatprically, one intensive four-
day regular session was held when the IASMN was@thainder UNSECOORD,
but that a shift to two regular sessions had beademwhen DSS was created
rapid changes were occurring at that time with reédga security. Given the fact
that such an environment no longer exists, it woultke sense to revert back to
holding only one regular session per year. Stiieo members noted that the
IASMN is meant to be a purely policy setting bodydathat it may be more
productive to have an intensive policy setting nmggbnce a year without having
to consider extensive updates on non-policy relatesiies that could be
communicated virtually. One member, in favour ofditg two regular sessions
per year, responded that the IASMN is also a gamre and oversight body,
particularly with regard to budgetary matters amat tit would not make sense to
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scale back to one regular session per year umiesaf the outstanding budgetary
issues have been addressed.

181. The IASMN was further informed that TORs did notrfally exist for the
IASMN Steering Group, other than a reference indkisting TORs for the full
IASMN. One member requested that DSS look morsetjoat this issue with a
view to drawing up TORs for the Steering Group thauld also address and
clarify membership.

182. The IASMN noted the update on the Report of the 25 session of the
HLCM.

183. While the IASMN agreed overall that the agenda oftie IASMN should
drive the timing and frequency of IASMN meetings, here was no firm
agreement at this time as to whether regular sessis of the IASMN should be
held annually or bi-annually. It was further agreed that DSS canvas al
IASMN members for their views on the frequency of ASMN meetings.

Q. Any Other Business
Chemical Weapons Preparedness

184. Following upon the issues discussed regarding twedrto draft an NBC
policy (see paragraphs 147 to 167), IASMN membeitenated the dangers and
difficulties in dealing with the current chemicaleapons threat in Syria and
reconciling such a threat with continuing operatiodiembers re-emphasized that
the UN would benefit from a common approach in thegard, noting that
confusion results when agencies respond in difteveays, particularly when
agencies rely on different sources for informatioMloreover, members agreed
that OPCW and WHO should be considered the techaigzerts with regard to
chemical weapons and should be included in anyespent discussions on this
issue.

185. The IASMN requested, as a matter of urgency, clari€ation regarding the
identification of a single advisory group with an @proved mandate for
advising on safety and security with respect to clmeical weapons, including
agreed equipment specifications with respect to CWpreparedness. The
IASMN further emphasized the need for clear coordimation and
communications on this issue amongst the organizatis and staff.

Blast Assessment/Premises Guidelines Working Group

186. The IASMN requested that the already established Rmises Guidelines
Working Group resume its work on an urgent basis, to also include the
participation of DPKO/DFS and to also take up the ssue of seismic
assessments). It was reaffirmed that the WFP-ledl&st Assessment Working
Group is a sub group of the DSS-led Premises Guideés Working Group.
Furthermore, the IASMN requested that DSS examinehe qualifications for
blast assessment advisors.
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Election of Co-Chair of the IASMN

187. Mr. Drew Donovan, ITU, was elected, by acclamationas the Co-Chair of
both regular and steering group sessions of the IA8N for a two-year term.

Date and venue of IASMN meetings:

188. Steering Group — It was decided to hold the next ssion of the IASMN
Steering group in Dakar, Senegal (hosting organizain to be determined).
Subsequent to the IASMN meeting, after consultation with the Chair of the
IASMN, it was decided to propose that the next Steering Group meeting be held

in early February 2014(exact dates TBD).

189. The IASMN decided to hold its 28' session in May/June 2014 in GeneVv

a

(hosting organization and exact dates TBD).
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