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. INTRODUCTION

1. The Inter-Agency Security Management NetworkSMIN) met at the United Nations Educational,
Scientific and Cultural Organization (UNESCO), Barrrance, from 26 to 28 January 2009. A list of
participants from organizations, agencies, programand funds (hereafter referred to as the Orgammzd

as well as the agenda and list of documents aaehatti as Annex A The IASMN wishes to express its

gratitude to the UNESCO for hosting the meeting.

[I. EXECUTIVE SUMMARY

2. As this entire report consists of recommendatmithe IASMN, it would be duplicative to list
individual recommendations in an Executive Summary.

[ll. RECOMMENDATIONS OF THE IASMN

A. Blast Assessment

3. The IASMN considered the Report of the Blastesssnent Working Group (BAWG), established as
a result of the Report of the Independent Panebafety and Security of UN Staff and Premises. The
BAWG report outlines a proposed policy as well aglglines for the mitigation of blast at UN prenssed
operations.

4. Following extensive discussions, and recognitivad the vast majority of United Nations premises
worldwide do not readily comply with the recommetioias, the IASMN endorses the blast assessment as
guidelines for a desirable standard to be impleswsystem-wide based on a credible SRA. The IASMN
points out that implementation of these standardk he based on a determination of acceptable risk
(utilizing the methodology of acceptable risk to determined by the CEB) to be under-taken by each
organization.
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5. Recognizing that the implementation of blastigaiion measures will have significant cost and
operational impact, the IASMN nonetheless recommaghdt lack of funding should not be an excusetmot
implement appropriate measures.

6. The IASMN recommends that blast mitigation basidered as part of the Estate Policy for both
existing as well as new premises and facilities thiatl suitable measures be adopted by organizatidirse
with existing security risk management policies.eTtepresentative of UNOCD, while supporting the
normative intent of the policy, highlighted the dder detailed, actionable guidelines in respectxisting
facilities as well as an analytical and operatiafifierentiation between Headquarters, field repnegtive or
other field offices.

B. Minimum Operating Security Standards

7. The IASMN considered a revised MOSS document @giested DSS to make a number of
amendments to the document which has been doneapids provided to all participants. The IASMN
recommends that MOSS (Annex B) be approved by theNH The representative of UNODC contended
that MOSS does not apply to UN Headquarters angthieal ASMN does not have the mandate to consider
Headquarters issues. UNODC's view was not shayemther participants.

C. Security Risk Management

8. The IASMN considered a revised version of theuigy Risk Management (SRM) policy document,
which provides the conceptual framework and pofioy use of the Security Risk Management (SRM)
model. The IASMN requested DSS to make a numban@ndments to the document, which has been done
and copies provided to all participants, and recems that the policy (Annex C) be approved by the
HLCM.

D. Conference Security

9. The IASMN considered proposed guidelines onpiferision of security at conferences and events
by the United Nations Organizations. The IASMN maceends that these guidelines be adopted for use as
appropriate.

E. Provision of Guard Forces for UN Premises

10. The IASMN had previously discussed extensivbly use of private security providers. In this
context, the IASMN had requested the redraftinghohex O to the Field Security Handbook to ensure a
more detailed set of practical instructions is kde for use by Security Advisers. The IASMN diss that

it will reconvene in a small working group to dissiall issues related to this matter, taking imtmoant also
the work of the UN Working Group on Mercenaries ailll make recommendations to the Summer session
of the IASMN. The Working Group will be chaired BSS and will consist of: UNHCR, FAO, WFP,
UNICEF, UNDP, DPKO, DFS and WIPO.

F. Policy on Close Protection

11. The IASMN considered an amendment to the UNcpain Close Protection approved in October
2008 which would permit armed UN Close Protectifficers to be allowed access to all UN premises and
vehicles, when required, pursuant to their duti€ee IASMN recommends approval of this amendment. |
instances where this is not permitted, the hostdddénization assumes full responsibility and actaloitity

for the protection of the individual concerned.
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12. The representative of the World Bank wishedetmrd that the World Bank would not support this
policy due to the special close protection needb®fWorld Bank.

G. Report of Medical Directors Working Group to the HLCM regarding
Medical Recommendations in the IPSS and subsequeadSMN report

13. The IASMN considered a submission to the HLGd the UN Medical Director on issues related
to the support required by medical personnel andcgs deployed in the UN System. The IASMN enderse
and supports the recommendations of the Medicadirs, especially with regard to the need to ftimed
United Nations Medical Emergency Response Team (BRW), which had already been endorsed by the
CEB.

H. Policy for Appointment of Designated Officials @ interim

14, The IASMN considered a report regarding theoagment of Designated Officials ad interim and
endorses the proposals included in the relevantetemce Room Paper which would require modification
of the Accountability Framework and the Field Ségudandbook. The IASMN requests DSS to undertake
the necessary action in this regard.

15. The representative of the World Bank wisherktmrd that under no circumstance, the World Bank
staff members should be appointed as Designatedi&@dfor Designated Officials ad interim due te flact
that the World Bank has different policy for evatiora The representative of UNODC noted his
organization’s support of this policy for field lations, but not for Secretariat duty stations oaditpiarters
locations for which appropriate ad hoc solutionsch® be found.

l. Information Management Issues

16. The IASMN considered a report from DSS on cuntig information management issues, including
the requirements for dedicated funding for a aititechnical service required by the UN Security
Management System. The IASMN recommends apprdwhkegoroposed course of action.

17. The IASMN welcomes the work undertaken by ti850n developing and enhancing Information
Management systems to support the UN Security Memagt System.

18. Taking note of past crises such as naturabties, attacks of hotels and pandemic planning, the
IASMN endorses expanding the use of ISECT to inelndt just countries/locations with a Security Rhas
effect, but all countries/locations to which stiaéfvel on official business, including official heneave or
other entitlement travel where the cost of trasedbbsorbed by organizations of the UN System. ASVIN
recommends that for personal travel, UN personedrrouraged to use ISECT.

19. As requested by the IASMN Steering Group, @ifug proposal was provided to establish an
Information Management capacity. Recognizing thatiLCM addresses all budgetary matters, the IASMN
notes the proposal and supports enhancing themiafiton Management capacity of the UN Security
Management System.

20. The representative of the World Bank wishedetword that the World Bank has its own special
travel requirement and would not support the ineeeaf funding for Information Management capacity o
the UN Security Management System.
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J. Human Resources
21. The IASMN considered a Conference Room pagrdng the implementation of a career path for

security professionals. The IASMN reviewed theieglency standards for security professionals and
recommends that, in consultation with Human RessuNetwork, the profile of security advisors at all
levels be developed to address the issue of educaitid professional experience that best respotiato
requirements of the responsibilities of the postio

22. The IASMN recommends that further work be donexddressing why it is difficult to attract and
retain qualified candidates, especially women. R&MN also recommends that in addition to
gualifications related to education and experietite potential of a candidate to have a caredrarldN
should be evaluated.

K. Local Cost Sharing of Field Activities

23. The IASMN considered a report from DSS regaygiossible alternative funding mechanisms for
locally cost-shared MOSS implementation. The IASkMidommends that the existing system remain in
place until such time as the HLCM has decided erotrerall funding strategy for the UN Security
Management System.

24, The IASMN recommends that steps be taken torertbat budgets for field activities are
standardized in terms of content and format antttiey are prepared in a timely manner to perndt th
organizations concerned to make appropriate budgateangements.

25. The representative of the World Bank wishedetmrd that the World Bank is incapable of sharing
locally cost-shared budget because the World Baels diot have such budget structure.

L. Security Training

26. The IASMN recognizes the excellent work accosmgld by DSS in the area of security training.
Noting the importance of the training of Designa@ticials, Security Management Teams and othéss, t
IASMN endorses the Designated Official securitynireg programme and the approach to SMT training.

27. Noting with concern the non-attendance of Heddsyency at SMT training, the IASMN endorses
DSS sending all SMT attendance reports to the BxecDirectors of concerned Agencies, Funds,
Programmes and Organizations bringing this to théémtion for appropriate action. The IASMN
encourages organizations to reflect attendanc#at Baining in the internal appraisal process facle
relevant individual. The IASMN also recommends thaindividual be permitted to serve as a Desighate
Official until such time as he/she has been trained

28. The IASMN restated its continued support of$ieeure and Safe Approaches in Field Environments
programme (SSAFE) as well as its support to theeaging medical support training being undertaken b
DSS.

29. The IASMN recommends that the Security Trainivigrking Group be reconstituted to consider
synergies and resources that can be harnessedancadconsistent security training across the UdNifty
Management System.
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M. Critical Incident Stress

30. The IASMN welcomes the report on the improvets@ccomplished with the community of stress
counselors and endorsed the report. The IASMN tqubat the Critical Incident Stress Management
Working Group, prepare and provide a plan of actwith cost implications to implement the
recommendations contained in the report at its selx¢duled meeting. The IASMN recommends that DSS
share the report of the Critical Incident Stressi@ellors with the Human Resources Network and the
Medical Directors.

N. Terms of Reference of the IASMN

31. The HLCM at its sixteenth session (Septemb8BReequested the IASMN to take action on the
following issues and to report thereon to it anigxt session:

a) Draft the Terms of Reference of the Network, inaghgdnandate, responsibilities, composition,
governance and working modalities;

b) Nominate a Vice Chair;
c) Propose arevised name for the Network.
32. Following extensive discussions, the IA$kMcommends the following:

a) Terms of Reference
The IASMN will consider and make recommendationtheoHLCM on:
i. all matters related to security and safety of stamises and assets of organizations
participating in the UN Security Management Sys(eiNSMS);
il. any other matters referred to it by the HLCM.

b) Composition:
The membership of the IASMN will consist of theléoling:
i. all organizations which are members of the CEB,;

ii. Organizations that have concluded a Memorandtim
Understanding (MOU) with the UN for the purpssé
participating in the UN Security Management Syste

iii. Any organization or department which has adfic mandate for management of the
safety and security of UN staff, personnel and igemor which are directly
involved in the coordination, delivery and suppafrtUN activities in the field
especially during emergencies and in high risk mmwnents;

iv. Any other organization as invited by the USGfas Chair of the IASMN.

c) Chair and Vice-Chair of the IASMN:
i. It is recalled that at its video conference BfJanuary 2002, the HLCM decided that
the IASMN would be chaired by the UN Security Canator (now USG/DSS).
The IASMN reaffirms that the USG DSS, as its repr¢stive at the HLCM and the
CEB, should chair all IASMN meetings;
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il. The IASMN decides to nominate on an annualtiogabasis a Vice-Chairperson,
who will chair the meeting of the IASMN in the abse of its Chairperson. The
IASMN recommends that the Vice Chair be fully inxed in the organization of all
IASMN meetings. The IASMN decides that Mr. Satoabtisa will serve as Vice-
Chair for calendar year 2009.

d) Working Modalities of the IASMN
i. In order to facilitate the work of the IASMN,Steering Group shall be appointed,
the composition of which will be reviewed and comied by the IASMN.

il. The Steering Group will consider and propose tlendg for the IASMN meetings
as well as the draft documents;

lii The IASMN will establish working groups on pelar issues to assist its
deliberations as necessary, drawing upon intemmdkxternal expertise. The terms
of reference will be decided by the IASMN.

e) Name
The IASMN recommends that pending the approvahefdLCM and the CEB it should be
known as UN Security Network (UNSN).

f) Secretariat
The IASMN points out that within DSS there is ntakfished Secretariat for the IASMN
nor is one envisaged at this time. The IASMN recands that the HLCM immediately
consider the approval of a Secretariat within D&Be cost-shared by all members.

0. The High Level Steering Committee Operational Wiking Group (OWG) on Safety and
Security

33. The IASMN met with the Chair of the High Le&tkeering Committee Operational Working Group
(OWG) on Safety and Security to exchange views atters of mutual interest. The Chair of the OW®als
briefed the IASMN on the ongoing work of the Grolipe IASMN assured the Chair of the OWG that it
would support the work of the OWG and stresseddbaperation and consultation between the tow Isodie
should continue.

34. Various IASMN members provided the Chair of @& G with their views on such critical issues as
the security phase system, security risk managernest country responsibilities and other matters.

35. During these discussions, the representatiidNdDO advised the IASMN that UNIDO had
recently appointed a full-time Security Focal Pamstrengthen its security management team and
encouraged other organizations to do the same.

P. Other Matters

36. With regard to the location of the next IASMN@ting in June or July 2009, participants were
requested to propose venue. Proposals should batsedbto DSS by the end of February 2009.
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Annex B

POLICY FOR MINIMUM OPERATING SECURITY STANDARDS

Introduction

1.

MOSS is the primary mechanism for managing andgatitig security risks to UN personnel, property
and assets of the organizations of the UN. MOSBrapasses a range of measures designed to reduce
the level of risk, as identified in the SRA, toasteptable and manageable level. These measeares ar
listed under categories which include: telecommatnois, documentation, coordination mechanisms,
medical, equipment, vehicles, premises, trainindyr@sidential security measures.

A single MOSS system applies throughout the UNSNi&distinction is made between Headquarters,
the Field or Missions for the purposes of SecuRigk Management. The Minimum Operational
Residential Security Standards (MORSS) schemecaiitinue to be applied, and remains separate
from MOSS.

In order to mitigate risks identified in the SetyiRRisk Assessment (SRA), MOSS must be applied and
maintained at all duty stations.

Experience in the development and application afiMum Operating Security Standards (MOSS) in
the UN since 2002 has identified a need for the IG@%stem to be kept as simple as possible, with the
flexibility and capacity to allow adaptation to féifing scenarios and rapidly changing circumstances

MOSS

5.

Each country and/or duty station, regardless otifgcPhase , type of operation or security
environment, is to develop and maintai@auntry MOSS Table based on the mandatory Global MOSS
provided in Appendix 1.

Measures contained in the Country MOSS Table meisbinmensurate with the Security Risk
Assessment (SRA) applicable to the country or lonatThe measures should be presented to the
Security Management Team with an explanation af tla¢ionale, and then approved as laid down in
paragraph 14 below.

The SRA must clearly demonstrate that the MOSS ureagroposed will reduce the risk to UN
personnel in country to an acceptable and manégéalel.

Mitigation measures selected must be logical, sdalicost effective, and capable of being
implemented within the context of the operatiorcountry.

Where the SRA indicates that the security enviramtroeuld change, the Country MOSS Table must
include provisions for timely enhancement of MOSS.

Responsibilities and Standards

10. As outlined in the Framework for Accountabilityspmnsibility for implementing MOSS rests with the

heads of UN organizations in country.
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11.

12.

13.

14.

15.

16.

Where a UN organization does not have a permamesgpce in the country, the head of the
organization should take measures to ensure tisgianis and staff visiting the country are briefed i
advance on the MOSS requirements applicable. TheuCthe Security Adviser or Country Security
Focal Point should provide assistance to enablle stadf to comply, including the loan of equipment
from a pool maintained for such visits where appedp. Costs of MOSS measures will be covered by
the sending organization.

It is the responsibility of the executive head afte organization to take action with Member Staies
the appropriation of required resources for segutibe executive head of each organization is also
responsible for the allocation of appropriate reses for security within his/her organization.

The United Nations World Food Programme is thelfpcint for Security Telecommunications issues
and in its capacity advises the Security ManagetNetwork on policy and implementation of
Security Telecommunications standards and services.

The UN Medical Directors Working Group (UNMDWG) pides technical guidance to the UN
Security Management System on the minimum medtealdsirds to be included in MOSS.

Additional expert technical advice should be souifmecessary, where the SRA indicates a need for
mitigation measures outside the normal competehtteedJN safety and security staff.

The approval process for each Country MOSS Talldowias follows:

a. The MOSS Table will be approved by the DO at a &r8MT meeting. This will be a part of
the SMT minutes.

b. The approved Country MOSS Table will be sent to E88ugh the appropriate regional desk
for review.

c. DSS will circulate to the respective headquartéedldASMN member organizations, and will
endorse if no objections are received within on@ttmo

17. Once endorsed, the Country MOSS Table is bindingllddSMN members with a presence in that

country (including missions and visitors), at btsth headquarters and field level. Oversight and
compliance of MOSS will be provided by DSS throtlgé Compliance, Evaluation and Monitoring
Unit (CEMU)



CEB/2009/HLCM/3
Page 9

Appendix 1 to MOSS Policy

UNITED NATIONS MINIMUM OPERATING SECURITY STANDARDS (UN MOSS)

Country MOSS Tables must justify, through the rigorous application of the Security Risk Assessment
(SRA) praocess, theinclusion or exclusion of each of the items listed below

While the intention isto maintain flexibility and management discretion, common-sense will dictate those
measures (such as vehicle safety equipment and fire precautions) which should be mandatory in all
locations regardless of the prevailing security situation

1. TELECOMMUNICATIONS

1.1. Emergency Communications System

a. Where the SRA indicates a neestablish afctmergency Communications System (ECS)
throughout the country, and its operational log&tjoin order to:

(1) Provide communications between DO, SA, SMBrdens and UN medical personnel
within in the Capital.

(2) Provide communications between ASC and DO/6& N medical personnel.

(3) Provide communications between the ASC andhtka SA, SMT within the Area.

(4) To enable communications between the DO/SMTd8d relevant UN Offices outside the
country (including DSS).

b. Mobile satellite telephonesshould be provided to all CCCs, DOs and CSA/SAk/Agency
Security Officers as well as for other key managerdecided by the SMT.

c. The ECS is to be tested and practiced at requikamvals.

d. The ECS network should be capable of operatingair/7 days per week (24/7) should need
arise.

1.2. Radio Communications

a. When VHF/UHF communications are employed (iroedance with need identified in the
SRA), aSecurity channelfor DO, SA and SMT members, and where applicabl€ AASMT
members, UN medical personnel and wardens, mustcbeporated into radio networks.

b. All UN vehicles are to be equipped WithiF/UHF radios. In addition, “Field Vehicles” (those
which travel into the countryside or move betwedran areas) are to hasesecond radio
system, usually HF or an alternative communicatiorsystem (e.g. satellite phone)

c. SOPs for regular radio checks at residencesvand moving are to be established.
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d. Allinternational personnel, all drivers, all mans and national personnel deemed “essential”,
are to be issued with hand-held VHF/UHF radiosdi®ahecks are to be conducted routinely.

e. All personnel who work regularly outside offipeemises are to be trained to operate all forms of
telecommunications equipment provided for Field i¢kes.

2.  SECURITY INFORMATION AND STRUCTURE

2.1. Documentation Each country, and each duty station in the aguniill have the following
documentation:

a. Security Risk Assessment.

UN Field Security Handbook (FSH).
Security Operations Manual.
Country/Area-specific Security Plan.
Country/Area-specific MOSS.

-~ 0o o o0 T

Security Standard Operating Procedures.
g. Relevant country maps.
h. Country PEP Protocol.

2.2. Warden Systems

a. Established and operational.
b. Exercised regularly.

2.3. Crisis Management Plans andBuilding Emergency/Evacuation Plan

a. Established for all UN offices and facilities.

b. Exercised every six months (or more frequerit§RA so indicates)
2.4. SMT Meetings To be conducted and documented as per UN Se®woliyy Handbook.

2.5. Security Clearance and Travel Notification System in place for approving security clearano&
country, recording travel notifications, and traakipersonnel movements inside the country.

2.6. Incident Reporting: System to ensure that all security incidentsountry are reported using “SIRS”.

2.7. A common-syster@risis Coordination Centre (CCC)is to be established in the Capital and all UN
locations in country which have an ASC.

3. MEDICAL

3.1. Response to Medical Emergencies

a. Casualty Evacuation Plans.All duty stations are to have a “CASEVAC Plan” whiacludes
rescue, immediate medical attention, identificatoprocurement of appropriate means of
transportation, and location of appropriate primaeglth care facilities. CASEVAC:
the process for the rescue and movement of injoreick personnel from the place or incident
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site at which injury occurs, or the person becoithe® a primary care medical facility inside the
country].

b. Medical EvacuationPlans. All Duty Stations are to have a “MEDEVAC Plan” whitncludes
the medical and administrative procedures nece$sagvacuation of sick or injured personnel
from the country, including the authority for autization of evacuation and use of an air
ambulance service where necessary. [EVAC : the
process for movement of injured or sick personr@hfthe primary care medical facility to a
hospital, advanced care facility or place of recafien outside the country in which the injury
or illness occurred. It may also refer to the tegton or reassignment of a staff member from a
duty station which is deemed by the medical autiesrio be potentially damaging to the staff
member’s health for reasons of climate, altitudetber environmental factors.]

c. Each country is to have MIASS CASUALTY PLAN appropriate to the risks in country and
the response capacity of the local emergency ssvic

d. Register of locally available medical facilitiesnergency response services, and contact
numbers to be maintained up to date and made hiailaECS and to all duty personnel.

e. Based on the country/duty station security situmtio appropriate number of UN personnel will
be trained in Basic First Aid.

f. Each country is to have a medical plan and PERE&wbt

3.2. Medical Equipment

4.2.

4.3.

a. All vehicles to carry Vehicle First Aid kits (@gfications as per Security Technical Standards
Manual).

b. Emergency Trauma BagqETBSs) distributed according to number of traitéd staff.
c. One Basic First Aid kit per building (or perdioin buildings with more than 50 personnel).
d. PEP Kits (which must be replaced by their due expiry datgk e distributed through the

country PEP Kit protocol (which is to be attachedhe Country Security Plan as an annex, and
available in all radio rooms and duty personneddos)

EQUIPMENT and SUPPLIES

Emergency power supplyavailable for charging and operationcginmon-systemsommunications
equipment, office external security lighting antestessential equipment. Adequate reserve stdcks o
fuel to be maintained.

Emergency Food, Water, Medical, Sanitary and Shier Supplies (in non-perishable form) to be
stocked in preparation for use in concentrationfgpbunkers and safe rooms, storm shelters as
appropriate for the country and situation.

All personnel to prepahedividual Emergency Bags maximum weight 15 kg (33 Ibs) containing
essential documents, clothing, hygiene and medigaplies, ready for rapid evacuation or relocation.
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5.  UNITED NATIONS VEHICLES
5.1. AllUN Vehicles
a. Must be operated by properly licensed operators.

b. All UN vehicles appropriately registered witletHost Government and properly maintained.

c. All vehicles identified, where appropriate, WithN logos/flags/decals as determined by
prevailing local conditions.

5.2. _Non-UN VehiclesWhere UN staff travel in non-UN vehicles whiale @ot MOSS compliant, every
effort should be made to ensure that the UN peisdaame MOSS compliant (i.e. equipped with
communications etc).

5.3. UN Vehicle Equipment

5.3.1. _All vehicleqregardless of location)
a. First aid kit.
b. Fire extinguisher
c. Spare wheel, jack and appropriate tools.
d. Reflector triangles, battery-powered lantern, be#s.

5.2.2. All Field Vehicles (according to country situation):

a. 5 metre rope, strong enough to pull another fieldicle.

b. Shovel, hand-axe or machete.

e

Fire-lighting materials.

Q

High visibility sheet/flag,
e. GPS based tracking system for curfew, meve restriction and convoy monitoring.

f. Adequate drinking water, food and necessiiresluding blankets/sleeping bags) to support all
occupants for 24 hours (according to climatic cbads).

6. OFFICES, PREMISES AND FACILITIES PROTECTION
6.1. All UN Managed Buildings

a. All buildings occupied by UN to be compliant,avh feasible, with international building, safety
and fire regulations or the applicable laws oflilbet country as appropriate (including
construction for resistance to earthquakes or athtural hazards, according to local conditions).

b. Appropriate access control measures based emstzlocation of premises.

c. Separate entrances for personnel and visitdrsrarfeasible and appropriate, in compliance with
established standards (if/where applicable).
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Secured parking for authorized vehicles whep@piate.
Alternate/emergency exits from buildings andrfrmompounds.

Security and/oGuard force trained on appropriate surveillanceracdnnaissance detection and
reporting protocols.

6.2. Premises with Additional Risks Premises that are assessed to be at higfraiskterrorism are to

have:

a.

e.

Stand-off distance as estimated/advised by qudldert (taking scale of likely threat,
surroundings/approaches, construction etc intowat}o

Structural reinforcement, blast walls as requirdd&ed by qualified expert.
Shatter Resistant Film on windows and frame cagcher
Bunkers/reinforced rooms.

Surveillance and access control systems.

6.3. UN Personnel working in government (or other non-UN facilities

a.

To the extent practical, the DO and concehsatl of organization should request MOSS-
compliant conditions, to UN standards, for persommgking in non-UN premises.

Where this is not fully possible, the secustiviser should be asked to assess the premises to
if the security measures in place provide an edgmidevel of protection from the risks
identified in the SRA as that provided in UN-manageemises.

c. Where a MOSS-equivalent level of protectionasachieved, the DO and head of organization

concerned should consider, and negotiate with disé dovernment authorities, alternate means
of enhancing mitigation, such as:

(2). Allowing physical modifications to the worksmaactually occupied by the UN personnel.

(2). Re-allocating the work space used by the Uidgrenel (for example, to ensure that they are
as far as possible from external walls or likelyddst approaches).

(3). Adjusting work patterns to limit the exposwfdJN personnel within the government
premises.

7. SECURITY TRAINING AND BRIEFINGS

7.1. All new UN personnel and recognized dependentss applicable, briefed on/provided with:

a.

b
C.
d

Country-specific security orientation briefing
Summary/Extract of Country Security Plan and EvéonaPlan
Relevant Country/Area-specific Security Plan, S@Rs policies.

Compliance with all UN security policies.
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e. Copy of current MOSS and MORSS applicable to tig dtation.

f. Briefing and written handout on medical arrangermevailable in country and how to access
them or call for emergency medical assistance.

g. A copy of the Country PEP Protocol, which shouldafy PEP custodian arrangements, location

of PEP kits, and procedure for obtaining assistamtiee event of possible exposure to
HIV/AIDS .

7.2. All personnel provided with: UN “Security in the Field” booklet (latest vars)

7.3. Training:

a. All UN personnel to complete Basic Security for BErsonnel (BSUNP) and /or Advanced
Security In The Field (ASITF) online or by CD-ROM required for the duty station,.

b. All personnel to receive cultural sensitivity brrejs appropriate to country before or on arrival.

8. RESIDENTIAL SECURITY MEASURES

a. Minimum Operating Residential Security Standard ©®RES) will continue to be approved as a
separate country table, in accordance with MOR®8qulures as updated from time to time.

b. MORSS must take account of the relevant conclusibtise SRA with respect to the local law
and order situation.
9. _ADDITIONAL MEASURES:

9.1. Depending on the security environment &ardIRA, the DO and SMT may have to consider specia
measures. Examples of these are:

a. Personal Protective Equipment(helmets, body armour etc) to be stocked adeqoaia|f
personnel needs as indicated by the Security Rislegsment, and SOPs establishing conditions
for issue, carriage in vehicles and mandatory weari

b. Armoured Vehicles. In addition to providing a means of evacuating penel under fire in
extremis, armoured vehicles are an option wheresacis needed to areas which are marginally
under the “acceptable risk” threshold, and wheeeglis potential for resumption of conflict or
fluidity of nearby conflict areas.
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1. Policy issues
a. MOSS (CRP 3 and Annex A)
b. SRM (CRP 4)
c. Policy for provision of guard forces (CRP 5, Anax A, B, C and D)
d. Conference safety (CRP 6)
2. Security training (CRP 8, Annex A, B, C, D and E)
3. Critical incident stress management (CRP 9)
4. Information management issues (CRP 10, Annex A and)

5. The blast assessment working group (CRR.JAnnex A, B, C, D and E)
6. Implementation of career path for security professanals (CRP 12)

7. Local cost sharing issues (CRP 13)

8. Policy on close protection operations (CRP 14 andrkiex A)

9. Selection of Designated Officials ad interim (CRP3)

10.  Submission from UN Medical Directors to the HLCM (CRP 16)

11.  Terms of reference of the IASMN

12.  Briefing on the High Level Steering Committee Operdonal Working Group on Safety
and Security (CRP7, Annex A, B, and C)

13.  Other matters
a. Location of the next IASMN meeting
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Annex C

OVERVIEW OF THE SECURITY RISK MANAGEMENT PROCESS

Introduction

1. The purpose of this section is to explain the SRMnal SRA process and clarify the
responsibilities of those involved in the preparatin and review of SRAs.In order to do this,
however, it is necessary to outline those actisitiethe wider SRM process which connect with the
stages of the SRA.

2. The UNSMS Security Risk Management model is theagarial tool of the UN for the analysis of
safety and security threats that may affect itsqramel, assets and operations.

3. The Security Risk Assessment (SRA) is an integaal of the Security Risk Management (SRM)
process. All security decisions, security planrang implementation of security measures to
manage security risks must be based on sound 8eRisk Assessments. In addition to the
Country/Area SRA, an SRA should also be completedngver circumstances in a location or
specific programme vary significantly from thosetpining to the rest of the country.

4. Overall responsibility for the safety and secuatyJN staff rests with the Host Government;
however, accountability also rests with managegdl d¢vels, and not with their security advisers.
Security advisers must provide the technical sgcurputs and advice which allow UN managers to
make informed decisions for managing security riskscurity Risk Management therefore requires
good teamwork between those who plan and direcop®tations and those who advise on the
security measures which enable them.

Key terminology

5. The definition of Security Risk Management is:
SRM is an analytical procedure that assists insag#sg theoperational context of the UN;
andidentifies the risk level of undesirable events that may affect United Negtipersonnel
assetsand_operationgroviding guidance on the implementation of cefé¢ctive solutions
in the form of specific prevention and mitigatistrategies and measures with the aim of

lowering the risk levels for the UN by reducing ihgactand likelihoodof an undesirable
event.

6. The definition ofSecurity Risk Assessment is:
The process of identifying those threats which daifect UN personnel, assets or
operations and the UN’s vulnerability to them, asg® risks to the UN in terms of
likelihood and impact, prioritizing those risks andéntifying prevention andnitigation
strategies and measures

7. Threat andRisk are defined as follows:
Threat Any factors (actions, circumstances or eventsitvhave the potential or
possibility to cause harm, loss or damage to thicediNations system, including its
personnel, assets and operations

Risk The combination of thiampact andlikelihood for harm, loss or damage to the United
Nations system from the exposure to threats. Risksategorized in levels from Very Low
to Very High for their prioritization.
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Preparation
Phase

(The Security Risk
Assessment-SRA)

Execution
Phase

Programme
Assessment
(PA)
A
A J ) J
Threat Vulnerability
Assessment Assessment
(TA) (VA)
A A
vV
Risk
Analysis

Y

Mitigation
Measures

Y

Decision

Y

Implementation

Y

Review and
Update

The model is organized in two distinctive phases:

The Preparation Phaseas theSRA and includes:

Programme Assessmentefines the goals and objectives of
country programmes and operations of UN organinafi
reviews the justification for programme activiti@programme
criticality”), and identifies elements of the pragnme which
may require security support.

Threat and _Vulnerability Assessments,incorporates the
collection and deduction of relevant informatiohhey provide
the essential information required to determinatedts to the
UN and their associated risk. The appropriate gosernment|
authorities must be consulted during this process.

The sum of the three assessments provides a @saription of
the “UN_Security Situatich or operational context in th
country/area.

Risk Analysis decisions on current risk levels for each spec
threat are made based on the deductions provided fhe
assessments and are determined by the impactlatitidiod of
the event.

Risk Management Measurese identified after all availabl
information and actions are analyzed and incorgordor its
presentation to the decision makers. All measunesemted
must bdogical, feasible and relevant. Thinking outside the box
using creativity, experience and judgment playiaceat role in
this step.

The Execution Phaseancludes:

he

D

D

ifi

[¢°]

Decision the DO and SMT will select and approve the risk

management measures to reduce the current riskisl
associated to each threat to the UN. An Implememta®lan is
also decided and approved.

Implementationof the selected risk management measu
Often overlooked, this step is a critical elemehttte SRM
process. The DO and the SMT members must ensurehi
risk management measures are budgeted and impledném
accordance with the plan. Accountability does mat with the
analyses; it ends with full implementation of thequired
measures.

Review and Updatef the SRA. Continuous monitoring of th
security environment and updating the SRA is mangatAs
new information is received and analyzed, the teslel may
change (either higher or lower) for the particilaeat affecting
the risk management measures employed.

eve

res.

e
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Programme Assessment

8. The Programme Assessment is essential to the SRIAL & a distinct and separate part of the
process, which is a fundamental part of the Codstea Operations Planning process. The
Programme Assessment must be developed as a cali@eceffort between the responsible officers
of the AFPs and organizations (usually the prograrofficers) who will conduct the programmes
and security advisers (including agency securificefs where present) in order to ensure
“mainstreaming” of security at the earliest stafjl€ountry/Area Programme Operations Planning. It
is critical that security officers are consultedya all programme development to ensure that
security is included to avoid delays when prograsiare implemented.

9. The Programme Assessment should identify all okiNeAgencies, Funds, Programmes and
Organizations, that can be affected by the threlatshould assess how and why particular threats
could affect programmes, and also identify thoseats, which although present, are less likely to
affect the UN or may even be irrelevant to UN opers. A comprehensive picture of programme
activities should be constructed to allow integnativith security information.

10. The Programme Assessment should also contain sessament of the “criticality” of the
programme. “Programme Criticality” defines:

a. The benefits of the programme.

b. The consequenceBfer alia political, humanitarian, development, security aatety) of
not implementing the programme or cancelling astexg programme.

c. The extent to which other UN activities/programraes dependant on the programmes’
continued implementation.

The Security Risk Assessment (SRA)

11. The functioning of the SRA within the overall SRIvbpess is illustrated in the diagram below:
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12. A credible SRA is an essential pre-requisite todffiective management of risk; the objective of an
SRA is to identify and assess the nature of thes is a UN operation or activity so that thosesisk
can be effectivelynanaged through the application of mitigating measures.

13. The main risk management measures are preventise(ing likelihood) and mitigation (lowering
impact). Risk management strategies can alsotbgadzed as follows:

14.

15.

a.

Accept The unmitigated risk is accepted without thedniee any further mitigating
measures.

Control Implement prevention and/or mitigation meastoagduce the risk to an
acceptable level.

Avoid. Temporarily distance the potential target (EIN.staff, vehicles etc) from the risk.

Transfer Insurance, or sub-contracting implementatioath®r parties who can operate
safely.

Frequency of Completing and Updating Security iskessments

The Security Risk Assessment is a tool which igiag document and must be under constant
review by the CSA, DO and SMT. In particular, aidation should be carried out at each SMT
meeting when there is a change or developmeneifilUhN Security Situation” (the PA, TA or VA)
which could affect UN operations or activities, &dample:

a.

There is a change in the political situation oupnoming event of political significance
(e.g. an election) that may impact on UN security.

There is a change in operations (i.e. new roleiferUN or elements of the UN in country or
region).

Or when planning for:
i. A new mission to be deployed.
ii. The consideration and selection of new officesaailities.
iii. An expansion of programmes into new areas of atcpun
iv. Operations resuming after a programme suspengtmtation or evacuation for
security reasons.
v. Special events or conferences.
vi. New spending on security measures.

Validating the SRA must be a standing item on tpenaa of every SMT meeting. If new
information is reported that changes the SRA, austh be noted in the SMT minutes and the SRA
matrix updated to contain the relevant changes;losions and new recommendations which were
decided in the SMT.

Security Risk Analysis Table

16. The UN Security Management System has establisteefbliowing table for the evaluation of
“Risks Levels”



17.

18.

19.

20.

21.

CEB/2009/HLCM/3
Page 25

IMPACT

RISK ANALYSIS

TABLE Critical

Minor Moderate Severe

Negligible

Very Likely/

Imminent Medium High

Likely Medium High High

Moderately

Likely Medium High

High

Unlikely Medium Medium

O0OO0OI-rmx-—r

Very
Unlikely

To support the Risk Analysis process and the ifleation of Risk levels for each threat, indicators
have been developed as per the following guide;

Risk Acceptability

For risk levels identified as Medium, High or Vétjgh; “Acceptable Risk” is a relative term which
requires judgment, and not just the applicatiorutds.

The determination of “Acceptable Risk” is a criticd responsibility of senior managers within
the UN Security Management System The relationship between Programme Criticalitgl ¢he
risk to the safety and security of UN personneltnnesconsidered in the determination of
“Acceptable Risk”. Managers must constantly sttivéalance these two critical functions and are
accountable for their decisions within the Framdufor Accountability.

In order to determine acceptable risk, here areesqurestions that can be discussed throughout the
SRM process:

Identify programme / project goals In higher risk situations there will be a neegbtioritize these
goals. More important goals may dictate that tigaoization accept a higher level of risk to achieve
results.

Identify and assess the threats faced hese are the obstacles that threaten the achémteof
programme goals.

Identify the risk by looking at the likelihood and impact of thegéts affecting the UN and each
agency. Impact assessment is very important. Utadetiig how bad something could be is essential
to discussion of acceptable risk. In other wohasy bad an event can we accept?

Identify how to manage the risks identified In other words, this is putting in place measuhat

will lower the risk and evaluating if the measuaes working.

Over all, there is a need to answer a number ti€akiquestions.
a. "How important is the activity?"
b. "Will the anticipated gains justify accepting alnigvel of risk?
c. Has enough been done to lower the risk to a I&atlis reasonable to expect staff to take?"
d. "Do we think that the risks we have identified ar@anageable?"
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22. If the answers to the above are “yes” then conatd®r should be given to implementing the
programme. If the answers are "no" then alterpatptions should be considered to achieve the
programme goals.

Approval and Finalization of SRAs (including dispuiesolution process)

23. The process for approval and finalization of theAS&contained in the SRA guidance in the SOM,
however, the salient steps are:

a. CSA/SA submits draft SRA to DO/SMT, and copies R@Desk Officer informally.

b. DRO Desk Officer informally reviews the draft SRAdaprovides the CSA/SA with advice
on the following:
i. Compliance with format and process.
ii. Consistency with recent history of the region/count
iii. Actions and decisions adopted in respect to ahkyidentified as High or Very High.

c. DO/SMT approves the SRA in the SMT minutes, whichinclude and explain any
reservations or minority opinions and is submit@®SS.

d. Inthe event of significant differences of opiniconsultations will be set up with DSS
Headquarters and the concerned Agencies, FundBragdammes.

e. DRO Desk Chief officially endorses and returns $iftA to the DO.

Training

24. As agreed by the Secretary General, Chief Exec@oard (CEB) and the UNSMS Network,
training in the SRM methodology is mandatory foxDs, SMT members and security
professionals.

25. All United Nations officials who have specific seityiresponsibilities within the Framework for
Accountability must be cognizant of the SecuritglRManagement model and the SRA process.



