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l. INTRODUCTION

1. The Inter-Agency Security Management NetworkSMN) met at the International Fund for
Agricultural Development (IFAD) Headquarters in Rerfiom 26 to 30 June 2011. A list of
participants is attached at Annex A. The agendalighef documents considered by IASMN
members is attached at Annex B. This was the l&ghkian of the IASMN since its first meeting
in Vienna in 2000.

2. The IASMN members wish to express their gragttal|IFAD for hosting the meeting.

3. The Chair welcomed Mr. Michael Goon, Assistargsiient, Corporate Services Department,
IFAD who gave a short presentation that highlightezlincreasing challenges in protecting staff
and commended the UNSMS for responding to the nogiével of insecurity by improving its
processes to respond to new threats.

4. During the course of this session, the Chanmoduced to IASMN members via VTC, DSS’
new Assistant-Secretary-General, Ms. Mbaranga @hear. In addition, Ms. Lisa Spencer,
DSS’ new Aviation Safety Officer was able to papite in the 1% session and meet with
members of the Network.

5. Also during the course of this session, the NW\Sparticipated in a VTC with the Global
Conference of UNDP Resident Representatives thattvedd in Tarrytown, New York. The
USG, DSS addressed the conference on securitysissoiiowed by a question and answer
session. During the Q and A’s, a number of issue® addressed, including the relation of the
crime rate on the hardship classification of a dstiytion, how social unrest factored into the
security risk assessment, steps taken to impraugrise measures for local staff, and the need to
improve and categorize communications to the field.

Il. CONCLUSIONS AND RECOMMENDATIONS OF THE MEETING
A. Report of the IASMN Steering Group

6. The Report of the IASMN Steering Group Meetihgttwas held in Paris in May 2011 was
provided to the members of the IASMN for their infation.

B. Draft Policy for the UNSMS Security Policy Manud — Road Safety

7. The IASMN, at its 1% session in January 2011, was informed that Gen&sakmbly

Resolution 65/132 on the “Safety and Security oirldnitarian Personnel and Protection of
United Nations Personnel” requested the Secretaneél and the UN system to continue to
enhance road safety through improved initiativeprtamote road safety and to report to the GA



at its next (66th) session on road safety initegiv IASMN members agreed to reaffirm their
respective organizations’ road safety campaignghAtsame time, DSS agreed to reinforce its
road safety campaign and provide the next IASMNefatg Group with a draft policy on Road
Safety to be included in tH&ecurity Policy Manual that would encompass the UN Secretariat’s
administrative instruction on road safety, as vl other road safety policy initiatives from
IASMN members.

8. The draft policy on Road Safety was presentethéolASMN Steering Group at its last
session in May 2011 in Paris and was further revieiowing additional input by Steering
Group members after that meeting. The input reckindicated that the following four areas
warranted further discussion by the full IASMN:

a) Seatbelt use in all situations;

b) The inclusion of rented vehicles;

C) Requirements and timelines for medical assigi@esponse; and

d) Vehicle safety items that should be mandatorywmy recommended.

9. There was an extensive discussion at the oatsmit how a balance between general policy
and specific guidelines should be struck in thelreafety policy as members noted that the draft
policy contained too much detailed language regardiertain issues and questioned whether
more should be elaborated in SOPs, rather thandhedied in a policy document.

10. One member noted that too much detail was geavior some vehicle safety features listed,
such as head restraints and suggested that susty $sditures were the responsibility of fleet
managers and not the UNSMS. Regarding medicalganeies, concern was expressed over the
“golden hour” response time as this would be paldidy difficult to achieve in some deep field
areas. The representative of the UN Medical DoasttWorking Group (UNMDWG) supported
that the language used in the document referrinipeo‘golden hour” was non restrictive and
was there mostly for information. He emphasized thevas more important to have a plan in
place that works and to have staff adequately eédhito respond in a specified period of time,
especially in deep field locations.

11. Another member pointed to the need to be ash®w any reporting requirements in this
policy fit into other reporting systems. The pmsicident reporting system (SIRS) was not
capturing all incidents and the data was not beimtgred in a standardized way. One member
recommended that it would be best to refer to mapprin general terms because if SIRS
changed there would be a need to amend the polibg. Chair acknowledged that SIRS needed
a major overhaul which DSS had started to addréssay not yet be prepared to deal with the
reporting provisions of the policy as drafted. Amat member noted that there would be
difficulty providing local UN statistics and thaatonal statistics on road accidents would be
more difficult to obtain and in many cases wouldubeeliable. Further clarification was sought
as to when a road incident would be serious entoigbarrant completion of an incident report.
The Chair supported the idea that reports on reoaffict accidents should be made locally and
that such reports should only be made when theyersonal injury resulting from the accident.

12. Another participant recognized that there wffecult enforcement and image issues when
it came to UN personnel driving under the influenc&€he Chair agreed that the document
needed to be stronger and indicate “zero tolerafmetlriving under the influence of alcohol.



Another participant suggested that the documergreate the need for MOSS to include
provisions for road safety and that road safetydssalso be addressed in the country security
plan.

13. When it came to seat belt use, one member Wwagainst vesting a driver with the authority
not to move the vehicle unless all seatbelts wereectly fastened (i.e. UN drivers should not
have the same authority as an airline pilot). Theeds authority should not go further than for
reporting seatbelt violations. There was some dsiom about the circumstances when
passengers in UN vehicles would not have to wealr Iselts, but it was generally believed that
the policy should require all passengers to weatbg#ts at all times when driving in a UN
vehicle and that it was the passenger’s persospbresibility to comply with this provision. The
Chair agreed that it was important that the conadppersonal responsibility in safety and
security programs should not be lost here, anditheds the passenger’s responsibility to wear a
seat belt and not the driver’s responsibility téoece seatbelt use. There was also a need to note
the role that passengers needed to play in ensuved) safety and that road safety awareness
campaigns should also extend to cover personakhkeshand the safety of UN personnel as
pedestrians. DSS noted that the UNSMS could natatdichow UN personnel drove their
personal vehicles, but that the policy would noaktbs provide examples that could be applied
to personal driving.

14. Another member cautioned about the provisiguireng the UN to adhere to local driving
laws because in some countries there were lawsptioaibited women from driving that were
contrary to the principles of the UN when it camegender. DSS clarified that references to
local laws in the policy were only meant to apmiythe need for UN drivers who were operating
UN vehicles to do so with care and to adhere talltamwvs that supported safe driving. There
was nothing in the policy requiring that the UN adhto all local laws related to vehicle and
road use, including those that may be gender biased

15. It was also questioned whether it was the D&3pansibility to put in place many of the
provisions of this policy (for example, traininggdause DOs did not normally have a budget in
this regard. It was clarified that the DO had tesponsibility to implement plans and
preparations for these measures but that it wowdelach organization’s responsibility to
implement the actual measures.

16. The Staff Federations welcomed the document sugbested that a mechanism be
established to ascertain how the policy was bettiggged to and how to enforce non compliance.
It was highlighted that the image of the UN vis ia@ the local population was impacted
negatively because of bad UN drivers and the re@erdo this issue at the beginning of the
policy was welcomed. Further clarity was soughtas/hether the policy would apply to UN
personnel using UN vehicles for private use. D&@&fed that the policy in referring to “UN
drivers” is applicable to any UN personnel who drev UN vehicle and not just those hired as
drivers.

17. There was support from another member thanlaaipolicy in place for road safety was a
very important step forward and that it was theoesibility of all to comply with all security

and safety procedures, regardless of their leltelvas important to promote this policy on the
ground and to monitor how it is implemented at H@ & the field. While one member agreed
with the need to have policies and guidelines adrsafety in place, the important goal was



actually to minimize the number of accidents anatlde of UN personnel and civilians. He noted
that accidents mainly occurred when a UN car wasdniven by professional drivers and
believed that the document omitted a strong recomaiai@Bon that UN cars should be driven only
by UN drivers and not by private individuals. Theal pointed out that DSS did not have the
actual data to support that observation. Furtieigautioned on the unintended consequences of
inhibiting the UN on how it can operate.

18. The Chair emphasized that the need for thiseat was in line with the safety mandate of
the UNSMS, serving to illustrate what the UNSMSuddde doing for road safety. He informed
the IASMN that the General Assembly, concernedhathigh number of accidents and resulting
casualties among UN and associated personnel,cnsgious of the importance of road safety in
preventing casualties among civilians and Unitedtidda and associated personnel, had
mandated DSS not only to continue taking necessegsures to enhance road safety so as to
reduce incidents caused by road hazards, but @alsgpbrt on the steps taken to strengthen data
collection on and the analysis of road incidemts|uding civilian casualties resulting from road
accidents.

19. The Chair also stressed the need to have amenoa UN policy in place that could be
presented to HLCM. UNSMS members had different gpedi and different road-safety
requirements in different locations and this docoieas intended to strike a balance between
the various requirements. DSS had been running) saéety campaigns but without the use of
common materials and a common basis. He beligvadthis policy reflected the basis for a
common road safety program across the UN systenpeowided a minimum common baseline
for addressing this issue. At the same time, tiieypshould not prevent any AFPO from going
beyond this common baseline.

20. In view of the extensive discussions reflecéddve, DSS revised the policy during the
course of this session to take account of the sssaised and circulated the revised policy to
IASMN members for final approval. In so doing, D&&nfirmed that the policy required a
certain level of detail to make it clearly undenstable and workable in the field.

Recommendation

21. The IASMN approved and adopted the policy omd8afety that will be included in the
Security Policy Manual, subject to approval by the HLCM at its next sessi

C. Update on the transition from theField Security Handbook to the UNSMSSecurity Policy
Manual

22. The IASMN agreed to replace thesld Security Handbook (FSH, 2006) with the United
Nations Security Management System Policy Man8edufity Policy Manual or SPM) and at
its 13" session in June 2010, also agreed that the fieméibm the FSH to the SPM should
occur on a step-by-step basis because of the eggeirt to revise existing policies and develop
new ones. DSS has been coordinating the develdpofiesections of the SPM and presenting
them to the Steering Group and the full IASMN atheaession.

! This was mandated by General Assembly Resolugh3®.



23. At this session, the IASMN was informed of firegress made so far in the transition from
the FSH to the SPM, as well as the policy areasrdtpired IASMN attention for the transition
to be complete. DSS provided a “map” of the tramsj showing those FSH sections that had
been superseded by approved sections of the SRMhase FSH sections that remain in effect
and required IASMN attention. The IASMN was reqedsto provide guidance for addressing
areas in the FSH that required IASMN involvemerfobethey could be transferred to the SPM,
namely MORSS, SIRs, Arrest and Detention and theuigg Plan, taking into account that
working groups to cover some of the items were aksing considered. The IASMN was also
informed that the following sections of the SPM Wbrequire IASMN involvement before they
could be drafted:

a) Host Country Matters;

b) Premises Policy;

C) Private Security Companies;

d) Telecommunications Policy;

e) Information Security;

f) Blast Mitigation;

0) Crisis Management;

h) Medical Plans;

i) Continuity of Operations;

)] Fire Safety Issues; and

k) Procurement of Security Equipment.

24. DSS clarified that the IASMN Steering Group madommended that MOSS revision would
be addressed by the SRM Improvement WG in due epafter the WG finished its work on

likelihood, impact and SRA improvement. Considerihgt MOSS is effectively a security risk
management measure, it made sense to consider M@@8Son as part of the SRM

improvement process.

25. DPKO/DFS pointed out that further work to deyelpolicies on telecommunications,
information security, continuity of operations artsis management should not be conducted in
isolation as there were other efforts currently emachy within the UN system to address the
emergency preparedness aspects of these arease, Hbaticies on those areas should not be
developed independently and needed to take intouatdhe ongoing work on organizational
resilience management, which was moving ahead yuiokDPKO due to the imperative to
support field missions. It was vital that discoss take place to identify the linkages between
those various efforts. DPKO/DFS proposed to prowdermation to the next IASMN Steering
Group meeting on organizational resilience to infdhe future development of related policies
for the UNSMS.

26. The discussion turned to the availability af ®PM and FSH for UN personnel at large. It
was confirmed that the only official versions o&tBPM and FSH were currently available on
UNSMIN, but that access to UNSMIN was still limitéd actors in the UNSMS. Therefore,
UNSMS policies were not available for all UN perseh It was pointed out once more that
there were portions of the FSH that contained sgasinaterial vis-a-vis Member States. The
Chair however emphasized that because the FSH Iveagig freely available on the internet, (as
a quick Google search confirmed), keeping it frold personnel at large made no sense. He



further emphasized that the SPM was trying to moveards establishing overarching policies
so much of what was in the FSH would not necessappear in the SPM.

27. The representative from the HR Network souglguarantee that wide access would be
granted to the FSH and the SPM, especially as thEl Rad been widely used by HR

professionals. The Chair confirmed that just as Seeurity Level System, for example, was
designed to be shared on a wider basis, so tos@@sity policy intended for all personnel, so it
would be absurd to keep it secret. He recognikhat while certain instructions and guidelines
should not be open to everyone, the larger polaryto be made as widely available as possible.

28. One participant pointed out that the SPM hadyab been completed and reminded the
IASMN that its revision was called for by one oétBrahimi recommendations. He also asked
when the Security Operations Manual (SOM) was etgoketo be completed. DSS emphasized
that it first wished to see a strong policy framekvim place before a revised SOM was produced
and that perhaps an inter-agency group could ladblestied to produce this at a later date. The
same member however took the view that most ottdment of a manual could be updated by
the Regional Desks in DSS’ Division of Regional @iens. In addition, UNICEF offered to
share its own SOM that was expected to be availbpleearly November 2011. WFP also
expressed a willingness to share more tacticalejjuiels but agreed that there was a need to have
a very firm policy framework in place first.

Recommendation

29. The IASMN noted the update on the transitiamfrthe Field Security Handbook to the
UNSMS Security Policy Manual and agreed with the proposed mapping of the pdi®as
earmarked for further review. It was agreed thBRKD/DFS will provide a CRP for the next
IASMN Steering Group on emergency preparednessoagahizational resilience to ensure that
efforts already underway in the UN system to dgvegdolicies on these issues are taken into
account in the future development of related petidor the UNSMS.

30. The IASMN also agreed that it is necessaryaeeha strong policy framework in place
before work may begin on a new Security OperatMasual.

31. The IASMN endorsed the concept that the poli@nual will be made available to the
widest possible audience as an internal UN document

D. Update on the Work of the IED Working Group

32. At its 14th session in January 2011, the IASMBs informed that the United Nations
Secretariat's Policy Committee at its 13 July 20b@eting, decided that “DSS will, in
consultation with DPKO, DPA and all other relevait agencies, coordinate and facilitate the
development of a comprehensive policy on the UNfg@ach to Improvised Explosive Devices
(IEDs) that are part of active hostilities and &rgyN personnel and facilities. The policy will
be in line with humanitarian principles and takéoirmccount the experiences of IACG-MA
[Inter-Agency Coordination Group on Mine Action] mbers.” The IASMN subsequently
agreed that the development of an IED policy shdddexamined at the security inter-agency
level through an IASMN working group which, dueth@ upcoming Policy Committee meeting
on this subject, needed to be continued as a nadtferority.



33. DSS briefed the meeting that the IED Working@r had been reconvened and expanded to
include IASMN representation. The TORs of the WGraverovided. Participants were
informed that the IED WG was in full agreement dhtlae main issues, including that UN
personnel covered under the “Applicability” polio§ the UNSMS cannot directly engage in,
support or fund activities primarily meant to disaremove or destroy IEDs still “in play”. The
Chair added that if an IED is “in play”, then it st&omething for the national authorities to
address and not UN Mine Action or any other civil@ersonnel in the UN. UN civilians should
not get into the business of trying to remove ‘iayp) IEDs.

34. It was asked why the WG was only considerinBdEand not other weapons, and DSS
clarified that this was because the Policy Committad specifically requested a policy on IEDs.
DSS clarified that although addressing this issas ¥aking time, it was nevertheless moving
forward. The WG would provide a copy of the polimy endorsement to both the IASMN
Steering Group at its next session at the end ofehber 2011, and to the Mine Action
equivalent (the Inter-Agency Standing Group — Miation, or IASG-MA), before submission
to a Policy Committee meeting (date still to beedmtined).

35. DPKO/DFS pointed out that in South Lebanonddueacity existed for UN Peacekeepers to
remove live IEDs and that the military componentsuld do so because those IEDs were
targeting the UN. He confirmed that the WG wassobering carefully the issue of dealing with
live IEDs with respect to self protection, while senng that there are no unintended
consequences for others. He also noted that thgoped policy did not cover UN military or
police that are part of formed units in DPKO missio Another participant asked whether we
would not have a vested interest in directly deplith IEDs that specifically targeted the UN.
The Chair responded that we would but that UN aigsnshould not be the ones to do so.
Instead, we should turn to the Host Governmentcglezeping forces or other international
forces. Essentially, what we did not want was UMlian personnel engaged in taking IEDs out
of play. Another member added that going beyondt\aha considered remnants of war impacts
on the UN’s neutrality, also impacting the neutyabf UN Mine Action. DSS noted that the
WG was recommending the establishment of a pracedstermine if an IED is a remnant (and
therefore removable by UN personnel). Such a psoeesuld not fall under the remit of the
UNSMS but that of the Resident Coordinators and@pmate advisors.

36. The Chair reiterated the importance for the NAEto have a clear understanding of the
issues being considered here as when policy desigice made this will have an impact on the
AFPOs.

Recommendation

37. The IASMN noted the progress made in the IEDRivig Group to develop a comprehensive
policy on the UN’s approach to Improvised Explosievices (IEDs).

38. The IASMN requested that the draft policy bevied to IASMN members as well as to the

Inter-Agency Contact Group — Mine Action (IACG-MAefore it is presented at the Policy
Committee’s meeting on IEDs (date TBD).

E. Membership of the UNSMS/Membership Moratorium



39. The IASMN Steering Group discussed the issuenembership in the United Nations
Security Management System (UNSMS) and the Memamandf Understanding (MOU) for
non-UN entities as far back as 2006. In 2007, (k& MN agreed to the Steering Group
recommendations that “no new participation fromsaié the UN System can be accepted until
the new cost-sharing formula has been reviewedaamdiew of capacity has been undertaken”.
This “moratorium” on membership in the UNSMS wa#i@rced by the IASMN Steering
Group meeting in Florence in January 2008 whemgiréed unanimously that no more MOUs
should be signed with organizations seeking to floeefUNSMS, considering the current capacity
of DSS." The IASMN Steering Group in Lyon in Decesnb2009 further discussed the
moratorium on new membership and concluded, basedadous factors that the moratorium
will remain in effect for both local and global M@UWor the next 12 months.

40. Subsequent to this, four Inter-Governmentala@izations (IGOs) that already had MOUs
with the UNSMS, namely the Asian Development BankDB), European Bank of
Reconstruction and Development (EBRD), Internafio@aiminal Court (ICC) and the
International Organization for Migration (IOM), neested revisions to their MOUs because of
changes in the UNSMS over the years. Th& Sgssion of the IASMN in January 2011
approved a revised MOU template for this purposs# @greed to replace the sample MOU in
Addendum | of Annex P of th&ield Security Handbook. At the same time, the IASMN
confirmed that the moratorium on entering into 8ddal MOUs was still in force and that it
would be important to establish proper mechanisnisg@ocedures for membership, to specify
what services were going to be provided and torigleducidate lines of responsibility should it
be decided that the moratorium would be liftedutufe.

41. At this session, the IASMN was informed of Bteering Group’s recommendation from its
meeting in May 2011 to end the moratorium by agrg@éhat membership in the UNSMS should
be limited to those entities that are part of tHe &ystem in some way. The IASMN was also
briefed on the Steering Group’s recommendation Amatex P of the~ield Security Handbook
(FSH), which outlined the procedures for estabtighan MOU with the UNSMS, be abolished
and that there was no need for a similar policyh@& Security Policy Manual because there
would no more MOU s in future.

42. It was restated by some members that non-UiNesnshould not be part of the UNSMS until
such time as the system was more solid in its vemd that the moratorium had been put into
place because the capacity did not exist to deaéal avlarger membership. One participant stated
that it would have been useful to include an orgatnon like the African Development Bank in
the UNSMS and that his organization was considesomge sort of bilateral agreement with the
Bank. The Chair, in citing the Steering Group’samenendation to end the moratorium but limit
the membership to UN entities, pointed out thatdhly UN entity identified at present was UN
Women. He recommended that the IASMN support theer®8tg Group’s recommendation,
noting that the UNSMS was already struggling tovjte services for UN entities. While the
UNSMS could still provide advice or guidance toesthGOs, it would be with the understanding
that they were under no obligation to act on theiicad Further, different contractual
mechanisms in place for non-UN entities, as wethasexpected difficulty in holding other non-
UN entities accountable, would further complicatatters. One Staff Federation sought clarity
about what it meant to be a “UN entity” and askdtethier there would be a definition provided.
The Chair confirmed that rather than pin down oeénition where there is doubt about the



status of an organization, guidance would be sofrght OLA. The important consideration was
ensuring that the UNSMS was kept manageable anithbtp

43. Another member pointed out that there existatl global agreements and agreements at the
country level. DSS pointed out that the originalndr P of the Field Security Handbook had
contained four MOU templates — one local and owdall for both NGOs and IGOs. The new
template before the IASMN only considered globahiagements for IGOs. As MOUs with
NGOs (local and global), as well as local MOUs wiB0Os would no longer be possible, no
templates were prepared. The Chair indicateddhmatiler MOUs on the ground were a source
of problems, e.g. in Sudan and the Congo wherevithatdl agencies had signed agreements that
included evacuation arrangements for others. 3érged to provide a false sense of security and
was irresponsible in cases where evacuation wésuliffor those covered under the UNSMS.
Another participant confirmed that some agreem#rdgswere made in the field countered what
the DO had agreed in terms of evacuation and retogd.e. there were corporate agreements in
place that did not fall in line with what the DOchagreed. DPKO/DFS informed the meeting
that an MOU, signed prior to 2006, between MONU®@ an NGO supporting MONUC radio
stations, pre-dated the moratorium, and the arrapgées within the MOU needed to be
continued due to the high value of the programme.

44. Another member pointed out that more needdesktdone to implement the Framework of
Accountability for the UNSMS, e.g. TORs for all pennel and programs and projects should
include the responsibility for security - perforncanappraisals for individuals should include a
section on security responsibilities and evaluatiolestones for programs should also include a
security component. Another member questioned venglie real concern about including other
IGOs was based on perceived difficulties with innpémting the framework of accountability or
on whether the nature of IGOs would change thereaitithe IASMN as well.

45. The Chair reminded members that every AFPOsupposed to be drafting its own internal
accountability framework. At the same time, heogguzed that no time limit had been put on
that exercise. A quick survey of those presentciagid that 11 members had already approved
their own internal frameworks and promised to paevthis to DSS for circulation to IASMN
members. The Chair offered to send a note to ExecHleads of the AFPOs urging those who
had no yet done so to approve internal framewoflecoountability, to be provided by the end
of 2011. However, one member, noting that this waensitive topic, requested instead that it
be noted in this report that all members of the NMSwere encouraged to complete their own
internal frameworks of accountability by the endlod year. Another member asked if DSS had
produced its own internal framework of account&p#is well.

46. It was confirmed that limiting membership o tWNSMS to only UN entities would of
course not apply to any IGO that is already a piatthe UNSMS.

Recommendations
47. The IASMN decided that membership of the UNS8h8Suld be limited only to UN entities

and current members of the IASMN. At the same titee IASMN agreed to end the
moratorium on membership in the UNSMS.



48. The IASMN further agreed to abolish Annex Rh&fField Security Handbook and noted the
revised version of the waiver that is attachedertew MOU agreed to at its"14ession.

F. Budgetary Issues

I. Update on expenditure for current biennium (2010/201)
il Update on next biennium budget (2012/2013

49. DSS provided via VTC an update on expendifarghe current biennium 2010-2011, as
well as an update on the next biennium budget @d22013. The IASMN was informed that
DSS’ midyear budget performance report would besgeied once final figures were available
from UNDP. Although the report was due at the ehdune 2011, there was approximately a
one month delay in obtaining the necessary infaomat With respect to field activity in the
budget, the IASMN was informed that DSS was att®¥# expenditure level in the total year for
the 2010/2011 budget, which was right on targedbm& additional funding was expended for
surge capacity because of the situation in the ME&Bon. Almost $300,000 was spent just on
surge alone - something that could be absorbedapityrby rationalizing missions and security
assessment visits and shifting them to provide eswggpacity. There was no contingency
funding specific for surge requirements and anyfiag provided for this needed to be absorbed
from whatever resources were available.

50. The IASMN was also informed that once the Jfigeres were in, a report would be
provided to members that would provide a snapshdBamonths’ worth of budget execution.
From an HR perspective, DSS was heavily engageal necruitment exercise for the field to
accommodate all the posts granted at the beginofnthe 2010-2011 biennium. Presently,
according to the latest vacancy statistics, thezeevonly 5 vacant positions that remained to be
filled in the field at the inter-agency level anl 8t the local level, i.e. less than 10% of local
security assistant posts (LSAs). By the end ofl2@tlis intended that all international posts will
be completely filled and there will be 100% incumbge and maybe only a 4% vacancy rate for
local security assistant posts. This will afféwt £nd of year final tally which will be the basfs
the billing to AFPOs. Members were informed thatnaentioned during preparations for the
2012-2013 biennium budget, the Controller’s offiaetored in the appropriation a 14% vacancy
rate for 2010/2011.

51. Given that DSS had gone beyond that and waagiming 100% incumbency, members
were further informed that the appropriation pr@dawill fall short, which will affect the billing
that in turn will affect the final settlement. Bhwill also affect the 2012-2013 budget which is
also being calculated against a 14% vacancy rasehad previously been explained, for reasons
beyond the control of DSS, the Department will gt to carry this artificial vacancy rate
which results in a distorted level of expenditurattis then corrected at the time of billing.

52. DSS further informed IASMN members that the2@013 budget would soon go through
the Controller’s office and be presented to ACAB@r#ly thereafter. It was confirmed that the
resulting budget was virtually the same as theesented to the IASMN at its "1 4ession in
January 2011, and subsequently to the FBN and HLs&Mhere will be no surprises. Whatever
feedback is received from ACABQ will be transmittedlASMN members before the budget is
presented to the Fifth Committee of the GenerakAgsy in the fall of 2011.



53. One member asked whether the 14% vacancy rademiscalculated because it was quite
significant when in reality there is less than a\v&éancy rate. DSS not only confirmed that this
was not miscalculated, but reiterated that thiormftion was contained in the 2012-2013
budget proposals that were cleared by the IASMNer8tg Group in Panama 2010, the full
IASMN in New York in January 2011, and further ersal by the Finance and Budget Network
in early 2011. DSS further clarified that the 148terwas applied across the whole biennium and
that it was doing all it could to limit the damade.was further explained that when DSS
received the appropriation on 1 January 2010, theafiment was close to the 14/15% vacancy
rate. As posts continued to be filled, the vacaratg decreased. This issue had in fact been
raised with the Controller's office at the time thfe 2010 revised appropriation, when the
Controller was preparing the 2010/2011 appropmatioAt that time, DSS informed the
Controller’'s office that the vacancy rate was nogler sustainable and that this would create a
problem at the end of the biennium. Despite tthis, Controller maintained a vacancy rate of
14% for 2011.

54. One member expressed frustration at the applaek of two way communication regarding
funding issues. He pointed out that OIOS had daikes issue and suggested that perhaps there
needed to be an audit of DSS. DSS respondedttivatiid welcome such an audit if needed and
that OIOS was presently examining the Departmemni&s operations. It was further stated that
to fund a surge, other areas of DSS services needga unfunded and that it was very difficult
to devise a budget 38 months out with any certamty. no one could have foreseen the events
in the Middle East and North Africa region that eddup demanding significant additional
resources.

55. The Chair confirmed that the UN contribute802® the entire JFA. One consolation at
least was that DSS was not asking for additionatling and then not filling its positions. He
further informed members that the Department waslgoting an internal exercise to ensure that
its posts were distributed appropriately at headqua It is intended to conduct the same
exercise for DSS'’ field posts as two years downlitteeDSS is in a different position. He added
that it will be necessary to work together with #tiePOs to identify where all security officers
are posted throughout the world. DSS will try taplement this rebalancing exercise in
2011/12. DPKOI/DFS requested that its assets astakken into consideration as part of the
rebalancing exercise, particularly as it sometifnas an excess of staff in some locations and
also has certain unique capacities, e.g. closeegtion officers. Furthermore, conducting the
rebalancing exercise with the inclusion of DPKO/D®uld help to assess the security
occupational group holistically, as well as conitéto cooperation on the ground.

56. One member pointed out that AFPOs sometimesden@ putting in additional security
resources and were having difficulties explainingywhey needed to do this when they are
funding DSS for providing this service. He had algection to including everyone in the
security occupational group. The Chair acknowledgfeid concern and at the same time
explained that hopefully the rebalancing exerciselldl address this. It was not the intention for
the exercise to conclude that DSS wishes to haeQABfficers to carry out DSS’ work, but
rather that AFPO officers are sometimes neededemtare is a huge mission and there are not
enough resources available through the JFA to theelemand. It would be the decision of the
AFPOs to put more people on the ground or not andhnof this work can be temporary in
nature, e.g. either a surge capacity or a capksting two to three years. A fair argument could
also be made where AFPOs have people on the gemahdvhere the program demands are such



that there may not be a need for additional DSSquerel. The Chair concluded by pointing out
that the budget process in the UN was very comatek confirmed that DSS would provide a
budget update at every IASMN meeting.

Recommendations

57. The IASMN noted the verbal updates providedO8S on expenditure for the current
biennium (2010/2011) and on the next biennium bu@2@12/2013).

58. The IASMN expressed concern about the high n@acaate that the UN’s Controller
continues to assume in the budgetary process fibr the Jointly Financed Account and the
Regular budget of the UN.

59. Furthermore, the IASMN welcomed DSS’ effortsitmlertake a rebalancing exercise in 2012
intended to identify the number of DSS securityioaffs in each location, with a view to
assessing whether the existing distribution needbet maintained, according to needs. It is
intended that this exercise is conducted in conjanovith the UN secretariat departments and
the Agencies, Funds and Programmes.

60. The IASMN further noted that the Finance andidgat Network of HLCM had not yet

provided further information on the work of the HlAGwvorking group on Safety and Security
costs and pointed out in this regard that it haenbagreed at the $4session that the IASMN

would be provided with the draft report from the Vd€fore it was submitted to HLCM.

61. The IASMN noted that no conference room papas put forward for this agenda item and
specifically requested that a conference room phpegrrovided for all future budgetary agenda
items.

iii. Update on Locally Cost Shared Budget

62. At its 14" session in January 2011, as part of the revieth@fDSS proposed programme
budget for 2012-13, the IASMN was presented witlef@ort that included, inter alia, the initial
steps towards a systematic collection of data amirg cost-shared budgets. To that extent, the
report included a breakdown along eight activihe$ of locally cost-shared budgets approved at
the country level for the year 2010. Building twe texperience gained from that exercise, DSS
was engaged in continuing the exercise throughint@duction of 2011 data. While the
presentation for 2010 was recognized by the IASMMN atep in the right direction, the Network
indicated that a mechanism to provide for oversagid comparison of local costs between duty
stations be established. In view of the recommimilaDSS undertook to review alternative
data views that would assist the IASMN in general the agencies, funds and programmes in
particular to better budget their global resourmessafety and security, including studying how
to provide additional reporting on expenditureaatiand resources in relation to the number of
staff by country.

63. DSS provided a verbal update at this sessiothensteps taken to clarify the level and
reporting of cost shared data, with a view to gtleening inter-agency cooperation in the
exchange of financial and human resources datanmitie UNSMS. It was explained that to
date, DSS had received input from some 81 coundémesit was not yet certain whether more
data was forthcoming as not all countries havecallp Cost Shared Budget or include these



costs under common services. From the data reté&igen 81 countries, the cost indicated was
approximately $26 million dollars. DSS found thhe cost of items under similar headings
varied widely from country to country and that theality of data needed to be improved.

64. The IASMN was also informed that DSS had ater&d hiring a consultant to examine in-
depth the country cost shared budgets and whabweiag covered in order to identify what the
problems and the duplications are. However, ctadirection from the IASMN was first needed
as to exactly what the IASMN was trying to achigwe®ugh the examination of the country cost
shared budget and exactly what it was DSS needéeé tooking at. One member offered that
the IASMN expected the full implementation of thpecational guidelines that had been
developed in full consultation with DSS, which Heserved had not yet been implemented. He
pointed to, on one hand, the Headquarter contohusind then on the other hand, the country
cost-shared budget which was supposed to be foteduia October, reviewed in November and
sent to HQ in December. One latest example of whieeecountry security budget raised
guestions was in Nigeria just two weeks ago whiobmged a budget increase of 66% while the
security situation had improved significantly inuodry. This request seemed to correlate with a
budget proposal based on an SRA that had been ctadun 2009. He requested more robust
control on the part of DSS security officers an@gjioned how 8 radio operators in Abuja and
another 8 in Lagos could possibly be justified dmaav the cost shared budget for Sri Lanka
could support a fully funded P3 security officeringplement Saving Lives Together (SLT). He
noted that there were specific countries that vpeoblematic and despite repeated messages to
desk officers within DSS, there was no oversighgrdfie country cost shared budgets. While he
welcomed the offer from the USG, DSS to interveanéhe Nigeria case, he suggested that DSS’
regional desks be requested to provide updatednmafiion to the USG on other cases and
suggested that perhaps there needed to be mandedoriypng on handling such budgets. He
added that a WFP consultant had done extensive workhis subject which had not been
supported and therefore questioned the usefulrfessi@loying a consultant. DSS noted that if
WFP were to share with DSS the information/datdectéd by its consultant that a further
consultancy would not be needed.

65. Another member clarified that the work undegtaky WFP was done on behalf of the FBN.
DSS added that it was constantly monitoring theag\ystem to try and identify issues to be
corrected. However, to increase transparency éwdher, what was in Atlas needed to be
translated and sufficient data put on the UNSMINbsite. The Chair disagreed and believed that
there was already oversight on that system and wiest lacking was oversight from a
programmatic standpoint on what was being put @otntry cost shared budgets.

66. Another member pointed to the lack of any clegefinition on what can and cannot be
charged under a country cost shared budget whdthanmember, referring to the earlier agreed
timeframe for submission of country cost-sharedgetsl noted that there was still confusion
over what was covered and what was not and he atasure a consultant would fix this.

67. One participant pointed out that this issue Iheen discussed at length at th& &dssion of

the IASMN when some emphasized the difficulty wilhinning for additional resources as the
security situation changes so rapidly. There waeigeg agreement that there was a need to make
the locally cost-shared budget more transpareietter prepare for unforeseen situations. It
was not a matter of requesting special informabiahrather having a clear breakdown of costs
with good justification why these costs were needidvas also stressed that now was the time



to work as a team in a very coordinated way to eskiconcerns and that the days are long gone
when DSS prepared something and did not sharenitiisother UNSMS members. Although
any increase in field costs was a great challetigere was still a need to maintain the
sustainability of operations in the field.

68. DSS pointed out that much information was labé&8 on UNSMIN and that there were
broad categories that existed to define whetheost was DSS-related or covered a locally
shared area. It needed to be made clearer undepesticular heading what can be charged and
what cannot be charged. DSS promised to conveynigssage to DRO and the Desk Chiefs,
particularly the concerns that were raised whersibe of the country cost shared budget did not
match the security situation on the ground.

69. In closing, one member made the point thabday's age of oversight and accountability it

would be easier to obtain funds and make contolbstito DSS if there was a strengthened and
solid reporting mechanism in place that inspiresfidence. If it is known that more resources

are needed, communication of budget issues atdbetry level needs to be substantiated by
reports and communications to help the AFPOs cameviheir senior managers of the need to
fulfil those costs.

Recommendations

70. The IASMN requested that DSS provide writtendgace to the field setting out the
agreement reached at the IASMN’s™and 14" sessions, specifically that the country cost-
shared budget be circulated in country by 1 Octoléh billing issued on 15 November and
payments to UNDP received no later than 1 Marche guidance is also to include a reminder
outlining the eight major categories of locally ebared expenditure and a request that those
countries that had not yet updated their infornratio so without delay.

71. The IASMN also emphasized that any increasdsdally cost shared budgets would be

difficult to support without sufficient justificain. Where the security situation is improving or

deteriorating, the DO, SMT, SO and DSS’ Regionasi38”OSS should ensure that the country
cost shared budget is reflective of the securityrenment.

G. Mechanisms for Emergency Response — Modalitiesi@ Funding

72. At its 14" session in January 2011, the IASMN was presentdd avpaper on Emergency
Funding Mechanisms that outlined both the currdstaxcles faced by DSS in providing a “surge
capacity” of security professionals in a stand-bydento be made available for deployment at
short notice, as well as the difficulties inhereansecuring funding for emergency needs. The
IASMN decided that these issues required furthemeration and that DSS provide further
proposals and analysis in this regard. At the séime, the IASMN considered forming a
working group to examine these issues more cldsaf\this was decided against, primarily due
to the fact that financial expertise was best sbughnother forum.

73. At its last meeting in May 2011, the IASMN Stieg Group confirmed the IASMN'’s earlier
conclusion that the IASMN did not have the expertts develop funding modalities for
emergency situations. Recognizing that this walerg term project, the Steering Group
recommended that HLCM be formally requested torumes$tits Finance and Budget Network



(FBN) to examine the issue of how best to provide flinding to respond to unanticipated
emergencies in general. The Steering Group alssedghat the USG, DSS task its Division of
Regional Operations (DRO) with drawing up a sepadposals in the interim to address the
obstacles in providing a “surge capacity” of setyugrofessionals, including means by which
inter-agency cooperation could be strengthenelisnrégard.

74. At this session, the IASMN considered a pap®t treferenced the various funding
mechanisms that had already being examined andpteposals to address surge capacity in
emergency situations, with a view to deciding wketthese should be acted upon, require
further development or whether additional propos&eded to be explored. In this regard, the
Chair informed IASMN members of a recent proposait thad been made to secure funds to
strengthen security capacity in Libya. Unfortuhgt@ppeals for security funding tended to
yield a low response rate. Previous attempts hesh bmade to secure funds in emergency
situations through CERF appeals, but CERF functianere like a loan mechanism. The Chair
recognized that even though some extra-budgetamgirig from certain sources had been
received, and was grateful for the support WFP amHCR had rendered in providing
personnel on the ground, solutions needed to bedféor more satisfactory means of ensuring
funds could be available for emergency situatiods. recognized that DSS was competing with
the AFPOs for funds for the same purpose. Althaugas not expected that answers could be
found soon, there was nevertheless a need to tegu€¥Vi to examine whether there are other
alternatives.

75. The ensuring discussion focused on the avhtjabf surge personnel. One member pointed
out that when emergencies arose, those availablearalways the ideal people for the job —
sometimes the person who is the next most qualiieyailable (often FSCOs). In some cases,
an AFPO officer may be the best choice to provigepsrt, but at the same time the agency may
also need that manpower. The suggestion was maderthsuch cases, the AFPO security
officer, for example, could be deployed for the egeacy and arrangements could then be made
for someone less experienced to backfill the SQvds further suggested that perhaps DSS
officers should spend some time with AFPO'’s tolsew they operate. This would also provide
for good career development. Another participarteddhat times of crisis were not the best
times to send in a new security officer. In fagnding in the wrong person could make things
worse. It was suggested that DSS look into progda framework to utilize those who have
previous experience in the system as and when deede

76. The IASMN was reminded that there were twairis issues here - the funding and the pool
of personnel available for surge support. IASMNpEut was needed to put the issue of
emergency funding forward to HLCM with the view theerhaps the FBN Working Group on

Safety and Security Costs be requested to discoswgency modalities. Regarding the
personnel concerns, it was recognized that eachrgemey was different and needed to be
looked at closely as each emergency demandedeattfeersonnel, e.g. following the earthquake
in Pakistan different persons were needed to tmeseled for Benghazi and Tobruk. Much
advance work would be needed to ensure slots Wk ih a timely manner. What was perhaps
most important was the coordination mechanism.

77. UNICEF offered to share with DSS its new framk that classified levels of emergencies.
Another participant suggested that the new ASG $Ewho has extensive experience in raising
funds might also have ideas on the creation ofafsnd for security, as well as a corresponding



UN mechanism. As for providing more security offis during a crisis, the point was made that
during the crisis in Pakistan there was no shortageecurity officer's deployed, but rather a

lack of leadership that resulted in problems. Apotparticipant cited the Libya proposal as a
good example of evaluating what was needed, whedateto be facilitated and what benefits
could be sought from having a security setup. horts it was about defining results and having a
proper evaluation framework in place. Another membainted out that in his organization,

operations, programming and security persons weoeight together for training and then

evaluated to see if they could be deployed ingiri

78. The Chair informed the meeting that hard lesdwad been learned in the past year about
what is possible to obtain and what is not. Hesddhat officers on the ground needed to be
trained faster and better and be provided with tatep on what is needed to submit a proposal
in the appeal. It was suggested that DSS’ DivisibRegional Operations and Executive Office

convene a small group with some security focal {gobo further examine personnel issues

during crises.

Recommendations

79. The IASMN agreed to formally request HLCM atriext session that its Finance and Budget
Network (FBN) examine a variety of funding sourt@semergency needs.

80. In addition, the IASMN considered preliminampposals to strengthen surge capacity and
requested that additional proposals be developed exiplored by DSS in order that draft

proposals may be presented to the IASMN Steerimgi®at its next session (Nov/Dec 2011). It
is to be noted that the IASMN did not support tbeai that DSS hires a consultant for this
purpose.

H. Update on Saving Lives Together

81. As was the case during the IASMN’s™&nd 14" sessions, (June 2010 and January 2011,
respectively), as well as during the IASMN Steer@@up meeting in May 2011, DSS provided
an update to the IASMN at this session on the “&nlives Together” initiative. In so doing, it
was recalled that SLT was revised with the aim twéasnlining the recommendations and
providing clear guidance on roles and responsislit It was also recalled that the issue of
reliable funding remained at the forefront in lightt the ever growing demand for security
collaboration between the UN and NGOs.

82. The significant achievements that had been rapue the revision of SLT were highlighted
at the meeting, including the successful deploynterthe field of 8 “FSCO-Liaison” officers
(who are specially selected DSS Officers workingermthe SLT framework to provide security
support to the UN’s INGO partners operating in themanitarian cluster system) and the
development by DSS of a four point strategy to cemgnt and enable the revised SLT by:

* enhancing the UN Security Management System’s egagt on the SLT
Framework

* enhancing the security and safety of SLT partriieaugh the provision of advice and
services, which include coordination on securityaagements, planning and
implementation of SLT initiatives, sharing of infeation and analysis at both field
and headquarters levels



» responding to security requirements for humanitargperations including SLT
partners, in a timely manner (coordination, surgéssimns, mutual security
requirements in the Consolidated Appeals Procea®)Cand

» achieving the highest level of professionalism agh@8S FSCO Liaison Officers
and INGO security Officers.

83. The IASMN was also informed of the upcomingethday conference (SLT Conference Il)
that would be held in the Fall of 2011 that woutthl together all SLT stakeholders to review
the progress made since 2009. It was hoped tealABSMN humanitarian agencies’ security
professionals would participate and support thisaitive as they had in the past.

84. The Chair cited the fact that the level ofusi#g programming and security awareness
among NGOs ranged from excellent to poor and thaas certainly not possible to have a “one
size fits all” approach. He reminded members thatrationale behind developing SLT was not
to field a specific office but rather to set upraniework to ensure an NGO liaison capacity and
provide security officers with the capacity for piding advice. One participant wished to see a
better description of what the SLT framework is awdight further information on the NGOs
seeking cooperation with DSS.

85. UNICEF informed the meeting that the Inter-Age Standing Committee (IASC) would be
presented with a final paper in July 2011 confirgnthat the work of the Steering Group on
Security had been completed. The paper would r@goest DSS to report back on funds that
had been received and to examine the developmeamihzéchanism to be shared between DSS
and NGOs. In closing, he added that the Afghanisi&O Security Office (ANSO) was
functioning well and, as such, there may not beedrfor additional capacity.

Recommendation

86. The IASMN noted the progress achieved sincedhision of “Saving Lives Together” and
expressed continuing support for the program. R&MVN further supported that staffing for
SLT duties in the field should be funded using &tudgetary resources.

I. Armed Private Security Companies

87. Atits 14" session in January 2011, the IASMN consideredp@mpgroduced by the IASMN
Working Group on the Use of Private Security Congar{fPSCs). The Working Group had
been established to support DSS in taking the égagroviding input into the UN secretariat’s
Policy Committee meeting on the UN’s use of PSGd thas scheduled to be held in March
2011. After an extensive discussion during thatsises the majority of IASMN members
acknowledged that the use of armed private secooitypanies was a security risk management
measure that may be needed to be employed by thandNhat the IASMN participating in the
formulation of a policy for the use of armed PSC@®ud not be seen as supporting an
ongoing/open policy and a blanket endorsement wiedr PSCs. The IASMN subsequently
recommended that the IASMN WG on PSCs continuedkwvith the UN’s Policy Committee
Secretariat to prepare a proposal for submissidhedolicy Committee meeting.

88. The IASMN Steering Group was informed at gssson in early May 2011 that the Policy
Committee meeting had been deferred to 17 May. Sieering Group agreed that the 15th



session of the IASMN should be provided with theisiens emanating from the 17 May Policy
Committee meeting in order to consider how begirtmgress those decisions that fell within its
remit.

89. At this session, and following consultationthwthe Policy Committee Secretariat, the
IASMN was provided, on an exceptional bdsisjth the decisions of the Policy Committee
meeting that was held on 17 May, as well as with Bolicy Committee paper that had been
produced for that meeting, which was a result dlaborative efforts involving DSS, IASMN
members, other members of the Secretariat, asasakpresentatives from the agencies, funds
and programmes. The IASMN was informed that dutimg course of the Policy Committee
meeting, the USG, DSS had ensured that the objectioiced by WHO, UNRWA and CCISUA
during the 1% session of IASMN regarding the use of armed PSE&®wommunicated to the
Policy Committee. At the same time, it was madaicthat the use of armed PSCs was subject
to certain caveats that were also set out in tHEyPGommittee paper, including the fact that
armed PSCs were to be used only in exceptionalmistances and never as a first choice.

90. The conclusions reached during the Policy Cateenmeeting recognized that there were
risks inherent in using armed PSCs, but that tlvezee greater risks in using armed PSCs
without first assessing those risks properly anthoeut clear policies, safeguards, operating
procedures and mechanisms for robust oversightacep The use of armed PSCs required a
different kind of decision making, as well as colesation of how Member States would be
engaged in this issue.

91. As a result of the Policy Committee meeting Ioh May, DSS had been tasked, in
consultation with the IASMN, with developing a régory framework, including a contract
model by the end of 2011. Additional guidance eeetb be developed as part of a regulatory
framework to provide clarity on UN decision-makipgpcedures for the use of armed PSCs with
respect to screening procedures, standard opernatoggdures regulating their operations and
mechanisms for oversight and accountability.

92. UNRWA was satisfied that its comments had beeorporated in the policy paper that was
submitted on 17 May and was pleased that the gallitimbrella was now provided under which
to proceed with developing and implementing theisleas made. Noting that the IASMN WG
that had been formed to provide input into the &ofommittee paper had now been disbanded,
some members supported that work to progress tlegardg Policy Committee decisions be
considered in a new IAMSN working group as thisuessvould impact the whole UNSMS.
Another member supported the establishment of di4alistiplinary working group to include
others beyond only IASMN members. It was also tebavhether there should be made
available a full time professional from within D&Ssupport these efforts or whether it would be
best to hire a consultant for this purpose. Onmber believed that a great deal of the work on
this issue needed to first be worked out in-hoysedmsultants and then examined on a broader
basis to address the greater questions.

2t is to be noted that normally Policy Committegoees and decisions arising from Policy Committeestings have a very
restricted circulation. However, as the decisiarising out of the Policy Committee meeting hetd1d May 2011 called for
further action by DSS, in consultation with the ME, DSS sought and received permission for Sectutyal Points concerned
with this issue to be provided with a copy of btite Policy Committee decisions and the Policy Cottemipaper submitted to
the 17 May meeting.



93. Another member proposed that a temporary swoiube put in place to beat the timeline
imposed by the Policy Committee, i.e. the end dfl20He suggested that a working group come
up with an initial policy. The Chair however didtnsupport this proposal as he believed that
temporary policies would not meet the necessaryireaents. He pointed out that until such
time as a policy was completed, the Executive GromBecurity (EGS) would be used as the
forum within which to decide on the use of armedCB&nd added that there were already a
great deal of model documents available to conswdituding documentation that the Montreux
group had developed. The Chair did agree howevar BISS needed to provide dedicated
resources to fulfill the task entrusted to it bg fholicy Committee. Noting that diligent efforts
had already managed to produce a policy for theofiskeadly force and standard training for
close protection, he believed that this task wakacgy achievable and that it would be better to
relegate this to someone from within the Departnrafiter than to an external consultant to
ensure that the UN’s interest in this is protected.

94. WHO stressed that it was not in favour of usargned PSCs for mobile escorts and
expressed its fears that, if agreed, the use oé@mECs could become a MOSS requirement in
several countries. Moreover, WHO expressed coscewer the fact that the decision to use
armed PSCs was taken outside the governance meohaihithe UNSMS i.e. IASMN, HLCM
and CEB as clearly described in the Framework afolatability that had been endorsed by the
UN General Assembly, i.e. the decisions of the &acy-General were not taken in his capacity
as Chair of the CEB. WHO noted that the decisidissussed at this session resulted from a
meeting of the UN Policy Committee which comprisedy a few members of the UNSMS and
therefore those decisions were not binding forttadl participants of the UNSMS who do not
report to the Secretary-General or to the UN Poliommittee. WHO urged that the proper
established governance mechanism be strictly fatbfor such important decisions. He was
concerned about the caveat that PSCs should beamgdvhen an SRA had indicated that
protection by the host country or Member States imasfficient because this could apply to
many countries. He added that when we discussnéoessity to “stay and deliver”, it is
important that we impart a neutral and impartishg®a and resorting to PSCs goes against that.

95. The Chair disagreed that these decisions vedentoutside the governance mechanism of
the UNSMS and confirmed that the IASMN had beelyfehgaged in this issue from the outset.
The Policy Committee decisions called for furthetian to be taken and it was the intention to
take the conclusions of a new IASMN PSC workingugreto HLCM and CEB when the work
was complete. The Chair added that, before thiddcbe done, it was important to seek
guidance from among senior leaders in the organizain this issue.

96. Another member, who also supported the estabést of an IASMN WG on this issue,
viewed this as a great opportunity for the IASMNtale the initiative to regulate the use of
PSCs in a more positive way and believed that & waportant to agree on a timeline. One
member was concerned that the mandated timeliné@tmigt allow for the completion of the
work required. The Chair was not willing to agmeea timeline until it was clear what this work
involved. He reiterated the need to address gavemissues by ensuring proposals were put to
the IASMN, HLCM and CEB and pointed out that thdi®oCommittee would not be surprised
to hear that this process would take longer thagirally envisaged.



97. OLA recognized that there would be difficulti@sth working out political and legal
liabilities in connection with the use of armed RSCGHe pointed out that one of the deficiencies
of the original Policy Committee paper was thadid not mention political liability. He also
expressed concern over meeting the timelines athadati believe that this should be left only to
an IASMN working group or a consultant, but thatviaw of the complexity of the issue, more
of a dedicated effort was needed to ensure intattertion to it.

98. Another member added that there was also a teeeohsider internal communication with
staff on this issue because there will be manytgpres In fact, there were several aspects to
this work that needed to be considered carefullyaddition to communications, including
operational, political, legal and humanitarian &$pe He noted that the EGS might form its own
working group if needed and favoured leaving preougnt issues to the experts. Yet another
member noted that it could take years to deal wiklihe issues involved. OLA added that it
would take considerable effort and a push to reviéw procurement process which is
inextricably related to the development of modehtcacts. Whatever model is developed, it
would need to be developed together with the AFPOs.

99. The meeting was reminded by the Chair that tirae of the essence and that AFPOs needed
to start thinking about this. Every security sitoa was different and we did not have the luxury
of saying we should not be operating somewhereragas there were political and humanitarian
mandates to fill. He pointed out that staff in goafi the most dangerous duty stations would not
wish to continue working there without security taotors because they did not have faith in
the national forces. He reminded the IASMN that thendate of the UNSMS was to enable
programs and the tools must be in place to doAlbavailable options needed to be looked at.
In any case, PSCs were already being used in nogayidns and it was now clear that a decision
had been made to progress this issue. What wasaeets a plan for doing so.

100. CCISUA informed the IASMN that after the ti@gpcident in Mazar Al-Sharif, the issue of
having PSCs at that location had been raised dy bt and non UN persons and that staff are
vehemently opposed to the use of armed securiigenf from private contracting companies
and this is making them very nervous. This is aqiopular option and risks putting the UN
system in even more difficulty in the event of theath of a staff member. With all the
additional changes currently underway in the UNteys i.e. post cuts and changes to staff
entitlements, he confirmed that this issue was rdmuting to the general anxiety felt by UN
staff.

101. FICSA recalled its objection to the use of ednPSCs that was expressed during tHe 14
session of IASMN but recognized that now that denis had been taken it was important to see
how the decisions were going to be monitored. él@mawledged that this would be an ongoing
learning process. FICSA pointed out that staff ralynhave serious reservations about the
outsourcing of functions and activities, a practihat has increased over the last few years.
Although PSCs were intended to be used only astadaort, FICSA was concerned that PSCs
could be used beyond exceptional circumstancesicpiarly if it was found to be a cheaper
alternative to in-house security. In its view,etgfand security issues could not be treated as
other administrative activities that were outsodrcas we are dealing with the life of staff and
their families. Furthermore, FICSA wished to knawere the budget for private contractors
would come from. Both FICSA and CCISUA requestede part of an IASMN working group
on PSCs — a request that was supported by the IASMNoy DSS.



102. In response to the concerns expressed b@ttfe Federations, one member pointed out
that PSCs were already being used as an absoliteekort. However, this was not the case
system-wide. The IASMN needed to take this furtiied respond to the decisions made. The
Chair acknowledged that some IASMN members contirtaeexpress the view that decisions to
use armed security contractors could have seriepercussions for the UN in terms of
reputation, legal liability, and image. The questwas how to socialize those decisions with
employees in the UN system. He confirmed that D&@ld devote additional resources to
completing this task, that best practices woulddo&ed at and at the same time, it would be
borne in mind that the UN is a unique institutitiattneeds to develop policies and procedures
that recognize and acknowledge this. While all kéfavould be made to work diligently to
finalize the work mandated by the Policy Commit®®&S would inform the Committee that, at
the very least there would be significant progregerted on this issue before the end of 2011.

Recommendation

103. The IASMN took note of the decision of thei®eary-General following the meeting of
the UN Secretariat’s Policy Committee on the useawhed private security companies and
agreed to form a working group to include OHCHR WBRDP UNICEF UNHCR OCHA
DPKO/DFS FAO, DPA, FICSA, CCISUA and DSS to progrése decisions made by the UN
secretariat’'s Policy Committee on the use of arpeddate security companies. It was agreed
that DSS would devote additional resources testsgithe working group before it is convened
in order that the first draft of proposals by th@Ming Group may be presented to the IASMN
Steering Group at its next meeting (Nov/Dec 201ih).this regard, the IASMN supported that
DSS inform the Policy Committee Secretariat of thmgetable.

J. Security Arrangements at External Events, Confegnces, Special Conferences of the
Secretariat and meetings, sponsored or organized kynited Nations System Organizations

104. The IASMN was informed that DSS had issuedigines on conferences and external
events sponsored or organized by UN system orgamizain April 2009, given that the
Department supported a large number of externaitevend conferences each year. The broad
variations in size, scale and security requiremdatsthese specific programmed activities
necessitated the revision of this guidance. Sulmsdty, revised guidelines were produced that
clearly delineated the DSS security managementegsss in order to improve the efficiency
with which DSS can support the security requiremamid successful delivery of external events.
The revised guidelines also provided an overvievh@i/ the preparation and organization of
external conferences should be conducted.

105. Although it had been pointed out to the IASNBering Group in May 2011 that the

guidelines and supporting documentation are notliGgige to the Agencies, Funds and

Programmes, in recognition of the fact that thesex/ guidelines could nevertheless have an
impact on the Agencies, Funds and Programmes piantig with respect to attendance at or

sponsoring of major conferences, DSS believedth®atevised guidelines should be provided to
the full membership of the IASMN for informationfoee they were promulgated.

106. Accordingly, at this session, the guideliard supporting documentation were provided to
IASMN members who were asked to provide their comiie It was noted that the guidelines
did not apply to regular meetings coordinated lgyWUmited Nations Country Team nor did they
apply to the regular schedule of meetings for UWhi&tions Agencies, Funds and Programmes



at duty stations in the countries where they aesgmt. One member indicated that he did not
have any problem with the guidelines as long ay tleenained as guidelines and not policy,
emphasizing that they are not applicable to the @Rt was confirmed in this regard that the
guidelines would not be included in tisecurity Policy Manual. It was also noted that the
guidelines referenced additional tasks that hadh betegated to the AFPOs that had not
appeared in the previous guidelines and that inseethat there were items included in the
guidelines which could add to the workload of tHeAC One member observed that the request
in the guidelines to provide for at least 6 montmstification of conferences was not realistic as
often the sponsoring organization was not in cérdgfdhe organization hosting the conference
and added that this was something to be takeractount in any new guidelines.

107. OLA clarified that the General Assembly regdithat appropriate legal agreements are in
place with countries for the hosting of conferenaesy from headquarters and that generally, if
the conference was at the invitation of a MembateSthat the host country was responsible for
the costs. For large conferences, pre plannints cesre also absorbed by the host country. He
added that host countries have conference agresmenplace to deal with questions of
privileges and immunities to ensure that delegatiare treated properly and to ensure there is
the legal framework in place to deal with third tyaliability. For larger conferences, DSS
would conclude a separate MOU with the host cousgigurity authorities to ensure coordination
and cooperation. Further, it was to be noteddhang the period of the conference DSS would
be in control of the territory temporarily defines UN territory for the purposes of the
conference and that the provisions would differedefing on whether the conference was meant
to host 20 or 2000 persons.

Recommendation

108. The IASMN took note of the revised Guidelinleat had been devised by DSS’ Security
and Safety Services. Members of the IASMN weretéavto submit further comments on the
guidelines directly to DSS.

K. Host Country Relations

109. The IASMN agreed at its 4ession in January 2011 to end the pilot on Mttt
Country Security Agreements because this effort ribtl receive enough support from either
Designated Officials or Member States and it wasgaized that any further efforts to advance
this concept would not be well received. In notthgt two previous related initiatives that had
been launched (i.e. creating host country liaisommittees and host country supplemental
agreements) received a similar lack of support, I&®&MN further agreed to explore a more
holistic approach to strengthening host countryatiehs, including through a number of
enhancements to training, compliance with secuypitjicies and procedures, and enhanced
communications with Member States.

110. It is to be recalled that the impetus behihmel measures cited above and the continuing
need to strengthen host country relations arosemnigtby the fact that improved host country
relations served to improve the security environimfen UN personnel, but that there were
specific recommendations in tiReport of the Independent Panel on the Safety and Security of



United Nations Saff and Premises (a.k.a. “the Brahimi Report”), that called for &ffs to be
taken in this regard.

111. In light of the more holistic approach tesgthening host country relations decided by the
IASMN at its 14" session, the IASMN Steering Group at its last isesin May 2011,
considered ways in which to move forward on theiotsr enhancements proposed. At the
Steering Group’s meeting and to stimulate discussim this issue, DSS provided two
compliance survey samples that focused on cooidmaand liaison with host country
authorities, diplomatic missions and other intaorel organizations, as well as an updated
matrix of the status of the recommendations of Brahimi Report that highlighted the
recommendations specifically relating to host courgsues. The Steering Group noted that the
crux of the issue was how to identify if relatiomgh host country authorities were adequate or
needed to be improved, and recognizing that DSSptiante missions alone would not provide
a global picture of host country relations and areipriority action, the Steering Group agreed,
as a first step, that a proper tool needed to tabkshed to assess and subsequently monitor host
country relations. In this regard, it was agresat DSS develop a draft survey on Host Country
issues that could serve as a self-evaluation mwoDOs, SMT members, Security Advisors and
Area Security Coordinators to be able to obtaiaidyf credible picture of where relations with
the host country stood which in turn would allow focused remedial action to be taken where
improvements were needed.

112. At this session, the IASMN was informed ttregt idea of a survey to assess host country
relations was not a new one, as from December 8906ly 2007, DSS had conded a survey of
Designated Officials (DO)’s views on security cbli@ation with the host countries in which the
United Nations operates. The IASMN was also infatnigat the recent recommendation from
its Steering Group to devise another survey diffdrem past efforts. For one, it was proposed
that there be an annual survey to ensure the noostnt information was captured. Second, it
was proposed to seek input from a broader clienteglenot only DOs, but also SMT members,
Security Advisors and Area Security Coordinato&ample survey questions were provided to
IASMN members.

113. The IASMN supported the idea of a survey @ltime lines proposed, although some

reservations were expressed about the capacitgnre £ases to truly assess the attitude of the
host government toward the UN in country. Thers geaneral support for extending the survey

to a broader client base as in many countries s tva SA or CSA that had a direct relationship

with host country authorities on security matters.

114. Regarding the capacity to assess the attafittee host country towards the UN, the Chair
pointed out that if the situation so warrantedyatuld be enough in some cases for replies to the
survey to merely indicate that host country relaiovere not what they should be without
needing to go into great detail, as such a statemetself would provide a general indication of
where relations stood. It was hoped that the suceaild also reveal whether in cases where
problems were raised with the host country autiesiitthese were addressed accordingly.
Certain information could only be gleaned from thwty stations directly and there was a need to

% The specific recommendation that drove effortsasider host country supplemental agreements,doosttry liaison
committees and model host country security agretswead: “...that a working group of senior UN oféils led by the
USG/DSS and Member States should urgently propesgtipal guidance for a best practice mechanishetp ensure ‘buy in’
by all Member States into the requirements of mtotg UN staff and premises worldwide.”



check this at least once a year. The Chair beali¢kat there is a perception that we cannot be
honest but at the same time, there is a need ltdndst country authorities that they are not

fulfilling the UN’s needs when this is the casendfving the attitudes of the host country and

others was crucial to realistically understanding tritical threat environments we are facing.

The Chair hoped something like this survey couldes¢éo change attitudes and he would like the
security officers, SMT and DO to complete a suriey this once a year.

115. Several members viewed this survey as driicd agreed that it should be completed on a
regular basis as this would contribute to keephngy $RA as credible as possible. It was also
suggested that further consultation on the suneyridertaken with DOCO. Another member

noted that DOs may not be wholly honest in comptethe survey and proposed that there be
some type of indicators established, perhaps b$ME, to assist in the survey process.

116. Further questions were proposed by IASMN nmemfor possible use in the survey that
addressed such issues as the control of movemgnkéCbauthorities, the time span for the
release of security equipment (customs or licengbke)reaction time on requests, whether host
countries charged for services rendered and whétleee were any accreditation issues. It was
noted that the issue of accreditation was trickshat a CSO or CSA was not formally accredited
to the government. One member raised the problatsttme AFPOs had, i.e. that their security
focal points were excluded from meeting with hasteynment officials who would insist only
on meeting with the DSS security officers whom thieywed as the main focal point on security
issues.

117. Another member saw the survey as a means lmhwd promote the relationship between
the DO, SMT and the host country. Relations whih thost country were key for security. It was
hoped that the survey and any initiatives arisiognfit would encourage the host country to be
more cooperative with DOs and SMTs. He addedithabuld definitely help to coordinate the
activities of SMT members. Another member also sujgol that trying to get proper support and
assistance from the host country should be a ¢oléeeffort and not be left only to the DO. The
results of the survey could lead to actions thauldiosupport better coordination among
organizations on the ground and it was hoped tlestirvey could be conducted at least once a
year or more often if possible. One staff federatioted that an improvement with host country
relations could also go a long way in improving #simation of local staff. Some members
offered to provide indicators to DSS, as well aditi@hal questions addressing Status of Forces
(SOFA) agreements. It was cautioned by one mertiiagroverstating good relations with the
host country was dangerous.

118. In the context of the discussions, it wasdskhether the UN Secretary-General consulted
with DSS on host country issues. The Chair confirigat when the Secretary-General was
either visiting somewhere or meeting with Membeait& and security issues were addressed,
DSS was always consulted to provide input and nglkoints. However, DSS could be doing
more when it came to raising issues to be discugsadicularly its regional desks had an
important role to play in identifying and keepingr@ast of issues. Noting that many in the
UNSMS had expressed dissatisfaction with what #ggonal desks were doing and expected
more, he added that it would help remake the pymale of the regional desks if they were
asked to concentrate more on issue-based concdhes than fulfilling information based rote
requirements. Issue based information could theralsed with the DO, the Secretary-General



and others. In closing, he requested that IASMN s submit to DSS the information they
wish to be captured in this survey.

Recommendation

119. Recognizing that in order to strengthen supfrom host countries for the safety and
security of staff and premises it is necessaryirst fdentify if relations with host country
authorities are adequate or need to be improvedlABMN agreed that DSS develop a survey
to assess host country relations. To obtain inparhfa broad range of clientele and ensure that
the most current information is captured, it wadhfer decided that such a survey would be
provided to the SMT, DO, CSAs, and SAs on an anibaals. It was also agreed that DSS
would develop the survey questions, with input fi&&8MN members.

L. Information Management

120. The IASMN was presented with a paper outljrthne progress in information management
that was made in 2011 with respect to the impleatent of the new security clearance system,
(TRIP) which currently sees the processing of appnately 5,000 security clearances per day.
In addition, the meeting was briefed on the impletagon of the new security level system,
specifically the mapping of new security level &¢809 SLAs ) that were created to reflect the
distribution of a threat within a country.

121. The status of three issues that requiredhdurattention by DSS was also brought to the
attention of IASMN members at this session, nanaglgrrangements for ensuring that all users
can access the UNDSS web based resources usimgla siser ID and password; b) wider
circulation of theSecurity Policy Manual as an internal UN document and c) the posting ef th
Women’s Security Awareness Training (WSAT) modulketbe UNSMIN website to provide
materials to trainers and facilitators.

122. The Chair stressed that the main purposefofration management was to be able to
provide information that should be used to makeebeadecisions. To be of greater value,
information should serve a dual purpose — feed doision- making during crises and be
suitable for daily use.

123. WFP appreciated that WSAT was now postedheJNSMIN website and would be made
available to trainers and facilitators. Howevewas still awaiting feedback on SIRS from DSS.
Another member, while commending the DSS travelsaty which contained extremely useful
information, noted that it still remained technigal that it indicated the security level and
security area, while staff wished to see more prakinformation included, e.g. information on
appropriate accommodation and commuting detailsotler member pointed out that, while the
travel advisory was a comprehensive document, & nd easy to update on a weekly basis and
that it would be difficult to include all necessanformation. He noted that those receiving
security clearances were able to obtain generafnmtion for the country so that one option to
be considered would be to create links with theuggcadvisory to TRIP, rather than include
information separately in a weekly travel advisgkpother noted that it was more important that
staff actually used the information in travel adviess and that DSS may wish to check how
many staff had their profiles established.



124. Another member, while commending the workedon UNSMIN also noted that links to
MOSS, MORSS and SRAs were lacking and requestedtiiiese be uploaded/linked to the
UNSMIN country profile listings. Some members bedd that certain sub-data or pages of
UNSMIN could be offered to other users, i.e. nocusity professionals and those with specific
needs for certain information. DSS clarified ttte# Security Focal Point may request access to
UNSMIN from DSS on behalf of those who may reqaiceess for specific information.

Recommendations

125. The IASMN greatly appreciated the progredsiea®ed by DSS in 2011 in improving
information management capacity in the UN secumignagement system, while noting that
further improvements in information management capavere needed.

126. Regarding the Women’s Security Awarenessnirrgi (WSAT) developed by a WFP led
working group, the IASMN reiterated the importamégresenting WSAT training in its entirety
and on a face to face basis.

M. OCHA To Stay and Deliver

127. OCHA introduced a study that it had conduateditied “To Stay and Deliver” that
addressed the issue of operating in complex hglhenvironments, which was led by Mr. Jan
Egeland, the former Under-Secretary-General for ghitarian Affairs and Emergency Relief.
It was pointed out to IASMN members that over thetltwo years, most AFPOs had been
confronted with security incidents that impactetivdey and assistance to the local population.

128. The study covered 6 complex emergency envieosnand more than 230 people from the
level of USG to program officers participated in iin addition, a questionnaire had been
distributed to more than 1000 national staff.

129. OCHA explained that one of the objectivesh# study was to share a number of best
practices on how the UN and the AFPOs operatedeasawvhere there was not direct access to
the population in need of assistance. One observ#tat arose from the study was that while
the number of conflicts had decreased in 2010, mthmber of casualties had significantly
increased. In some years, up to 100 people wédlexl kseverely injured or kidnapped in the
operating environment. While these numbers ine#shad to be noted that this occurred in a
few operating environments like Afghanistan, Somand Sudan, as well as more recently in
southern Sudan and Libya. The problem was thatmtbee dangerous the environment, the
higher the humanitarian needs. The dilemma wasptvate and deliver where the UN would
not normally go.

130. The point was made that in the humanitar@rext, avoiding all risk was not possible, as
delivering in high risk environments entailed sonsk. Zero risk does not exist. This was
something that was well accepted in the humannas@nmunity. Attempts are made therefore
to try to optimize all the mitigating factors arabk at program criticality and the importance of
delivery assistance and measure the risk. Onceialinformation is available, it is hoped an
informed decision is taken.



131. OCHA further pointed out that when the USG3had attended the Humanitarian
Coordinator’'s conference in Montreux, he explaitieel shift in the UNSMS from risk aversion
to risk management. A shift from “when to leave’*how to stay” which was not just about
staying for the sake of staying but staying towaeliand ensure effective access to the population
in need. The USG, DSS at that time also spokbeoheed to ensure that this mindset permeated
the SMT and DOs who needed to take informed dewsidOCHA did not believe this mindset
had yet taken hold in the field where too often D@ and SMT were relying solely on
instructions relayed by the CSA. He believed tisk aversion still exists within SMTs and
more work needs to be done to change this mindset.

132. OCHA also pointed to a recent meeting of mitagan principals that had been held in
May 2011 where all recognized that there was a&tiing way to go between what we claim we
want to do and what the reality on the groundlis.this regard, he emphasized that when this
report was published, the UN was evacuating ctistaff from Tripoli and Abidjan just at the
time when we were talking of how to stay and delivéé would be important to have security
officers who had a better understanding of what d&mitarian programmes mean and why there
should be higher acceptance when a programme éss®s$ as being critical. This can only be
done if interaction was enhanced between the CS&EA &hd members of the country team.
There needed to be a better understanding of thiexioof where we are operating and what the
needs of the AFPOs are. OCHA further explained #itaeptance did not mean acceptance of
traditional interlocutors, but in complex environm& this meant acceptance by the local
population and local communities. There was a rieedialogue with the population to show
that a difference could be made in alleviating esurfig of the people. He cited examples in
Afghanistan and Somalia where humanitarian acceasddchave been extended through
interaction with community leaders.

133. OCHA also explained that when we talk abdatstay and deliver” there is a cost and the
issue of covering this cost had not yet been addces More fundraising was needed to support
operating in high risk environments. While he ratdagd that acceptance was key, he also
recognized that, even though there were situatidrese there was no other choice but to accept
armed escorts, better protection and better bupkesorting to bunkerization, excessive
hardware and armed protection unfortunately conyetye impression that the humanitarian
organizations had an agenda that was not compatikiheproviding impartial assistance to the
population. Further, in too many countries, the Wak seen as being too westernized and this
show of protection did not help improve the accepéa

134. OCHA emphasized that humanitarian principtdsmattered. He was not interested by
organizations stating that they are not deliveand noted a dangerous trend during the last few
years where AFPOs pretending to be impartial andralewere acting in a different way on the
ground. In Afghanistan, for example, for many gedine humanitarian agenda was off the table
because the agenda was political. Another exampke Gaza where some donors had a ‘no
contact’ policy. Translated into a program, thigamt that INGOs could agree to operate
programs in Gaza only in those zones not underctirdrol of Hamas. He believed this
undermined the legitimacy of the humanitarian orzgtions operating there.

135. Turning to the issue of national staff, hédved that it was not just about the question of
evacuating local staff but the need to be more ¢naia overall about local staff. He concluded
by pointing out that the study contained quite anber of ideas on how to operate in high risk



environments which can only be accessed if the hitaréan organizations can show on the
ground that they are honest brokers and provideessistance. He stressed that the results of
this study did not represent guidelines or poliag anvited IASMN members to distribute the
study quite broadly to promote best practices armalige food for thought for colleagues
operating in high risk environments.

136. The Chair pointed out that when the authdrshs study had approached DSS in
2005/2006, DSS did not cooperate with them. Thas wo longer the case and although he did
not agree with everything in this report, the stulity serve nevertheless to highlight that there
are really problems out there and those real issug#e captured in this report. He encouraged
IASMN members to read the report and informed tleetng that it had already been distributed
to every security officer in the field. Cooperatibetween OCHA and DSS was a win-win
situation and he heralded a close relationship @etmDCHA, DSS and the IASMN.

137. One member was not pleased with the repadhndeemed to go overboard in criticising
the way in which humanitarian operations were prédgeonducted. He added that no one in
any humanitarian agency viewed bunkering as aroo@nd that the issue of ‘good donorship’
was not emphasized in the report and that thisamaissue to be considered in light of the fact
that some donors would not sponsor efforts in paldr countries. Another member welcomed
the report, noting that much of what was refleateidrored his organization’s own operating
modality. He believed that the report should bd p&the toolkit of a security officer in the
field. He also asked how the elements in the tepauld be operationalized and how persons
could be positioned as problem solvers to ensufe dalivery of programs while keeping
personnel safe. Only focusing on staying safefoeted the traditional paradigm over and over
and he believed that while a security officer Hasright and the obligation to say no in certain
circumstances, before doing so, that thinking nmhestchallenged. In this regard, he looked
forward to working with DSS to find ways to movevard.

138. Another member noted that the report encadratjalogue with non-state actors in a
number of practical areas. He advocated for threrie train humanitarian colleagues in risk
management. Another member cautioned about stdtatglocal staff were more at risk than
international staff and added that acceptance meahtUN agencies operating in areas needed
to ensure that their activities were clearly unttexd and accepted by the stakeholders. It was
not only about bunkerization but ensuring that pessfully understood what the humanitarian
organizations were doing.

139. DSS informed the meeting that it was involwedhe OCHA led working group on
humanitarian space and that it was important tp atgay from dogma and bunkerization and
examine in what context acceptance works. Nadidlwas humanitarian aid and some parts of
the UN were not involved in humanitarian prograni$ierefore there was a need for clarity in
framing this issue conceptually and it was hoped the study would launch a clear fact based
discussion on how to move forward.

140. The Chair stressed that acceptance wasudisditute for security policies in any shape or
form and believed that the UN still had a greatl d@éavork to do on this issue. He was greatly
concerned with training security officers and tyyeet of training they received. In this regard, he
informed IASMN members that DSS was currently rewmey all its training programs.



141. OCHA responded that perhaps we needed tot atlati acceptance and the UN is an
oxymoron, but in so dong we might have to admit tha UN cannot deliver and then maybe
ask the NGOs to do the job and coordinate theikwdte emphasized that the report was only
an inventory of practices in the field and thahighlighted that more needed to be done with
respect to the interaction between security officguolitical persons and program officers.
While he agreed that it was true that local staBlymmot in reality be more at risk than
international staff, he nevertheless believed #figr interviewing more than 1000 local staff for
the study, it was clear that the perception thatWN was not doing enough for its local staff
needed to be addressed. Local staff needed tstbadd to and shown more empathy. He also
believed dogma does not lead anymore and was riat sure what comes next. In any case,
certain discussions need to take place.

Recommendation

142. The IASMN took note of the OCHA study “To $tand Deliver - Good Practice for
Humanitarians in Complex Security Environments™.hil& not all IASMN members agreed on
all points in the study, and acknowledged that mfit points could be applied in all
circumstances, the IASMN recognized the study asedul inventory of practices that can be
used to maintain an operational presence in diffevironments, and a constructive addition to
the discussion on safety and security in humaaitaoperations.

N. Critical Incident Stress Management

143. At this session, the IASMN was presented witleport on the activities undertaken by the
Critical Incident Stress management Unit (CISMWnirJanuary to December 2010 and early
2011 that outlined the achievements of the Unitcoardination issues, strengthening the UN
response preparedness on critical incident stresseption and management (CISPM), and on
improving access of UN staff to quality psychosbsirvices. In order to enhance UN Crisis
Response Preparedness and Critical Incident Stvessmgement within UN organizations,
CISMU sought to build the capacities of UN counsgland improve coordination, both within
the UN secretariat as well as within the UN comnsgatem and worked closely with their
partners within the UN Secretariat's Staff CoungglOffice (SCO), the OHRM Emergency
Preparedness and Support Team (EPST), and the M&#Bcvices Division (MSD), as well as
with the agency, funds and programmes, also colimgskaff throughout the year.

144. In its report, CISMU requested the IASMN tmsider that:

- the human factors related to security risksg.(eesilience building, stress management
training, critical incident stress management wgations) be assessed with a view to integrating
these factors further into the security managersgstem.

- the IASMN recommend to CSAs/SAs, SMT members &tk that they facilitate the
implementation of Critical Incidents Stress Interien Cells as an integral part of their
emergency preparedness plans and that

- the IASMN considers including Stress Counselingh@ MOSS for medium to high risk duty
stations.



145. In addition to its annual report, IASMN memsevere also presented with a paper
intended solely to provide information to IASMN mieens on the rationale behind the
placement of CISMU in DSS. The reason for prowdihis paper was predicated on the fact
that at its 13 session in Vienna in June 2010, the IASMN whensizering CISMU’s annual
report had debated whether the unit should conttoueelong in the security environment or
come under the umbrella of another departmentarldN secretariat. At that time, the IASMN
did not make any formal recommendation on thisedsut the Chair noted that if the IASMN
strongly believed that CISMU belonged in the meldocanmunity, then that judgment would be
left to the IASMN. At the same time, he also reneddhe IASMN that as USG, DSS, he
reserved the right to make that decision as CISMtLlirently part of DSS.

146. Although there was no formal request to idelthe issue of the placement of CISMU on
the agenda of the Ssession of the IASMN, nor was any action beingiested at this time, it
was recognized that this issue was likely to bsegionce more during the consideration of
CISMU’s annual report and, as such, it would bedpni that any discussions on this were based
on sound information. The paper therefore set loaithistory behind the evolution of the Unit in
DSS, presented arguments for the added value aftaming CISMU in DSS and noted the
differences in functions performed by the “Staffuiselors” Office within the Medical Services
Division.

147. The discussions at this session, while ackedying the achievements of the unit over the
past year, focused primarily on the placement &NMIW. The Chair stated from the outset that
if CISMU could operate as well or better somewhalse then he would be willing to consider

the unit being placed elsewhere and then addredsutigeting issues accordingly. However, he
had not yet heard from IASMN members that they vaessatisfied with the unit.

148. One member noted that the work of CISMU wégcal and raised questions about where
the unit was best placed — whether in DSS, in tNedd decentralized. He was concerned with

what was being done (or not) to de-stress thesstasnsellors, recognizing that critical incident

stress counselling was an invaluable service. e uncertain as to whether there was an
obligation for the organizations to see counseltimpugh for a staff member and if so if there

was a methodology in place in the UN to monitor amdure the follow up of cases. He

acknowledged that this might be particularly difficin areas where stress counselling was not
readily available.

149. DPKO/DFS added that no one had yet been woedi that critical incident stress
counsellors operated more effectively outside ofSD&ther than inside. He pointed out that
CISMU was only one part of the counselling netwdd®KO/DFS provided a considerable
number of counsellors. Regarding the recommendatiat the IASMN consider including
stress counseling in the MOSS for medium to high duty stations, he asked how this would be
funded if this was going to be the case. He algwessed concern that as DPKO missions get
smaller, the pool of counsellors will diminish., iifi high risk duty stations one could not rely on
a pool of counsellors to be available, then anrradtive plan would be needed for providing the
same service.

150. CCISUA reminded the IASMN of the animositatthad existed in 2005 between the stress
counsellors and other counsellors in the UN systerd that it was important to consider



counselling for those returning from the field aslivas the difficulty inherent in following up on
cases when there was the need for confidentiadityéen patient and client.

151. The representative of the UN Medical Diregtdorking Group (UNMDWG) cited the
positive interactions that had taken place withMlSand noted that when the stress counsellors
were deployed in emergency settings they do goatdt.wble also acknowledged the animosity
in the past that existed between different groupsoonsellors and recognized that there still
existed issues with lack of communication and la€lcollaboration. The UNMDWG would
welcome more and regular communication with CISMik added that the UNMDWG strongly
objected to the last two paragraphs of CISMU’s repnd clarified that all counsellors were
performing similar functions to those performed GISMU and that the Medical Services
Division in New York, while only limited to NY, dichevertheless communicate with the field on
a regular basis.

152. Another member was concerned that CISMU’'senecapacity to deploy quickly might
disappear if the unit was assigned to another depat. He also opposed including stress
counselling as part of MOSS, as did another memlterse organization’s stress counselling
function rested with its human resources department

153. FICSA welcomed the discussion and expressedceco regarding the recent
recommendation by the General Assembly to redueedst and recuperation (R and R) package
which he believed would increase stress on stahewore, especially those serving in the most
difficult duty stations. It was important that tktNMDWG, HR Network and DSS have a
coordinated approach in order that staff do ndiesdifom any gray areas that fall in between.

154. The representative from the HR Network pairtet that the HR Network staff counsellors
do report regularly to the HR Network and the ingsien from the HR Network side was that
there was improved coordination. She added thtt meispect to R and R, it was the intention
that the DSA portion of R and R would be discontithias of 1 July 2011 and one unintended
consequence of that would be that staff would us@dRR to a lesser extent.

155. The Chair noted the concerns of the UNMDW@ ansured the IASMN that it would try
to ensure closer collaboration between CISMU amdUNMDWG as well as with other staff
counsellors. He noted that the stress counselldsSS served two primary functions — one in a
post incident setting and the other in triage. at® noted the concerns about the need for the
counsellors themselves to de-stress. It was furtbeed that CISMU fell under the JFA and the
support account. He summarized that there wasrgeapproval that CISMU was seen as
worthwhile and continuing.

156. One member saw stress counselling going lieyiat was considered to be necessary and
believed that for long term care, persons could the@ own health insurance. There were
concerns expressed about the way in which stregssetling services were being provided.
Another informed the IASMN that even though hisamgation had in place a well developed
program of staff counsellors, it still benefitedrir the DSS stress counselling services and the
feedback has been very good.

157. At the conclusion of the discussions, the egpntative of the UNMDWG brought to the
attention of IASMN members a recent report of tbewtJinspection Unit that focused on the



need to develop an occupational health and safeligypfor the UN system (Review of the

Medical Service in the United Nations System, JIEFR011/1). The JIU, in its report,

recommended that each organization should havecampational health and safety policy and
that a network should be created to include afied#ht identities with respect to staff health,
including CISMU. IASMN members were provided wéHull copy of the JIU report.

Recommendations

158. In recognition of the shift from risk avensito security risk management, the IASMN
supported that the human factors related to secuisks, (e.g. resilience building, stress
management training, critical incident stress manant interventions) should be assessed with
a view to integrating these factors further inte ffecurity management system.

159. While the IASMN generally supported the iddaestablishing Critical Incident Stress
Intervention Cells as an integral part of emergepmparedness plans, it did not necessarily
believe that this action needs to be taken acrbssbbard and as such warrants further
examination.

160. The IASMN did not approve the recommendatibat stress counselling should be
included in the MOSS for medium to high risk dutgtens.

161. The IASMN requested that DSS makes everyrtetio ensure that there is closer
collaboration between its Critical Incident Str&ssunselors, the Medical Services and other
staff counselors within the UN system.

O. Update on the Work of the SRM Improvement Working Group

162. Atits 21 July 2010 teleconference, the IASEtéering Group requested that DSS lead a
Working Group (WG) composed of interested AFPOsthed IASMN to examine ways to
improve Likelihood Assessments in Security Riskésssnents (SRAS). At its 14th session, the
IASMN was informed that a working group on Likeldobwas established which is chaired by
DSS and includes UNICEF, WFP, DPKO, UNHCR, UNDP,F#M, WHO and DSS (including
one CSA in the field) and would report back onvitsrk to the next IASMN Steering Group
meeting. The IASMN also agreed to expand the manaolathe Likelihood WG to address other
SRM issues, so it was renamed the “SRM Improvemémking Group.”

163. The Chair of the WG gave a presentation ¢olASMN Steering Group at its May 2011
session on the procedures and tools developedebWth for improving likelihood assessments
in the SRA and the tools were well received. Isvigghlighted to the Steering Group that the
likelihood of natural disasters cannot be assefis®digh the SRA process so natural disasters
should be excluded from this process. Furthermtire,Steering Group agreed that the WG
should move forward with pilot testing the likeldab concepts and tools in the field and
recommended that the issue of how the UN shouldaggihe risk from natural disasters be
referred to the next session of the IASMN for sujosat referral to HLCM.



164. The IASMN was thus similarly briefed on theotking Group’s work that included a
proposed definition of “likelihood” within the SRproces the revised procedures for how to
go from general threats to specific event desamgtiand the development of three tools for
assessing likelihood (one for deliberate eventstamdfor non-deliberate events — one for road
traffic accidents and one for accidental fire). T@kair of the WG emphasized that a clear
definition of likelihood was required because themes often confusion between the likelihood
of an event occurring in general and the likelihebdhe event occurring and affecting the UN.
The new definition made it clear that the likelidom be assessed is of the event affecting the
UN.

165. The Chair confirmed that the SRA is the printaol of the UNSMS and that the current
SRA process was laborious, cumbersome and nottie#eenough in serving as the right tool to
assess what is happening in order to facilitatesdeemaking. Presently, any conclusion could
be justified using the current SRA process. Thigly a review was needed. The SRA was in
much need of supporting tools that in turn woulgmart how we could do business better. The
Chair also confirmed, in response to a query byadribe Staff Federations that there would be a
greater focus on risk assessment and that thisalsaybe used to assess movement operations.

166. One of the main points made during the ptesen was that the SRA process was not
about predicting the future, which was impossibigt, about organizing our thoughts about it in
order to prioritize risk interventions. It was ptad out that the UNSMS had made a strategic
decision not to use Quantified Risk Assessment (PBR&ause QRA was highly scientific and
mathematical, requiring unique expertise beyondstuope of the UNSMS. It was also very time
consuming, which would not afford the UN the quitekibility it needed in the field. Instead,
the UNSMS used a structured subjective model iesa#isg risk. The tools on likelihood were
designed to assist this model. Another key aspktite tools developed was the link between
vulnerability, i.e. the lack of preventive risk naement measures and the increased likelihood
of an event affecting the UN.

167. One member asked why “probability” was noinbeused when talking of likelihood.
Drawing the analogy with Russian roulette, he pandut that occurrences that are not likely in
everyday definitions may be exceptionally high risken lethal weapons are involved and
pointed out that once the probability is determitteeh it needs to be assessed whether the risk
may be accepted. He further asked how we can spleakk until it is put in some concrete
terms, by using a more specific language of prdibpbHe believed that more could be done
with past data and if the use of past data wasreghane could end up with likelihood results
that need a reality check. Past data, which omtide was pretty constant, should be used as a
baseline to see if things radically changed froraryte year. It would not be wise to be bitten
because one did not see the change. He offerédnfoamation such as how many UN staff
died from civil unrest or from being in the wronkga@e at the wrong time or from direct targeting
could indicate where one should be weighting tha.d&le added that there was a need to really
define what the term “acceptable risk” means.

168. The IASMN was informed that the WG had dedidleat probability would confuse
everyone and be difficult to use in the field. T®@kair of the WG added that there were many
important reasons for not using probability, inchgdthe fact that the UNSMS was not using

* “Likelihood is a rating (1-5) of the assessed pti of an undesirable event affecting the UN”



mathematical approaches to risk, as noted aboweaddition, probability, as a mathematical
concept of likelihood, in many cases required ladlgea sets which did not exist for the many
rare events that we needed to assess. Furthehutman element of deliberate events (e.g.
intelligent threat actors plotting and adjustinghdered probability analysis almost impossible
and statistical analysis inappropriate. The Chgplaned that within the UNSMS people did not
know the difference between vulnerability, threat aisk and focus only on the threat against
the UN. One member noted that the concept of vabikty needed to capture elements such as
organizational perception, image and the issuecoé@ance. He added that internal profiling
analysis can interact with the threats to determinlmerability. He cited two examples to
support this, e.g. where an organization with aloequipment may be an attractive target for
criminality and where the success of a scuba divmgsion may be dependent not only on
equipment but on whether the diver is a good swimme

169. The Chair of the WG agreed that the definitidd vulnerability needed to be examined,
noting that a wider definition was needed to inelubde elements of organizational perception,
image and the issue of acceptance. He also amtigcighat the future review of MOSS would be
linked to the concept of vulnerability, since tlaek of MOSS in itself represented vulnerability.

The Chair of the WG further explained that the ioy@ment of the SRM process will likely take

a long time to complete and that the work now belnge provided a starting point. The next
steps will be to tackle impact assessment andriieing the full SRA process computer based.
One member noted that a classic mistake that isenmdvhen something that is super high
impact occurs, persons believe there is a needotsamething about it. He noted that
“interplay” vs. “likelihood” is fundamentally matheatical and added that something that is
really high impact and high likelihood becomes agia.

170. The discussion turned to the issue of natlisalsters and how these could be accounted for
and how the risks they create should be manageldeirUN. At the outset, it was asked how
natural disasters are defined. One member tookidve that the UNSMS could not afford not
including natural disasters in the SRA when our &hiVironment includes references to natural
disasters. The Chair responded that with earthepidé&r example, no one can provide the
factors to allow for intelligent decisions to bedwan a timely manner. No one can say whether
another earthquake was likely in the next 10, 108080 years, so how can informed decisions
on risk management investments be made. The UNSMShat have the tools to predict
earthquakes; at best it may have information oatlons or areas more prone to earthquakes, for
example along fault lines, but to do an accurdtelihood assessment in the SRA was beyond
the scope of knowledge and ability available wittiia UNSMS.

171. While some believed this was a safety issevithin the remit of the UNSMS, some took
the view that the UNSMS could not categoricallytesia has nothing to do with natural hazards
such as earthquakes. Another member suggestefdtiidies management needed to be brought
into this and that a recommendation was needecfioedwhere the management of the risks
from natural hazards should have ownership. Anathe@mnber advocated for training, awareness
and personal preparedness as the approach towdbptspect to natural disasters, rather than
the predictive approach (as recommended by the W&¢. Chair of the WG informed the
IASMN that the WG had made a clear recommendatan because the UNSMS could not do
proper likelihood assessments on natural disadteey,should be removed from the SRA. The
WG further recommended that the UN needed to crealedicated decision-making process for
managing natural disaster risk that should invaxternal specialized assessment for threat and



vulnerability and emphasized that the UNSMS shaurity deal with mitigating the risk from
natural disasters (i.e., lowering the impact atftery occur) through its responsibility for building
evacuation, mass casualty support and other onarsagement issues.

172. The Chair confirmed that the likelihood moteprimarily a security model and as such,
the SRA should not apply to natural disaster risknagement. He wished the IASMN to
understand that the SRA methodology and improwvirgldresses security issues directly and not
natural disasters. He supported referring thisesg® HLCM. At the same time, where there
could be issues as a result of natural disasteese heeded to be a push from the UNSMS to
have communications, first aid, triage and emergeawtion plans in place.

173. The Chair of the WG confirmed that the ne&ps for the WG would be to continue with
pilot testing the processes and tools in the fid&ljelop a user guide, report and documentation,
seek IASMN approval and subsequently train persamshe likelihood model. One member
requested that DRO play its role to improve the SRthe interim.

Recommendations

174. The IASMN was highly appreciative of the wdirking conducted by the DSS-led SRM
Improvement Working Group and approved the workt thas been conducted to date on
likelihood assessment and tools.

175. Due to the characteristics of natural disastéed the fact that this is an area requiring
expertise outside of the scope of the UNSMS, thBeMINl agreed that the likelihood of natural
disasters could not be properly assessed in the. SR% IASMN recognizes that the UNSMS
must nevertheless manage the security managemeettasof the effects of and response to
natural disasters for UN personnel and premises.

176. The IASMN agreed that the issue of how the $fiduld manage the risk from natural
disasters should be referred to HLCM.

P. Geographic Information Systems

177. The IASMN was provided with a brief progregport on the use of Geographic

Information Systems within the context of the UNSMS well as an overview of the possible
uses of GIS. IASMN members were informed that imithe UN system there was currently no
centralized repository of spatial data availabld #rat a steering group of the UN Geographic
Information Working Group had been establishedversee the implementation of a UN Spatial
Data Infrastructure that would provide the UN sgstgith a central repository for all UN spatial

data. In addition, a special interest inter-agegroup on “Staff Security and Spatial Data” was
created in order to foster an informal exchangeleds and innovative solutions.

178. The IASMN was further informed that DSS haskib granted additional resources for
Information Management under the UN’s regular badgkich were used to recruit a GIS
Officer who, in addition to supporting the Departmewith respect to GIS, will also be

responsible for the coordination of GIS effortshat inter-agency level.



179. The Chair informed participants that DSS hew started beta testing of presenting data in
GIS formats. He added that the UN’s use of GIS grastly misunderstood in that it seemed to
focus more on maps. As confirmed by DSS’ brieforepn the subject, the UN had not really

moved forward on this issue. Each AFPO was ugm@wn systems in its own way and we

were still far from creating a common platform tbe use of GIS information.

180. WEFP strongly believed that DSS should engageit on this issue and that the system it
has available could also be made available tdvaié who are interested.

181. The representative from the UNMDWG informduk tIASMN that from a medical
perspective, the UNMDWG was trying to identify theiorldwide resources through the use of
GIS. He believed that both security, medical aretlical resource data could be wedded and
linked in with each other. One member asked haistmay be provided for the field that could
first teach them the basics, e.g. Google earttsuab tools could prove invaluable. UNICEF
informed the IASMN that it was in discussions wNWFP about adopting a user friendly
approach to include mapping and was looking atesystthat could aid everyone in reaching a
common approach across the UNSMS.

182. The Chair reminded members that there weggebiissues that needed to be dealt with,
such as deciding on the entire platform and archite that the UN would use, including how

information on latitudes and longitudes was coldctHe suspected that it will be similar to that
which was being used by WFP and other humanitaoiayanizations, but recognized that

DPKO/DFS would have a big say in this.

183. DPKO/DFS informed IASMN members that the $raon to more modern systems was
hindered by their capacity and that they were logkio the IASMN to address concerns about
the various efforts going on in this area and ttes@nt lack of cohesion.

184. WFP pointed out that some organizations inotydts own had a history of doing
cartography and mapping for a very long time. H mbt believe that HLCM should be
encouraged to find one global system. This wapatied by another member who believed that
this issue was not likely to progress through tbate.

Recommendation

185. The IASMN took note of the overview of thespibble uses of Geographical Information
Systems within the context of the UN Security Maragnt System. However, it was noted that
the overview was not fully comprehensive or inchesi The IASMN requested that it be kept
informed of further efforts in this regard.

Q. Vehicle Tracking

186. At its 14' session in New York in January 2011, the IASMNedothat “WFP offered to
submit a CRP on this issue for the next sessioth@fIASMN and, together with UNICEF
offered to lead this working group with the pagpaiion of DPKQO'’s transport section. WFP was
requested to revert at the next Steering Groupingeetith ideas on what it wished the IASMN
to support with respect to fleet management. #tSteering Group meeting in Paris in May
2011, WFP reported that since 2006, it had operatelddeveloped a global vehicle tracking and



fleet management system based on technology frof8/ERMTAMATICS. The system so far has
proved to be highly reliable and very resistantneneder extreme environmental conditions. The
management of the system is purely web-based amdeaeither centralized or decentralized
depending on the wish of the organization. The ofshe system is approximately $1500 per
vehicle which covered the training of operatorghtecians and the tracking device itself. The
running (and re-occurring) cost is approximatelg&00 per vehicle per annum.

187. The Steering Group, at its session in Mayl20&commended that vehicle tracking be

looked at further in a working group that would ntiey one or more compatible and suitable

solutions for a UN-system wide implementation oéotlonic vehicle, asset and personnel
tracking, fleet management and administration. dswntended that the working group would

produce a conference room paper containing a draftosal on technology and procedures to be
applied for tracking for possible endorsement keyIRSMN.

188. At this session, it was proposed that alkatgpof tracking in general be examined by a
working group. It was stressed that what had kdmreloped so far was not just a security
system, but a fleet management tool that allowedte fleet manager to better control the
utilization of vehicles. In 2008/2009, for WFPgthost savings from fuel alone in Sudan was
$27,000. There had also been half a million daliagavings for spare parts due to less wear and
tear on vehicles. WFP believed that it was to ywee’s benefit not to introduce multiple
systems and platforms when this system had alrea€dy tried and tested.

189. The Chair asked whether it made sense taipeod policy on this and how best this could
be addressed. Having the IASMN endorse a vehiatking system for fleet management and
making this mandatory at medium to high threat distions would only bring us partly there.
He would rather not have two or three differentkrag systems and radio rooms so there was a
need to harmonize efforts. He viewed this as agnoohformation management tool and did not
wish to necessarily include in a policy any refeeeto a particular system. He suggested that
this was something the working group needed to waork

190. WFP was unclear as to what was wanted baedgthat a policy could not specify that
only one product could be used. DPKO/DFS welcortinedWFP report and wished to make
sure that its vehicle transport people have itwds noted that already in South Sudan more than
one system was being used. He supported havinglangayroup looking into this as well as the
larger issues. UNHCR informed the meeting that asvgoing forward with the same system
WFP was using and viewed this as a fleet managetoehffirst and foremost, but one with
significant overlaps with security. One big questwas what functionalities were intended to be
rolled out and used, as these could not be rollédilb at once. Another question centred on the
unintended consequences for security. Another memifermed the meeting that it was
currently working with fleet forum to look at an jplementation project with fleet safety. His
organization did not yet have a fleet managemestesy in place because the infrastructure was
very expensive. However, he recognized that ifsystems were standardized, then many might
benefit from lower costs.

191. Another member cautioned about the use ofettme vehicle tracking because if this term
was used it might prevent some governments fromoaizing this. There was a need therefore
to come up with alternate wording, e.g. calling fteet management tool.

Recommendations



192. The IASMN noted the report from WFP and rexogd the intrinsic value to the UNSMS
of fleet management, both in terms of potentiat sasings and in terms of the security benefits.

193. The IASMN supported the formation of a wodkigroup to examine whether there is a
need to formulate a policy on fleet managementaw best common fleet management tools
may be developed for use throughout the UN system.

194. The IASMN requested that the working group,be chaired by WFP and to include
representatives from UNDP, UNHCR, DPKO/DFS, UNICBENV and DSS, provide a report to
the next session of the IASMN Steering Group.

R. Training

195. The IASMN was provided with an annual repont the work of the Training and
Development Section of DSS (TDS) and requesteansider the future tasking of the IASMN
Security Training Working Group with a view to res@ning this group in the latter half of
2011.

196. The Chair informed the meeting that althoagme progress had been made in the past
year with respect to DSS training activities, mudlore needed to be done. As such, the
Department was closely examining its training atés and it was already evident that the
training that had been created for security ofcemas not specialized enough nor was it of a
high enough standard. There was not enough pratitn about what really needed to be done.
It was pointed out that, although not a great arh@werall, the amount allocated for security
training activities was nevertheless the singlgdat pot of money anyone had for training within
the UN system.

197. The report from TDS that was presented atsssion also included preliminary results of
the training survey that had been sent to sectwitgl points requesting an indication of their
specific training needs. This required further ihpad review. Not only with respect to this

survey, but regarding the training strategy for thiédSMS in general, the Chair believed that the
IASMN training group could have a lot to contributedefining the way forward and that this

should not only be left to DSS to decide.

198. Regarding SSAFE training, the Chair belietred it was absurd, for example, to have one
SSAFE course for Irag and a separate course forafm@nd that there was a need to identify
commonalities in order to avoid persons sometinaasnig to repeat the course depending on the
country of assignment or mission.

199. WFP appreciated the fact that DSS was re-gxagnits training activities with a view to
re-doing these as it had experienced significattidscks in the past. One member believed
that the equivalent training that is provided foe tSMTs and DOs would be useful for SFPs.
Regarding the larger issue of training and develammthere was support for expanding the
input into training activities beyond only TDS whidid not have the capacity to train everyone.
Another member very much appreciated that SSAFiRitg was being re-examined and was
encouraged by references to the use of new teatieslasuch as online modular training courses
as this would save costs, particularly for thoggaaizations with smaller training budgets.



200. Another member supported that external eiggelie brought in to examine the training
offered, particularly as the training remained veoynservative. In this respect, he proposed that
institutions such as the Wharton School be conedlén provide advice on training for CSAs
and SFPs.

201. WHO offered to draft TORs for the IASMN Wanki Group on Training which needed to
be re-established as a matter of priority.

202. The Chair reiterated that further work neetietbe done on SSAFE. Regarding close
protection training, he pointed out that a lot lafse protection officers hailed from DPKO/DFS,
some from DSS and some from the AFPOs. He remitkdedASMN that the HLCM had
endorsed the recommendation that all CP officeesie@ to complete the minimum CP training
within four years. Currently it cost about $15,Q8¥) person to provide CP training (travel and
training costs). Some had complained that this exgensive and he asked that members start
thinking about funding CP training to meet thisuigment.

203. DPFO/DFS reminded the IASMN that it would sdm®e completing its budget proposals
and could not include a comprehensive provisiorCBrtraining in its budget until 2013.

204. Another member asked when the new Basic Sgcenrihe Field (BSITF) CD ROM would
be available. The Chair informed the IASMN that @retotypes had gone out and that the
comments received mandated changes. As such nijeslk version of BSITF was now due to
be out later in the summer of 2011.

Recommendations

205. The IASMN noted the direction of the currémtus of the training issues presented by
DSS and acknowledged the intention of DSS to im@ratg training strategy and the
implementation of security training. In this regattle IASMN supported that the IASMN
Security Training Working Group be reconvened ia Iitter half of 2011 and that clear TORS
be produced before the Working Group is conveng&dthis regard, the IASMN agreed that
WHO would provide a first draft of TORS for the \Wkorg group to consider.

206. Regarding SSAFE training, the IASMN agreet this required further review in order to
identify commonalities among the current countrgafic SSAFE courses with a view to
streamlining the process for SSAFE certification.

207. The IASMN further agreed to collaborate will$S to seek means by which close
protection training may be funded in view of thguigement, endorsed by HLCM, to have all
close protection officers in the UN system trait@@ minimum standard within four years.

S. Compliance, Evaluation and Monitoring

208. DSS provided by VTC a presentation on thekwafrthe Compliance, Evaluation and

Monitoring Section (CEMS) that explained to IASMNembers the types of compliance

missions conducted, how the missions are mannedt thle missions intended to achieve, and
issues of follow up.



209. The Chair pointed out that it was not posstblrun a large security program in 140 duty
stations around the world without someone monitpbgampliance and that CEMS had not had
enough visibility with the IASMN. Addressing thegblem of resources for the unit, the Chair
pointed out that CEMS had only enough staff tot\apiproximately 15 countries a year so care
needed to be taken in assessing where and how masyons could be conducted. It was
possible to prioritize these types of missions @maas not necessarily that a huge expansion in
the number of missions was required, but ratheebgtols with which to conduct the missions.
He added that there will never be a perfect systephace, but that it was nevertheless necessary
to take steps to ensure compliance for the sakbeof/alidity of the system. The meeting was
also informed that ACABQ last year had raised come@bout how compliance with security
policies and procedures could be assured in theexbof discussing the revised Framework of
Accountability. The Chair in this regard pointedthe need to ensure follow up on issues and
the need to raise awareness with ACABQ of the vafiself-assessments.

210. One member, noting concerns raised by thexe Board of his organization, asked
how DSS could mandate what should be complied witkn it did not have sufficient capacity
to evaluate. He further noted that some personmet waving difficulties carrying out their
warden functions in addition to their regular dstidnother member expressed the view that
many of the shortcomings cited in CEMS reports ddwdlve been easily identified and addressed
by DSS desk officers and in this regard asked DiSfutathe kind of interaction it had with its
desk officers on these issues.

211. DSS pointed out that its Division of Regiofgderations was responsible for determining
which compliance missions to conduct and in domdogused on countries, rather than taking a
thematic approach. While there were a great demlsoles desk officers could have identified, it
was pointed out that this was not possible as na@sk officers are graded at P3, which is entry
level into DSS, and as such had minimal field eiqrexe.

212. Addressing follow up to compliance mission§S also pointed out that all the resulting
recommendations from a compliance mission are addte internally at DSS HQ. If a
recommendation is made to a DO, then that recomatemdwould also be addressed to DSS’
regional desks for follow up. Recommendations hat been addressed specifically to the
AFPOs or to IASMN. DSS would be drafting a sectmncompliance for the Security Policy
Manual to be brought to the next Steering Grouptmgen November/December 2011. It was
intended that this section would also include thged and responsibilities of IASMN members
in this regard. Another consideration to be tak#a account in considering compliance issues
was the role compliance plays in security risk nggmaent.

Recommendation
213. The IASMN took note of the presentation bySD& the activities of its Compliance,
Evaluation and Monitoring Section and continued siapport that compliance evaluation

missions are conducted in tandem with self assadsme

T. Update on Working Group on Program Criticality



214. The IASMN was provided with a verbal updatetbe HLCM Programme Criticality
Working Group (PCWG) from both DSS, as well as froICEF. Participants were informed
of the progress on Programme Ciriticality (PC) sitiee last briefing that was provided to the
IASMN at its 14" session in January 2011. Since then, the sulmitsdhworking group of the
PCWG had refined the PC framework and tools andestdo pilot test the PC tool in the field.
Pilot tests had been planned for Afghanistan, Pakiand Somalia, but due to many factors, the
tests in Pakistan and Afghanistan had to be catelhd the Somalia test delayed, causing
serious delays in the testing schedule. Neverbelthe group was back on schedule, with
successful tests having been conducted with theab®mdN Country Team (UNCT), and tests
planned for DRC and Kenya UNCTs. Pilot tests inedlvthe participation of DOs,
Representatives of AFPs, senior program officeid arfew Security Advisors. The two day
pilot test session covered the concept of acceptaisk and an introduction to program
criticality, followed by the chance for the countgam to conduct an exercise for two areas in
their country. The end of the final day was resdnier feedback, including through an
anonymous written questionnaire. So far the tgsteam has received quite good feedback,
indicating that the model is workable. Once thitptesting was finished, the team will
consolidate results and present their recommentgatmthe PCWG, with the view of presenting
this to HLCM for approval.

215. Essentially a structured model was being gge@ and definitions were established for
Programme Criticality Level activities, i.e. ProgreCriticality Level 1 (PC1) activities are
considered to be life-saving at scale or those @mi@adendorsed by the Secretary General. PC2-
PC4 activities are evaluated on their contribut@® UN strategic objectives established by the
country team. Each activity is also evaluatedtsnlikelihood to succeed. The tool included a
simple formula to combine these assessments arabliskt the PC level, thus prioritizing
activities. The methodology and tool are in linkkhwvthe Guidelines for Acceptable Risk.

216. UNICEF pointed out that one of the biggestiés from the beginning was that the sub-
technical working group was “security-led” so thevas a need to reengage the program side.
UNICEF encouraged IASMN members therefore to preghkin their organizations for the
engagement of program staff on this issue, espgdal the pilot tests in the field. The model
ensured that the strategic objectives developedhkycountry team derived from existing
planning documents, such as UNDAFs (United NatiDeselopment Assistance Frameworks)
and ISFs (Integrated Strategic Frameworks).

217. The Chair added that the IASMN would neecengage their senior management on
program criticality. The UNSMS is about finding ygato stay in higher threat situations around
the world. In really high threat locations wher&l ersonnel may be put at very high risk,
assessing program criticality was vital. If the S is going to find ways to stay, ensure that
Security Council resolutions may be implemented ffil the highest humanitarian goals in
some of the toughest places around the world, doendiligence needed to be exercised to make
sure that those personnel staying in high risk remvinents are doing so because they are doing
the most critical work of the UN and they are alfjuaccomplishing something. The UN has a
responsibility to provide and protect, but whenragiag in high threat locations where there is a
high risk, there is even more of an onus to exerdise diligence and program criticality is about
exercising that due diligence. It is a way of ptieng what the UN is doing in the most
dangerous places in the world.



218. One member noted that the vast majority ob@®el in Afghanistan seemed to be
engaged in lower priority activities rather thartiaties that would be prioritized using the
program criticality model. Another member pointexd the situation in Libya where it was
difficult to prove a humanitarian crisis as therera/few activities and personnel on the ground
monitoring the situation. (It was noted in this aedjthat NGOs like the ICRC were operating in
Libya and as such fuelling the perception of donttrat they deserved funding for those
activities rather than the UN and the AFPOs.) Tiir added that too many of the decisions
about whether to continue to operate in situatsuh as the current one in Libya were coming
down to his judgement in his role as USG, DSS.séach, decisions were susceptible to the risk
tolerance of the person making such decisionserathan being based on a methodology.
Without a clear programme criticality methodologysisk adverse USG, DSS would make very
different decisions. There was a need for a metliggothat supported the notion of shared
accountability.

219. DSS pointed out that the success of progranoritieality lies in its balance with residual
security risk in the Acceptable Risk model. Theref it was important for SRAs to be realistic
and accurate. If security officers were inflatitige risks, this makes programme criticality
results unworkable. Another important point waat tihhe PC methodology and tool are based on
the premise that the UN works as one country teaimer than AFPOs competing with each
other for funds.

220. One member pointed to the relationship betveegram criticality and the mainstreaming
of security in program conception and planning. rkVghould be done towards ensuring this is
well grounded whether or not it is a crisis sitaati There must be tools to ensure security is
taken into account, not at the stage of implemantdiut at the time the program is conceived.
There should be SOPs that make security respatishimandatory in the planning of all
activities. At the country level, it was pointedt that there are security advisors who are seen
only in the context of the SMT and not as being pathe UNCT. Essentially, it was critical to
address security issues when programs are beimgneeds

221. Another member sought assurances that theétodology would be the same for those
carrying out emergency operations as for thoseyicayrout technical operations. Another
expressed the view that program criticality wasd,tjust like the SLS was a tool, that PR and
marketing needed to be taken out of the equatidnttzet the tool will be a reality check when it
is time to send personnel to work on the groundie @ember commended the Yemen SMT for
managing the new processes very well, while angblarted to the difficulties in reaching a
collective decision when only one or two agencieseroperating in a certain environment. DSS
clarified that program criticality was meant to baw clearly defined geographical scope, which
would normally not be an entire country.

222. It was confirmed once more that there wasrars on the PCWG to report back to HLCM
on this issue. At the same time, the IASMN was atéormed that DSS had a responsibility to
report back to the General Assembly on the conmhssiof the PCWG as mandated by a
resolution from its 68 session. The reporting requirement arose fronrepert DSS provided
to ACABQ last year on the revised Framework of Agu@bility for the UNSMS and the
implementation of the SLS.



223. In closing, the USG, DSS was commended ferbtiiefings given to HLCM which were
very well received and it was asked that this cardi It was important that one area of concern
that had been identified by the CEB, i.e. the nta@asning of security in programs and in all our
processes needed to be dealt with at the prinigpal.

Recommendation

224. The IASMN noted the verbal update providedbbyh DSS and UNICEF on the work
undertaken so far by the HLCM Working Group on Paog Criticality and looks forward to a
further update when the report of the Working Graupompleted.

U. Strategic Direction of the UNSMS — Prioritization and Formation of IASMN Working
Groups

225. At its 14 session in January 2011, the IASMN identified anbar of issues for which
further work was required on a security inter-agebasis and for which IAMSN working
groups either needed to be established or for walidady established IASMN working groups
could examine some of the issues requiring furtlesrelopment. The IASMN also agreed that
DSS would further review the list of issues diseassprioritize these accordingly and revert
with a detailed schedule for both existing and &&MN working groups.

226. The Steering Group, at its session in May 2feviewed the issues requiring further
development through existing or new working grogpsl cognizant of the security staffing
shortfall in some AFPOs which would not make itsibé& to convene a great number of working
groups, assigned priority to the various issuestarttie formation of working groups and also
identified alternate means of addressing some sssuéne CRP (CRP7) that was provided at this
session detailed the issues to be considered andeans of dealing with each.

227. At the outset of the discussions, one memsbpported the imminent need for updating
blast assessment guidelines. Regarding partioipati the working groups, he suggested that
the designated representatives did not necessaedyg to be those attending the IASMN, but
rather functional specialists. Another memberedsthat the working groups be distinguished
by those which are intended to be time-limited #muse which are more of a standing nature.
He also asked whether there were alternatives ¢owibrking groups. Another member

suggested that the work of some groups could begesred into one week to deal with issues
quickly.

228. One member supported the prioritization ofkivay groups and recognized that MOSS
might not necessarily need a working group butemth strategy geared towards sending one
message out about minimum standards.

229. The representative from the HR network exqaésnterest in the IASMN WG on HR
issues which would not be convened until 2012. &tdaed that if it was the intent to establish a
plan in 2012, then it might be prudent to examime gcope of the working group beforehand to
assess timelines as well as the resources thatdwwméd to be committed to accomplish the
requisite tasks.



230. Another member, interested in the notioneshpnent working groups understood that this
issue would be examined at a later date. It wastgab out by another member that in the past
the IASMN had engaged in a number of working groupth some successful while others were
not. What was important was that the IASMN had igitredibility on the line because of the
results. He cautioned about taking subjects away fthe IASMN and giving them to a sub-
group of HLCM, as had been the case with the operat working group of HLCM and
believed that there is a need to specify which warkgroups would be sub-groups of the
IASMN. Further, there is also a need to assigiverdbles for those groups and ensure that they
are properly chaired.

231. The Chair summarized that the priorities dbed in the conference room paper were
generally supported and that in light of the pestition of working groups, tight TORs, realistic
schedules and sound management were needed terdebwults.
Recommendation
232. The IASMN generally supported the prioritiaat of the working groups as set out in
CRP7. In this regard, the IASMN asked to be praodidéth timelines for the formation of new
working groups and the reconvening of existing wagkgroups, as well as the expected
timelines for working group deliverablés.
V. Other Matters
233. a) HLCM 22nd session, 26-27 September 201Ehiligton, DC

b) CEB, 28-29 October 2011

c) Steering Group and IASMN meeting schedul

i. Winter Session IASMN Steering Group, 30 NovemlgmDecember 2011, Amman,
Jordan

i. 16" Session IASMN, date (tbd), Bangkok, Thailand
d) HLCM 23rd session, TBD

e) CEB Spring Session, TBD

® JASMN members will be provided with an updated giment setting out the information requested in this
recommendation.



